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R ) -

3. #EfHl(Controls) :
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RIS & S - 55 > Open Policy 25 —(EM A TEZFTRENECR V-5

BERRETIT - EZREES M (Natural Language Processing, NLP) ~ 4%
5 > (EREHEEERBLER - RS EZ2 B S - DI B
W77 BN BB LAV ESS R A TSR RRREEIVES 1) - sl E I 2R 5]
TR 2B RS EEE (A S) -

+ loT Cybersecurity Improvement Act
(Passed)- Guidelines on CVD, loT Device
(technical, process)

. NISTIR 8259, SP 800-213 in development

+ EUCybersecurity Act . NIST Core Baseline for loT Securlty NISTIR
8259 A/B, 800-213, 8425, CSF 2.0, SSDF
+  EUCyber Resilience Act
. International ISO/IEC Standard (27402)),
* UK PTSI-Product Security Law ISO/IEC 27402 (draft) and EN 303-645

+  May 12 Executive Order on the Nation's (ESTI Cyber)

Cybersecurity -FTC and NIST led

loT S ity “Cod f Practices”
Consumer loT Pilot Labeling Program * o security fodes ol Fractices

] mature to proposed regulations/ . C2 Consensus effort on loT
and loT Criteria - NISTIR 8425 voluntary schemes - Australia Security baseline > CTA 2088
®  FCC Cyber Trust Mark NPRM +  Singapore Labeling Program . Role of vertical standards on the rise (e.g.
ISO/ISA 62443)

s  Connected Devices Laws in CA/OR State

Brazil Act 77, Australia labeli |
in effect (Reasonable Security) (SB 327) * razil Act [, Australia labeling proposa

CSA Scheme development for the loT

L]
EU Radio E t Directive (RED
+  Expected additional agency guidelines * adio Equipment Directive ( ) cyber mark label

(MERC/DOENHTSA FDA), CISA Secure by
Design
*  Section 5 under the FTC Act

. Enterprise regulations (EU NIS 2.0}

- NET R ROV 2 2RSS
SZ AR Open Policy
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2. =R

3. EREANTHIE
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GLOBAL EUROPE ASIA

SEACE © Verizon

A ETS] 3% BUEHEI R R T4 - 0Bl T SRR °

“Quantum Safe Cryptography and Security [Introduction]” (WP

No.8)

“Quantum-safe algorithmic framework”
“Case Studies and Deployment Scenarios”

“Quantum-Safe threat assessment”

(QSC 001)

(QSC 004),

(QSC 003)

“Limits to Quantum Computing applied to symmetric key sizes”

(QSC 006)

“Quantum-Safe Key Exchanges”
Exchanges”
“Critical Security Controls for Effective Cyber Defense ”

103 305)

(TS 103 744)

(TR 103 570) /

“0S-Hybrid Key

(TR



“Migration strategies and recommendations to Quantum Safe
schemes” (TR 103 619)
“Migration to QSC for ITS” (TR 103 949)

BRI TR E T 2SI EAE FHE T - S EIRRIAREEL ] E RS - 12
B o G R G & R E T 24 -

Bef% > H4ERE et (Center for Internet Security, CIS)HYKET T4
WAV BV E M (Sof tware Bill of Materials, SBOM)  HIG - shies]
REIS 14028 ST Elan < - o5 B 2 48 8 %7 &= (BExecutive Order 14028:
Improving the Nation” s Cybersecurity) > /& T feft Gt iEM 2 2 - ZOREE
fEmZAie it Re el A B iE RS (B & A {biliAZ) 58 524B %

T HELRERFEIMEER ZE 4 | (Federal Food, Drug, and Cosmetic Act, Section
524B) FEK B S B EIE RS IR B S e TE (i SBOM > ELrp EfEpESE - BAUR
FIFR RS TC YRR © TR ER ARS8 PR 28 (CRA) thoR & T SBOM HYEE 224 -
WAL SIS RS TR (2R T AR EEC R N AR (R (e s s T (e B
BT FHEIR T ~ MR - M SREIRFLBUR ZK SBOM JF 2/ WA &
LUMITE -

1. PEps i

2. JuifAatE
3. JTiFRRA
4. WE—1ID

5. HOERAR
6. SBOM{E%

7. HRREEGC

BU{F SBOM HY%F e B AC sk AG A VRIS, ~ MECRERAGHYERIRRRA R A
S ~ B e ARG R AT A ORI RS Ry B TR - BEAD > SBOM HURS U R AR es a8 L >
AN REWEEIL - TERSERAN LAY  REEHEESE - HAl SBOM A
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l.

Software Package Data eXchange (SPDX)
A% Linux Foundation #5EEAY ©
CycloneDX

& (EE B R HTRAS YL BARE -
Software Identification (SWID) tags

Fy—{EAEEAEEHY XML A8 -

fi SBOM HY B ESEEAR oAl 3 DL T 2878

l.

2.

PR SR A > AL R L0 2 SBOM -
PRI RS RS s R T A THAR HRERR (% - DACEIR I A i AR R
FEH 5

. EHIFPRFINZER - BOR B R T2 & EF & 2R (% ~ 11

BB EAE A S ACHARH (5 - FE(RRAT -

TN ¢ R A B HEE B B HUER -
. FPEEER] PRt A DADRAE SBOM B iy ABHEAA N - (B REHRERIHY R

WRTRSER AL -

G  FHIF B AT SBOM 48BA2E 5 (TRCAH M ARBRE - PRI 44

HEORES SBOM 88 4= pHaR H4s T BB A1 -

(% > e N HRGSHIFEEE] SBOM H AR E D IR E T > BB R 2 Itk

=
<>

M HREESE R D RN » SBOM Y T (R EEK | WVERH B A T]

DRk SBOM IR A4 -
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(=) & BHIIREHE AR Regulation State of the Nation

ARy s+ EE RN SRR T E R AYIE N - 7 hIH ETST ~ ENEEEL
f2H ~ Schneider Electric AsBEAHTE -

B4 0 B ETST AV FEBEAER FR 4 s 2 e BaE T M ETST SHEAYERTH - BX
M 27 {ERkEEIAHRY ~ 7BV SRARRERD S0 Z(E S FIRREAAR - Hrh BRI
EHEUNFES - BoNEEE - BURHE g BMEZE AT M TEEa e
MERE ~ BIOMN AR L3R/ T ~ FFathe o [EERRI—R21E - BRRAR NI 5
MRS B BR 48 224§ (European Union Agency for Cybersecurity,
ENISA) » EECIARABONEE S 4dis 2 /KA » LA TR eEME > £
SEMARBEENL 25 -

BHR 20 T AR L e it itia Y%A ¢

® 4% Bl % 4 Measures for a high common level of

cybersecurity (NIS2)

® Resilience of Critical Entities Directive (CER)

® B EIEHIMEAZE Digital Operational Resilience Act (DORA)

® E:AFIiTElEE Communications Technology Certification (CSA,

EUCC)

® S RHAEERIH] General Data Protection Regulation (GDPR)

® ELHIMEAEZE Cyber Resilience Act (CRA) [proposed]

® T EEEEZ AL Act [proposed]

® TR FSAEZE Digital Services Act (DSA)

B {E EE BN A E (S T2 0 (Telecommunication Engineering

Centre, TEC)7r ZALENERVYIIRE L 2 - TEC EBIZ R4 - BREHERE
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1 ICT FHBAZESE - IR EE S IEE ESIEELEIT  (ITU-T) W3 - WthAIA
ETSI ~ oneM2M 1 3GPP 52475 -

PR - SEEERFIEIEAE MM ~ PBR4ER0 5G SEemiskp A —Le B LAVERR
FI407E 2018 FEAHAYER K B 8 SECK (National Digital Communication
Policy, NDCP-2018){EA %2R |
1. HECR 50 (B HMEE I B R AR -

2. FEEEFRIFIEEAESS - [FIHERELR ToT/ MM/ RRARBAIER T ERAEE

HIZEEHESR - WA ABIPRa (EE S -

3. BRSEHIZRENE MM ARSHItEZS » [EIFREE MM B2 Z 2 FIME -
4. FoRr LRl R HAT BRI e P B RRARE - B0 56 - AN TAEE - e

A~ VA - EmE R MM -

5. EEIIZITTEEATRER o REE g 4.0 B -
6. BRFHEZE - FEHN - BESORMES - HEES - it MBS EEEY

e /MM AR TS T 8 -

F={EHFERE Schneider Electric HYBH4RHE - HuE /el R S BIEHE
SRAERFH TR > ARG PR BIEIPRERIIRAERIE - H o > s iR R R (L SR
S HIPHBRE > 1S5E] - BOMNEREEMN 2 B2 B T2 RS T E R G 2
ARILIOE] CankE 7) -
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Europe Asia

 US California Connected Device Law © NIS 2 directive e Singapore
* |OT Cybersecurity Improvement Act ® Cyber Resilience Act * Cybersecurity Code of Practice (current
* NIST Mandate e Cybersecurity Certification Schemes version is CCoP 2.0), issued pursuant to
* Executive Order 14028 Improving the ¢ Cloud providers (EUCS) the Cybersecurity Act 2018
Nation’s Cybersecurity * Australia
e US Cyber Trust Mark voluntary consumer o Critical Infrastructure Risk Management

loT label Program Rules (CIRMP Rules)
Limited reference to ¢ in line with international standards like
international standards the various ISO/IEC standards

7~ EE ~ BONAI TN ELEE T E 50
£FZACE ¢ Schneider Electric
DRI H: &5 B > RS s B e A A RCRAIU 2 S BERT R EE T E B

PRATEAE > [l (5 BUPRARAE tRE S R S B 8 E VAR © iR R 2l 1 —LEfH SRS
H B2 B n] A S0 B Tt P ARE

I, HEPREEZE 2EREF I ERIEE -
. BRGNS SERT S R A IS TSRS -
A At 2 e KA ZE R A AHER AT ek -
R/ NS R (EREEERRAHIRSE) -
- FEREHRRA > BETFEEAERRA -
I HE BIPR A e — LR, > mI DU R CEE R YT 5R, ~ B EARE T
A > BIATERAE (S FHER A B PP AT ~ EAE () gl ~ SERERIEEHE - I
FHEIOM B TR fiiiE % B8 (CEN-CENELEC) 1EBIPSIEAEATEGE -8 o et
AR - 35 I8RO TR 2 M B A2 ~ T HIRBIT- - 40 N SRIE > 53Rl
VAR A T BRI R BN PSWG 535 T 5 P BB F 2 ARt

[ B T P R O]
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NIST 8259a B Technical
NIST 8259b

Non-technical

‘.i--"“--~.

8 ~ VAR AEAE O RE T~ [E]
£2ZAE - Schneider Electric

. Conformance &
Baseline W iti
PSWG Target of :> :> PSWG Test :> Composition => Assurance Levels => Mutual Recognition

Recognition

Evaluation Standards Specs

SDL & NIST IR
VDL 8425
loT Device
303 645

O ~ PSWG 1535 T 25 Py E& 2 A 2 A A
£ © Schneider Electric

Level 3: Lab

Eval + Pen
Test

South Korea

o
=
o
=%
@©
Qo
=
)

Level 2: Lab Eval

K]
]
>
]
=
[
o
=
o
=
2
3
<

\
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(=) R E BT HRE - BRI RERIBBFA Regulation, Data Protection

and Privacy, Technical Aspects

SE (P PR EER i TR M 4B AR ~ B OREE BLRAL - B oS A AR E e
Ryt R EHEEE R E A R &R o] FIVERVIE D M ECRERIBRALME: - 58
EHEE] T —{ERUf% ENCRYPT #YJ7% > E—(EEA RN HE IR IRERE

28 > BILAGEEE A DART & GDPR 975 SR BRI & B S R 22 (IR kY « TEIRAE
RN RE B2 BRI Wi {5 P 2 B o — (P 5 128 - AR B BB ME DA R 22 4
REFEMIEERS e - Rt MR A RARALCReERGT I E L2 - EEHEEE
FAHLUTEEE

1. fRTHERLOREERTHY B I M EeE - BT & GDPR ZRAYBURE s R

BRE > BRGNS -

2. RSB OREERIHIE FE SN - (R EFr A HER 2 Bl - T - 2R

FIERA
3. (eI AE ESHERA FSHSRIA FE ST Z RIS RS B Re

BHHYH M -

4. {RMEFRTS GDPR HYBIOM &l 22 eIl (e A AR PR i 2 1 e Y 2 » Il

B BRI (B M B 2 THR 4 -

5. Ry T HECRBASFHVE R T ZEAVE R - E R R ] PR ERGET e 15

B/ NYIRE RGBS A E A BRI S BRI -

6. FEAREREANH IR E R - IR TraE iR 7 ZE R B IR BH S8 Z ATbH 52

ANEHVEREZRY -
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= HZX

(—)EEF - BLrESEFIFIR Zero Trust, Supply Chain & Open Source

—BAdAEE SRR N R 284 (Encrypted Traffic Integration, ETI)
P EEAYRTRE > 40 N YRR -

- [EHINE E R RIE5RIE

=fit's

N = MERITEE T A
- IEE EAE A EEEE R ENEE

-« RN & & E D EYERIR R - MRS A IR DAReE
&SI

- USRI A RE G IR MRS B H - SEERR - R AN EREASE

BURUA ~ SRR L A B Y B R A SR RE

-+ INERB AR
- IIEAR S A BE PR SR T

ETI #yAEEEREPEEERGHERETMN - EFEH ETST #HAEE
TTEEAE > iR 2 Er A g 2B EEI AN - HEORER S E e o
FHUEHET € s - DU AR TIRE -

LTEMERBVEEIENE AR CE(E A eie H P2 ERT 2EE LR

sdHA BT NIEEFEAFEE T - BB C B R REH A E
& o
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() YB4aFIEEEE 1oT & Certification

B E BRI 4IRS - W/ 4H T ETST EN 303 645 VIliddaEmZ 4/
FRALTRaERTAE - B (EFEAE 2 ETSI 1F 2019 FFFrdsAn » B B MIECRYIGEEE
L R HBEEIIRERL -

SEEE JCEEE] ETST BN 303 645 FI1ETSI TS 103 645 S @S5 (40lE 10) -
TepAtAR LR I RET RIS S E SR 5 | R E MRS B 1 » DUEE
FERICOMAI S B2 HY e BR T 50 1 I [F AR 4Ry HAR WA P A B 2 Bt e i
Wy PR RET T heE FR B 4ray /K A& R e L= &R RE
Ko DIRIE NS S - MOk EFTA A B YA R -

6/2018: 2/2019: Begin C""a\l:riotft'o" C'O”"‘i'::fo‘}"[r)fN Europe-wide 6/2020:
Begin TS 103 645 EN 303 645 public enquiry Adoption and
development development CEN/CENELEC SPEC and voting publication

JTC13 27072:2019

10 ~ ETST EN 303 645 f1ETSI TS 103 645 7 3&fEigss
SR ¢ ETSI

I ETST 1€ T Y S S EAVEEAE » se ROt CR B (E Y I g B
2 FEA N E TR
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ETSI EN 303 645 / TS - i

103 645 ETSI TR 103 621
KTSI TS103701 Baseline Consumer Implementation

/

~

—

hosessment of ETS1 ) loT Security o examples of ETSIEN |
\ Requirements 303 645
Requirements .
Requirements

\

_______________________ Vertical Template for ETSI | Vertical Template for ETSI
Verticals TS 103 701 EN 303 645
,-——-"‘“f % o _'_'“'-':—‘—'_';_-ﬂ-_-_-_.___.____ e
- - - A ~ — —— ey
/ N / ~
ETSI TS 103 928 ETSI TS 103 848 ETSITS 103 815 ETSI TS 103 927
(under (under
Assessment of Home Home Gateway development) development)
Gateway Security Security Smart Door Lock Smart Speaker
. securi
Requirements Requirements R Se_n: urity ecurlty
equirements Requirements

/ JEF f‘;i,....

11 ~ ETST 7 2 Y4t Beieiee
SEA
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(=) ETZE2FIEZ Quantum Safe Cryptography Session

AP EE T RE fy B T H 2 BRI L 2 e e oy IR 5 35 B B R 4
R g4 E(National Institute of Standards and Technology @ fS%ES &
NIST)#1 ETSI By & T L2 HEE e EiEeE - ERE TN AN T EET

AN

B 5% B NIST WY/ 144 NIST filE S A11% & 2155 (Post-quantum
cryptography » 4&%5 POQC)MHRBAAEAE (20fE 12) o NIST §i¢ 2016 FF{EFAAZEFHET
HEARRE ~ EETDK - WSS ERIEE T - AR BN 1 IR E By
SEELE > WHEEAG ARZHED - 52 2017-2022 B/ o FEGERIE T 2 it
GEaa & TR a0 WETT T 3 $iBiEE 0 ME T 2022 4 » NIST 417 T 1EEEHY
4 FEANESA T 3 TR B EIESEEDE - BRICAE 2023 A4S TREEEZ
HERTER - WTHFE 2024 #4655 —hR PQC 1524 -

i

@Qv"- Cryptographic standards J
o%
wCﬂQ‘ ! y J
'09@“&0' Public key based ‘ ‘ Symmetric key based ‘ Guidelines
Qd} signature (FIPS 186) - AES (FIPS197) Transition (800-131A)

Key generation (800-133)

Key establishment (800-
56A/B/C)

Tools

— RNG (800-90A/B/C)
KDF (200-108, 800-135)

| Modes of operations (800

38A-38G
) Key management (800-57)

| SHA-1/2 (FIPS 180) and SHA-
3 (FIPS 202)

— HMAC (FIPS 198)

I SHA3 derived functions (parallel

hashing, KMAC, etc. (800-185)

12 ~ NIST Rl Z i EA AR B T s e AR

SFEAE © NIST

HE 2022 47 NIST A AR A ZERYVURSEEDEA T ¢
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CRYSTALS-KYBER

® LN 49 A% & W B2 (Lattice-based) Y % &8 B 45 M & (Key
Encapsulation Mechanism, KEM)

® FIPS 203 FZE A MERAYE B St HIEEAE | ( “Module-
Lattice-based Key-Encapsulation Mechanism Standard” , ML-
KEM) #dEE

CRYSTALS-DILITHIUM

® NI HIE RN S EEE A

® FIPS 204 FZ " EEMRMAVERZTAAE ) ( "Module-Lattice-
Based Digital Signature Standard” , ML-DSA) T #FEE

SPHINCS+

® FUNMEIREEXEZE (Stateless hash-based)HYZ B EEE

® FIPS 205 FZ" A FRAEREZIT S FEAZAE | ( “Stateless Hash-
Based Digital Signature Standard” , SLH-DSA) H#if5iE

FALCON
® LRI HEE
® KE{E FIPS 206 HZE P HHEE

1S5 VUsmEEFE R R AT

Classic McEliece

® NIST HHZEMTREL

® NIVES > HECKRIYAHE

® NIST A J&EISARE Classic McEliece FfaEZE B0t
BIKE

® ESVUdm (s \ A R B IHERIR

® NIST SZEIARZES IND-CCA LRl THE

HQC
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® FE{tIRARHYZ EOREEI A KRR 3T
® [f BIKE S RHVASRAIE SR
T ABEYERSEE A B > 0] DUB HETF 2 T BRI BN A 52 - [NBE NIST
H At ARSI EOR A AN R B A EL  UREEREIRIIE 2o EE
% IR PR B EEE » SR AR DB A B - S =AM - 1A
NIST ek as Hoth B R g =R o] LU BRERES Y s S BRUE -

P NAH ETST 4148 H A E HilE By B 8 1 2 5 AHBH HY R flo B & (Technical
Specification, TS) ~ Ffff#4 (Technical Report, TR) » PAKIEAE#ESTHAY T
fEIEH » A FFIFTR |
1. BEZEMfIHEEEA :

® (SC Migration; ITS and C-ITS migration study, ETSI TR 103 949

(2023-05)

® State Management for Stateful Authentication Mechanisms, ETSI

TR 103 692 (2021-11)

® (Quantum-safe Hybrid Key Exchanges, EISI TS 103 744 VI.1.1

(2020-12)

® Migration strategies for Quantum Safe schemes, ETSI TR 103 619

V1.1.1 (2020-07)

® (Quantum-Safe Identity-Based Encryption, ETSI TR 103 618 VI.1.1

(2019-12)
® (uantum-Safe Virtual Private Networks, ETSI TR 103 617 V1.1.1

(2018-09)
2. HpFi#ETR (598 ETS] & B —#E 2 BEET TF) -
® Quantum-Safe Hybrid Key Exchanges, RTS/CYBER-QSC-0019 (TS 103

744)
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® [mpact of Quantum Computing on Cryptographic Security Proofs,

DIR/ CYBERQSC-0020

® Deployment Considerations for Hybrid Schemes, DTR/CYBER-QSC-

0021
® [mpact of Quantum Computing on Symmetric Cryptography,
DTR/CYBER-QSC-0022
A Toshiba HYsE&REfE R T %8775 (Quantum Key Distribution, g
55 QKD) PAK ETST > &1k o % B— L amafUrn s  HA — BRI RS -
REES =T s\E I - AR AR ST (E g 3 ST A=A
HETIRNEARRE > BiBE TR IR EHEE - $E5 38 7 =/ QKD AV
TELNE 13 > sy plEEat A FIE R e 5 = -

Types of QKD protocol ETs|@—
Prepare and Measure Entanglement based Measteeaen Device
Independent
Widely use in current Does not require Does not require
products transmitter to be trusted receiver to be trusted

Good performance with Typically uses entangled Long fibre distances
attenuated laser pulses photon pair sources with e.g. Twin-Field QKD

SETS 2023 — All rights reserved Trqnsmitter n Receiver

E 13 =fEE TR osEme
SEAGE © TOSHIBA
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L1l

s B=RXR
(—) ZTT bz B& © BB CyberFirst BEMAMEE T —REREZLEEAE

(The path to diversity: How the UK s CyberFirst project is

shaping the next generation of cyber security professionals)

A 22K E NCSC(National Cyber Security Centre)Aysh = RiFKE
S ©

Kim EERSHINE B2 TT b R EEEE A SRR 8 st gL
RESHF NS R BRI — U BB A R8I - 5 A FRe s b2 b e B
P - (ERERNE B e M T o K A BCRIERR 2 e L Rt B S -

Fo 7L AL S B M - NCSC #2H T —TH44 Ry CyberFirst HEHE - B1E
HENEE SEA A ENFRA o SIE M A S 42 1Y BEH I -
CyberFirst JHBNHYH ISR B &E 5 SIS B B L2
% > il CyberFirst #2584

ZatEANEN 2015 F HARBUF AR E B - FEEFENE Rt
¥ 14 2 18 VR E AR HBA AR AR - R LB %

B A% s w0 e IE A S LR IR Y - RS TN 2 (SR E Ras
1. BEEINEAEE IR ARG 12 TTA I AT
2. HEETEHPRAAS A E VBRI K MR L0 & 728 -
3. BB S LA SRR FRE NS B L TS 2 E A VIR -
4. FEi8 CyberFirst WYETES @ ARSNGB S ELRT LM AN EL -
EggEA RS A S F - SLEATE—(H e RV 2 et -
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(Z) 05 [ N EHARHY TREEHEERY &R 3 Experiences of Attracting Next

Generation of Engineers and Investing in Future

P NAGEHZE 1SC2 BAK ETST HYEr S 85 fee R B i 17 e il R HVOBES

BB BT H e R E AN 28 Y HE N BRYFRSRIEA B & -
RIBSEET HATIEAYY 550 BREZ NS HERVEZ AR KR 950 #4411
BTt =BT 67PHI SRR L B EE R = s 2 s N B2 TR R 4
E 2 e AERRHIRETRE - 30 SEFoR P B AR 2 N B AR TR R4
B8 AR - (BB 20T P e e FERS 2 2 N B ARTHNG K
RS L e HRR Y R -

A e AT R REREEZER ENEEE ISR T > PR TR
BHEEAEHE LA SCHER B A LR H H AT IR T fEmig o= s 8 T8
WMEH B RIEE RS M - IRV E AR RSB R A R 4 S A& ) -
HEA R IFE B THY B TEAEAT N ERTR

Top 5 Tasks for

Junior-Level Staff
(1-3 Years of Experience)

35% N ". Alert and 48% Information Assurance

Event Monitoring (Authentication, Privacy)
Y Documenting

0 0/ wms Backup, Recovery, &
35 0 ,/ E:ggggi‘?gf‘ 48 o == Business Continuity
o/, 1010 Using Scripting 0 , _
29 ﬁ) 1010 Language 47 A) Intrusion Detection
28% m Incident Response 47% a SyleigYelilely

0 = Reporting (Developing/ 0 ﬁ . .
26 Yo ivernles 46 Yo Al Penetration Testing

B 14~ EE4ENVIEE T TERNSE
SERR 1 1SC2
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R aE IR R E A B L KPP B TR TR £V E
* 2 BEERIEE TR I ERRE

IR MERAE (ERESEE
HEFRE R
L TERE BGIRANET]
iR EAhE ST
s PR ER SR
RIERET] HLHFIME S 4

SR 2 A R/ R T 20 i E HY4E T B3R B TRESEEE I E = B
RS RERTRE ST > A BRI 5 USROS (7 s BB IE LT
LA A\ BRES DA R ERE - MR A B AV EE -

BT ETST EEEERUE  ICT AR b CE R EAVHER T - IEEtER
2016 L - HATS B EIIRIEET - 7AR ~ AH ~ PHIEFFEOMNEIZ > It
STERYHIY R HEER IR AAE 1CT AR BRF HIAIE ~ [F 2K H & 3 SISy
NBE RIS oy ZEERAVEHED -
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(=) Yt da R eRE8 1oT and Certification Session

AR E ETSI #2722 & -~ RISE iHJTHHE - FSCOM LA K BT HYP5h4E %
SRR IR N T

F— B TR ERAINE R R — SRRy MRS EEE T (A > 40
NESMHRALBEE - IEEE R EREEE - (E—E AR ARSE - fE3R R
b SRAEIMEZERIRE R T > BRI EREN (AR PR  115C
TiAe ~ A FRERE - BEAERE B - R B
X~ BRI ) RS 6O RO E IR (1oT) BUHEVESS -
PrEfmmMEREEE - FEE RN T REED IR
o CNEEETAEML DA ER BT -
® MRS IER BRI RIS B ECR -
© i f LA R e L DS I I ARG 2 s SR IR
o (ERGtEREPIARRMIZ =M -
® NEMEWEEN S EEEE 2 AIEG SR FRIETH -

& a T 2N BB R R A e 2 Rowd s A i MY R B A a2 2
L FIRVELRE - HIFHVEE TR SN IS TSR TP S RS fEA 5 > WL
T2 > AT LUEBEGE TIR RIS NS BERE RIS ST - ] A2 & et
R E AR SZS

B EM EIER 48T A A R Y RS T 2 AR I 9% I
RS AEARY  RILETE T —(# S /KR I A 4es e - & sl rens
IR 22 SRR A T S LA (CAB) - BB TRAFSEEEE - (EVIAgIK
Botaa s oK A L ZRIRIE > B OREE RN - IR BHE T 8)
freg - SRRV BB HARERIER: - SES R A BRI R R ARl A
re e A M R T SEMETE 2y s - SRREIBRE A B e e
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LN Ryt et i Ul me A -

Device Vendor IoT Device
. B . FITTITTTITITG
B8 B D

Exchange Reference Values

UDev,,, device_profile, Signatureg,p

cq
|N, UDev,,, PCRSelection, Signature,,4
€

Generate attestation Evidence:
tpm2_quote (N, PCRSelection) = Evidence, Signature .,
Generate integrity keys:

tpm2_create (PCRSelection) = IK,,,, .

IK

priv

I Evidence, IK ;. Signature

I >

Verify Signature,y

Compare Evidence with Reference Values

Risk Evaluation based on device profile

Generate Assurance Level based on device profile
Generate integrity_proof: PCRSelection || IK,,,;,
Generate Signature g

Custom Integrity Certificate Assurance Attributes

.......... AEEEEEEESEEEEREEsEEEEEEEE >

15 - WA R

SEAE . RISE

AutoCert HVELLREEY RATS CEIfs LR AE T ) 2o « TEasFiadsg 2/l -
VIl 4a i B A 5 2 A BLE A RRSAH By 275 (B MR Ho 2 e i (E R 45 B
567 TR meaemia L Al » VIREAEaHEA & A CAB 287X757A UDevID FIPHh4gss
iy device_profile BV 53K - CAB ## % 7 —(HA A BEI% nonce N Fl
PCRSelection FYZ ¥t if KEGVIH4ga% F » TPM2 Quote THRE AN BES -
BRI B £ Y nonce N WEAIEES I HEE HUZ & Ryl » AP 1L 82k
U - itk Ry bt md — (AT B 1K IR LEEE ek
DLalzE—{E 52 2281 - TK /&1 RSA <5 {85/ PCRSelection Al TPM2 Create
TheEeEEEN IKpriv A IKpub o FHIAEEHE LAY Z 2 RE SR M Eas oy ol s il g o
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Fi TPM2_PCR_Extend #EfTEC% > RILERIE IK BFE AL PCRSelection HECRLISE
SIS IR AR S AR B Y AlIRZ S8R - Ay TPM(EHEF G4 ) ZE AR A
iono i AK A %2 TPN EARVERS - TN =788 e Vs -y
TPM ARSI EIRAI T - TEULERFE% > CAB BReHE T Y & 5400 s
S E AT TR - ARIRET RS A4S SR8 P & Y B S P AR > a8 T I PReE S
ERARIE device profile #EITEIE o REEHVAERAICRTAIH CAB FIAHECRE 3%
IRERAYSEEEME -

=14

= EE M AR 2016 FFHY AIOTI(WHAERATHTEEE) » B 1E(EER
SCFHEPIIRGY ~ EGE TR R S RS G © AIOTI RS 2L (H (E
EHESHFEFS ~ BUR ~ (b ~ WIFEANATET SR - DISGRBONRY B BRI 5477 -

sk et o K EREBCE 2P (NearLink ) SElTHY 2 | > PRI FHEE Robit 5%
FVATEERE R - BRI EE S K=l - BRERMZOE - BESHENE
A ety e R LA B R I B R T B R L ~ R S R R RS R R
FEER > Ry (ETIRERE ARl (SLE) R A RERE AR ila (SLB) » {ETh#EHRE ARl
EITEIIRE ~ R ~ S r]5etE - BRHEER Ry 1 2Mbps A FEFIH AR EHK ~ 05
S RONT B AR AE NS ER - SF R - S B Em ez
1.2Gbps FIEFTHIREREY (i ~ AT 2 4000 -

NE Ry = 2 E S Y 2 LR T DUE H 2 PIRCIT e 5 f e Ay sEne
JTIH ~ 2 {7 B EE HA R TE RS - (EEEE e 2] H Al 2 PIROTEDhRE F2k
AR F R VIFL  (HEHAPE LB EL RSN > HAERAS B EEER
WIFT B2 - DRIHERZ AT HERS IE RO R & /2 NearLink H AUFTIHIER R AR P
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NearlLink Bluetooth 5.3 Wi-Fi (WPA3)
Configuration v Undefined Undefined
Apphcatlo.n-layer Mechanism v Undefined Undefined
security
Requirements v Undefined Undefined
Blocklist & Trustllst v J Undefined
protection
Mandatory two-way v Customizable Customizable
authentication (No authn. for Just work mode) | (No authn. for Open mode)
Strong credentials v Password complexity undefined Passworg cfgmglemty
Transport-layer undefine
security GM cryptography Vv (ZUC, SM2, SM3) x x
Independent on/off
between encryption & v Simul x Simul *
complete insurance (Simultaneous on/off) (Simultaneous on/off)
No. signaling messages Context present: 5 Context present: 10+ Context present: 8+
- sigl 9 9 Context absent: 2 Context absent: 4 Context absent: 8+
Secure storage v Undefined Undefined
Device security . -
Doman! base.d security v Undefined Undefined
isolation

16 ~ BB 22 ot
SR . FSCOM

EEUUEL 2 ST oneM2M =291 4H - oneMM B {8 4> TH 5 A W54 28 F IR
iEH 8 ([ FLES LY ICT FRAERI T 4HAREH A » F 22 © ARIB » ATIS » CCSA »
ETSI » TIA » TSDSI » TTA 1 TTC - JsZa Sl B E#EE ~ APL 4Rc¥ ~ fr ~ &1}
%~ BTHEEE

#H¥5 oneM2M HyZ2 e » FH RIS B 7radas ~ LA/ NG ~ T
FAIRECE - HIIIAYSEE R B3 (R ~ BUREERRAE ~ B 2B 8 > TE R
oneMM HYZZ2AESE > ATDAEE] oneMM $& 45 T —4Hm AR 22 2 THAE » (ReEYIl4E
a5t R TE FARE R D R 1R
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| loT Application Layer

/
.'/'
REST API /
/
'/ Coririby Communication
PECREY Management
oneM2M Common
Services Layer 2
i Application &
Device B
Management P-a'1a_nag£‘mem
\
REST API \
cation q Crm o Transaction
g 3 \ Location Charging & semantics Management
loT Devices and Accounting -

Connectivity Layer

17 ~ oneM2M B2 HEZE
SEASE . oneM2M

\
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(W)  YIBREERIfTENEERE 1oT & Mobile Certification
ABEE AR EF AR E SIS Google Android Security and Privacy
BEf% ~ Google Android Security and Privacy SEl&/NaHM#ETTIEEE -
F—ETREDHEE TR E (RERREN (TS 103 732 v1.1.1)% 2021 4 11
84 HE R BRI TR B Z 2 iR R BRI fRE =
Hrb@ & THRAES 75 - TOEGHE B B2 50 - URENZ2ER
TReEFE &R - EFEAEREHE - £YR B 2lEs -
ETSI 41{a[¥%f Protection Profile #E{TEREE ?
1. EHEFEBARHRE RS IR EE) -
2. 1£ STF 646 TAEJT$HABAEAIL A 2 1% » ETSI ST B2 RIs I o (s
A T ANSST {F FonBeBt#ME > Thales ITSEF fE /el g = -
3. Thales ITSEF fE 2023 4 6 H5eR T 5FAh » 455 fyiiis
4. PEAEHRETR 2023 4 6 B 244 ANSST Al ETST -
5. PRESHMERES 2023 4E 8 HttAE T Thales ITSEF HYERfhERe » 7 HEUESFRAELE
TEHEST » DUSERGREERAR -
6. ETSI TC CYBER £ ETSI TC CYBER #35 &kt T CMDPP 22 {+f pl A B
WERRA LR, STF 646 ELRZHE A F1 B S2{F: -
HEETEASE (RS iR E (] A A B T SRR S TR
B WA ERESTAEHY T E - ANSST $HE{REImEIHYEIE LR/ nariliE g HHZE)
SRR LR R M T — B B B A RO B i BB A RERE /5L - sxstE HATH
GSMA (9 FASG 855 % 42/ NHBAZE T
IR EEIRE] TS 103 732 250 ARATERE - TS 103 732 ZHINTRAETHE
- B R FAERAOVIEAR (TS 103 732-3) FITHZESFERTEF (TS 103 732-4) 1Y
ZBORIEAE ETSI TC CYBER HUEEfTHAZE - {EARAKATRE &y HoAth#HaH - TC
CYBER FIREE Rk H GSMA MDCert FHEFAVERYNZ 2K -

Al
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5B R M - FRRARI R Ot T R B B 2 Tl B B A - P e
BV — - HEBIOE TR SEEHL 2 EFEA & - AV
FefloA 258K » DU HAMIER BN Z 2 ThEE - B8 T &R - HERZE
SHEE R EFS AT AE LR AEnh b T g S R B A AT T RE

R HRIT5 04T - BRAR RS P A =40 - o5& BST »
CC/NIAP ~ ETSI TS 103 732 » H HAENRETHRETHE &S S T2 2alsEst

=

B

GSMA MDSCert EZHITAFNE

® T TEUARY GSMA SUEEETHE] - 40 ESA A1 NESAS » DIEBRMTE GRS
MAEMRALEHE - RENER

® A S/ BEEINAFRE/KCERYREK - e 7R - DUt E
SR RGN E R EEFR AN IR AR AR (RIERER CSA)

® EF I {EHEWREETEINAIAT - AUHEE - BURRIES - FHEHS -
— AR A EA R e AR

® E{TAEFESNT > WEMEEL ETST TC Cyber B9 - $2HE T RERR TS 103
732 HUEIES - JERC T OREEECE SCIRHY 2. x AR

® (T —IASHYUNBEAVISE - & T 11 (ES 0 Al 22,000 #4268
%
A& i E e 2R TR RE R B ARE K50 & P e & 5 RS INE K

TR T FEE i LSRR ] BE & BN 4R S st - DR B T DUE

dfm o EHUERIR LRGN & -

F=Eb i RIS RS > VIR E s e R EER T EES
EWREY BRSO Z B EE - HAIGYH 20 &(EE EHIEIEE
HIE tHE YIRS 2 2 AR (B P RE R AR A ED - B e mse.
e N AT UG S B R B IR AR ARG A [E)20 > Ryt CSA IERIZZE 2 TR/l
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(PSWG) fifg — R/ -

loT Device Security Spec | Mandatory/ voluntary | Certification Labeling Key Standard Referenced
Asia

Australia Under development Voluntary Yes Yes ETSI EN 303 645
China Yes Mandatory No No None

India Yes Voluntary Yes Yes ETSI EN 303 645
Japan Yes Voluntary No No NIST, ETSI EN 303 645
Singapore Yes Voluntary Yes Yes ETSI EN 303 645
South Korea Yes Voluntary Yes Yes ITU X.1352

Thailand Under development Voluntary No No None

\ietnam Yes Voluntary No No ETSI EN 303 645
Europe

France Yes Voluntary No No ETSI EN 303 645
Germany Yes Voluntary Yes Yes ETSI EN 303 645
Spain No Voluntary No No MNone

UK Yes Mandatory Yes Yes ETSI EN 303 645
Americas

Brazil Yes Mandatory Yes Yes ETSI EN 303 645, ISQ/IEC 27402
us Yes Voluntary Yes Yes NIST IR 8425

i

& 18 ~ B PR
S2Z AR Google Android Security and Privacy

2

22 TR/ NH (PSWO) HY H Y Rl PRI an Y 20 22 KBRS ~ m] UE 2 25 (18
ZEEFER -~ WTERERMENUHEEE T HIEE - R HEZ2H8 -

Btk are 2 thatEE H AT /B EES5E NISTIR 8425 ~ BIUM ETST EN 303
645 f ISO 27402 - %5 Jjge B s o R AR - FLEtE RN 2024 £ 1 A X
#
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(f)

5G in the Wild - Part 1

AEREE 3 E ETSI /N4H ~ Deloitte Tohmatsu Cyber EER#E

2&?\ = n?ﬁ f‘fé

SEAE 3GPP HYRZATAR AN (TSGs )

BRI SR EERTHIE B R 2SR NHAY T E N

{7785 -

Z N TIEN B &

& Policy and Charging Contral

Interworking with External Networks

Radio layer 2 and Radio layer

3 Radio Resource Control

CT WG1 RAN WG1 SA WG1
User Equipment to Core Network Radio Layer 1 (Physical layer) Services
protocols

CT WG3 RAN WG2 SAWG2

Systemn Architecture and Services

CT WG4

Core Network Protocols

RAN WG3
UTRAN/E-UTRAN/NG-RAN
architecture and related network

interfaces

SAWG3
Security and Privacy

CT WG6
Smart Card Application Aspects

RAN WG4
Radio Performance and Protocol

Aspects

SA WG4

Multimedia Codecs, Systermns and

RAN WG5
Mobile terminal conformance

testing

SA WG5S
Management, Orchestration and

Charging

RAN AH1
ITU-R Ad Hoe

SAWG6
Application Enablement and Critical

Communication Applications

19 ~ £/ NHRY TAEA 2
S ETSI

®  TSG RAN:AI/ML Z&rh i ~ MIMO ~ Duplex ~ BEIEHE#4E ~ NIN ~ SON/MDT ~ XR
FRTHEI TS -
® TSG SA:#AEFH ~ BEIRRCE

FIEREE B 52 S U B SR ST

3GPP HAIAE 5G 51 HE8m 1 A MEETE 575 £ Releases15 ~19 » HAES Ky
ReleaselS: S84y MELARBE ARl : 5G NR

Releasel6: Ry H B8 AR B e HY B Rl B R S K P S
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Releasel7: /7 E B Z KK (mmWave) #&fE ~ 56 4% U s #% RedCap #7324y (NR-
Light) -~ #%Umtg58 - JEHFIAEES (NIN) ~ 4Ep&IOEEERE -
Releasel8: ZEPBEIRIA « aff - YERSHVEME - BRI 2024 F58HK
Releasel9: FHET 2024 FERAAHEETT ©

B (& 4845 36PP HYMZE A2 IR RE - Releasel9 WY H AT 3w
o RAEZ A IS PIETSE © Releasel8 K Releasel9 BfERAE
1 6G Fe iy 4% g 25 B A ELRRE

5 I EEE TR T 56 TIPS Rl R 2 QAR Rl - e T p e TE Bl A
B FORHE SN « IRIIEL > By THERR SC FHEGERRM R A 4 > R
FAERRZ R ERETN > 50 i —THE AR iMiEs: > St s
SR AHTH R - fER 56 WS —EHEAFRERAS  HHEEES -
T2kt > AR T AETCR A S T A0 el B A — AP -

3B BRI S 4E RS 22 N TR BT B RS R A FRE =
B RIFRVET ~ h1% ~ B TSE CA ~ TREA4E - BRES > NIt ERE—
TEAR—HINEZE R

s i (R TR E B A EA A HUNEZL s — (E4 —AUPZEHIAEZE - 1 NIST K
180 HUHEASHERFANEE > AN A 3GPP ~ GSMA ~ CST ~ BNISA Y&} » AR EE R I &
T3 » S5 B P B — P2 IR 2R A AR A S Ry T 7 2 BAR A 42l - DM
BRIBETSRG -
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b~ X
(—) 56 in the Wild - Part 2

Btk —R LA ACEENES E BTST 1SG NFV 224 TE/NH ~ TCA eUICC
/Nl -

B NEV /NGHEHE NFV DIREHET T /148 » SdE&DHREREHE(L (NFV) FYRE S 2 A E
BRI LHVEERS (P& R 28 ~ 2CHAEs ~ DS DhAE ) M IR fla e 17 R B L - I
RO FEIIRES - FELLAERE AR R RO AR D S A -

NEV 2 EE T =8 » B REHRAESThAE (WF) HLUZ B4 ThRErY
JEM > 55— RdErs ThRe iR B CABE 2R (NFVI) > HAEE T P& EAVARA T
fF CEE - 7 EHY) (e LR E T B P RV s A s B P &
S=RHTEER - BEMEMAEREGETE (MANO) - FIFYEHE NFV AR -

SRR ETST HATIEAEZERY ETST NPV SE AR F » FEEFERES M4
BRSNS 7y - PRI H RTHY S i SO AT Y DI AE -

$H¥F NFV 22 AHBRANYIESE » H AT ETST IEMETTHYEN T Ry
® NEV-SEC 020: 57y &8 2 A
® NFV-SEC 022: API {FHUAVFELS 8 ( Token ) $i%d
® NFV-SEC 023:A#RZeHdE
® NFV-SEC 024: ZZ&EHH
® NFV-SEC 025: Ul NFV K NS({Z 9481 ) B B4 24 i
® NFV-SEC 026: @i e E (EIay tHRA AR

5 E My 1 B AR RS 22 ETST SET HEIAYWI{E - 5 UICC Kz SSP-UICC(##
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