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9/23 e Assembling a toolkit for effective malware analysis

09:00 ~ 17:00 e Examining static properties of suspicious programs




Malware Analysis

Fundamentals

Performing behavioral analysis of malicious
Windows executables

Performing static and dynamic code analysis of
malicious Windows executables

Interacting with malware in a lab to derive

additional behavioral characteristics

9/24
09:00 ~ 17:00
Reversing Malicious

Code

Understanding core x86 assembly concepts to
perform malicious code analysis

Identifying key assembly logic structures with a
disassembler

Following program control flow to understand
decision points during execution

Recognizing common malware characteristics at
the Windows API level (registry manipulation,
keylogging, HTTP communications, droppers)
Extending assembly knowledge to include x64

code analysis

9/25
09:00 ~ 17:00
Malicious Web and

Document Files

Interacting with malicious websites to assess the
nature of their threats

De-obfuscating malicious JavaScript using
debuggers and interpreters

Analyzing suspicious PDF files

Examining malicious Microsoft Office documents,
including files with macros

Analyzing malicious RTF document files

9/26

Recognizing packed malware




09:00 ~ 17:00 e Getting started with unpacking

In-Depth Malware e Using debuggers for dumping packed malware
Analysis from memory

e Analyzing multi-technology and file-less malware
e Code injection and API hooking

e Using memory forensics for malware analysis

9/27 e How malware detects debuggers and protects
09:00 ~ 17:00 embedded data

Examining Self- e Unpacking malicious software that employs
Defending Malware process hollowing

e Bypassing the attempts by malware to detect and
evade the analysis toolkit

e Handing code misdirection techniques, including
SHE and TLS Callbacks

e Unpacking malicious executable by anticipating

the packer’s actions

9/28 e Behavioral malware analysis

09:00 ~ 17:00 e Dynamic malware analysis (using a debugger)
Malware Analysis e Static malware analysis (using a disassembler)
Tournament e JavaScript de-obfuscation

e PDF document analysis

e Office document analysis

e Memory analysis

LRk IR © SANS Network Security 2018 FOR610 248 H[2]



1. Malware Analysis Fundamentals

KRS BANKRE S » 5 HIE Introduction to Malware Analysis,

Malware Analysis Lab, Static Properties Analysis, Behavioral Analysis Essentials,
Code Analysis Essentials [/ fz Interactive Behavioral Analysis -

1£ Introduction to Malware Analysis 7 » ZEFTE {7 & reverse-engineering Ei
malware analysis 2 Z 7l > BiE B FE TR EE S - MR E B LR S
BN EAERN o AR ERIE S > FAFIEDEAE windows BEA L -
SRR B VU(E RS ES - FRfE M &k & fully automated analysis, static
properties analysis, interactive behavioral analysis £ manual code reversing - [
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verbal reports, suspicious files, file system image, memory image, network logs,
anomaly observations A A HEMEIT AT o 3ATSEERIR - RIATEE FAIRRE 1

What malware does? 2. How to identify it? 3. Attacker’s profile. 4. IR

recommendations. 5. Reports and 10Cs. 6. Malware trends. Z5 UL EEI KRG > 47
Mt TR s NS HIE 1 AT e

Supported 0OS

Key observations

Required libraries

Configuration files
;
Scripts and executables

Recommendations

Summary of the analysis Limitations

Report date and authors

File name, type, size

Static code analysis Sample's Identification File hashes
; Malware Analysis Report (2
Dynamic code analysis = Anti-virus identifiers

Memory analysis

Behavioral analysis

Infection capabilities

Self-preservation capacity

Spreading mechanics

Sample's Characteristic
J ' Data leakage abilities
Remote attacker interactions

Strings

Function listings Supporting Figures

Screenshots
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repositories: VirusTotal, #totalhash; Multi-engine antivirus scanners: VirusTotal,
metadefender, VirSCAN, AVCaesar; File reputation: Malware Hash Registry,
HashSets; Automated sandboxed: Malwr, Hybrid Analysis; Website investigation:
urlQuery, VURL, Quttera; Other threat intelligence: PassiveTotal, Censys, Open
Threat Exchange ¢ & o] i BIERFIHET TR0 HET - sSUHUSARITEE » LUFIHER
G3ffr e 280 BEMb o ARIEEME A - B 2REZ » WHE XS
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TEA [EESE 40 7 i Ei%Es » 1. Windows 10. 2. Ubuntu - 7F Windows 10 {E
FE 248 o BeferZ2EE PeStudio, strings, CFF Explorer, peframe, Detect It Easy,
HxD 2 T H DLUF] static properties analysis - 772 Process hacker, Process monitor,
Regshot, wireshark, fakedns, TcpLogView Z£ T E.DLUFI] Behavioral analysis - %
Mt Er2285 IDA pro, x64dbg/x32dbg, OllyDumpEX, jmp2it, Scylla 2% T E.DLF

Code analysis -

1E static properties analysis & » FRILUEEIZZEEA brbbot.exe 2KEHL - ST
B - F {2 B )£ 2 static properties & file and section hashes, packer
identification, embedded resources, imports/exports, crypto references, digital

certificates J interesting strings - E#CEEN - & Al BI04 A SAE AT eI460E
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FEERZE TAE -

e otreh > IS HFE L IHA R o EER - 1. 10Cs for detection. 2.
Persistence mechanism 3. Communication mechanism - 7f Linux 551 » 3
AfEA TH pestr & AR5 - £ Windows 385 T PRI A] {5 H
BinText =k Strings2 7k 52 AR [E{T1S ©

#1351 H A static properties 4347 > 1F Windows T~ » =] {&E ] PeStudio 758
ik - PeStudio a7 B &7 file’s section, imports, %z VirusTotal f 45 oE o 1F
Linux 2855 T » [T A perframe J pescanner.py ZREEFAAEILES © 55590 >
T] i F Detect It Ea o PE #&# 25 PE header details K /1% TE. - sy (DIE) 5%

Exelnf

546 AR T E R[22 H - 1. Signsrch, 2. Pescan/ portex 3. MASTIFF
4. Exiftool 5. Trid 6. Viper -

HV#5 static properties 1% > T o] 2@ HEH 5347 roadmap DL B 53 5581 -
e IE RS IEHE > AFE#E—4347 - Behavioral analysis HIl @&H f—

TSR I
FEILMTPEES » Feffa] {55 F Process hacker, Process Monitor, Regshot, ProcDOT
1 wireshark HEFTERSE - FESVHTAT > FoTersebl il T B A

TEEARG  RrZBektk - BRI EEHAMLEER - HILEFEUIALS -

£ Behavioral analysis % - SIFIFHI1T Rt S AR B AT HRE -
RS » BILWZEHETT code analysis - Code analysis [ » P& (g F 2]
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disassembler (IDA pro/radare2) Eil debugger (x64dbg/Windbg) - [fj_E#it” static

properties Eil behavioral analysis HI ] 17 B BT S5 HIRES 43 1Y code o

Code analysis 5311752 » ARHEEREEFZ S - FATE{HEH Interactive Behavioral
analysis #EFTERRE  ILITVERNRAE TSI 1% - B BLE AR T B - I
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2. Reversing Malicious Code

B RERFE Sy B VUK ER 4y 47 Bl Core Reversing Concepts, Reversing

Functions, Control Flow In-Depth [/ Kz API Patterns in Malware -

& Core Reversing Concepts H » 7148 T F2 UG 4R R — #ERHIREHY lifecycle -
PEE e GeE S 2 £ JTEKES IDA pro - sEETI7T A48 IDA pro Hr&fd
EARERE » BBl B S LIRS A W g - B¢ IDA pro 3T > /b

sHAHEEE= 2 AR B0 ¢ Instructions - registers & o

£ Reversing Functions & » HIl7M4H T 40[$HERFE function - EHEZIE—E:
FECHEIEA T5%  function » function 2 input (value passed in), body (code to
perform the task) Ei return (value passed back) - DAk function Ei stack 7 [t & &)

B A o LA —FEBR AR PR B se R e
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fE Control Flow In-Depth ©ft » HIl/48 T st o AULERIFRE « (140 © if else

statement, if elseif else statement, loops (for, while), AND, OR z Switch statement

% o il control flow &7 C S5 #fI B EFHFHY] 0 Ka2H -

mAE API Patterns in Malware §1 » F{f9#EsT a8 =2 =0 B 2 0T 5% API - {i¢ IDA
pro 1y Import Table B it ARS » =k aTse 2 AP - TEHIZ nI%E APLAI
AEE BT AT T - fla - B A EE A Z & (GetKeyState,
OpenClipboard, GetClipboardData, CloseClipboard, GetWindowTextA i

GetAsyncKeyState) 55 o DAL By oAt AEL

3. Malicious Web and Document Files

BRI BRI 0 4 BIE Interacting with malicious sites,
deobfuscating scripts using debuggers, deobfuscating scripts using interpreters,
malicious pdf document analysis, macros in malicious office documents
malicious RTF documents - SfEZAAGRIE SEAE HERITE 347 £ - (BERED
Mg > FeF7HEL web sE Hopth n] gEse A B RAEZE A8 - A AINE
HUSHEIEREERR - Hit - B=ReMEEHBEEEEREE S - W
(& 7E tP HURS- B IERR S 2 RIS -

1£ Interacting with malicious sites § » /148 7 4{o] BSE Z 4G H A & » BUEEIE
BRI 2 HEFIRE - Bt /40 7 TOR B2 VPN T H. » SRR HrhfE A
Pl E4EE S 17 - TR 2R - 5550 - Wit N B8 R Rt
tas oA WS SUE B S AH B aE - Rl o AT EREE - FE5/f malicious
websites B » 7 5] {85 wget, curl, pinpoint, scout = & ##{# FH o frisiz o 2 3
B
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1E5/fH malicious websites 7 [E]HF » BEEL wireshark B2 fiddler 40 $k4RE R = 8
HTTP/HTTPS session - &2 log 1& - FfTenl{E P ag i o ArERIR e T & Nk
TH R % o S GBI e b T - BLep > IR T {E ) CapTipper B2
Network Miner {731/ HTHEES L&

HA B malicious websites 77 B [EH% » {2 A AE @ R AR A3 Rk Tk
scripts (powershell =% javascripts) o 1z £E scripts & 7 B E# T - RIELET S
BRACREETFE > Wi E & - At > £ Deobfuscating scripts using
debuggers 1 » FM4A T A {E ] debugger A Ti# | KCHEIEERY scripts o RE
o ST [ A windows Internet Explorer P78 debugger LIRS » 3%
B 2% E T Javascripts o S EEETE o T PIG LA H RS BB 2
"% | HiPkR Javascripts > DUFIB ST o

"f# R E M~ scripts t ] R interpreter 195 SR IEH o R 0 1
Deobfuscating script using interpreters 1 » %A/ 144 7 a5 F SpiderMonkey,
CScript B V8 interpreter 2Kz H R &5 2 scripts °

£ Malicious PDF Documents analysis & » 3%£fi/144 7 PDF 454 « EX& 40 (E
PDF el 8 EAZ =0 - DA S Al R NG 43 A 2 o Hor > FAf o] DAfE A
REMnux 72 #2 2 peepdf.py, pdfid.py 2 pdf-parser.py 7B H MR E R

PDF W% > $HIE A 5EHR 5T ©

FEAE RN AR Office SZAFRYESEH - (A » ££ Macros in Malicious
Office Documents Ht » &R/ MH TR R EEE » B Aol BAE R E A2 =X
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4. In-Depth Malware Analysis

FEVURRE L9 Bt KE9r » 47 Bi& Recognizing Packed Malware, Getting
Started with Unpacking, Using debuggers for dumping, debugging packed malware,
analyzing multi-technology malware, code injection and API hooking kz malware
memory forensics o &7 P ZERES By 1[5 1L A B CERG ER RS - (It
{55 pack Feife (MIEIANRR) PReEFZHEES - B2E Ry T B BB
g (E I OERT - RIE - SEVURERIE 1 B S AR A AR [ b A e
’E b e

£ Recognizing Packed Malware ot » GERIE Yo s M4H T NG REE - 374
THEEIIETA - a0 © UPX, Armadillo, FSG, Themida o 223460/ M 4H40{A]
N THERIEREA - LU RIUEEY] A © 1. The file contains few readable
strings. 2. Byte values in the file or some of its sections are too random (high
entropy). 3. The file has few imports or recognizable functions. 4. Embedded strings
sometimes reveal the name of the packer - 55 #p » {7 & {#f A Bytehist,
pescanner.py, Detect It Easy, trid, file, pepack, packerid, pescan, ProtectionID,

RDG Packer Detector, CFF Explorer =, Exeinfo PE 2 T .7 B PR inE R A -

$#3 » 1£ Getting Started with Unpacking t - &Rl /M4AA A FREIEA « fRIERT -
R ES# A PE editor, CFF Explorer = setdllcharacteristics T HJEH ASLR

14
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dump {2 - [fii{£ Using Debuggers for dumping o - GAMJR 743 401 5
x64dbg HEFTEL AR -

& process dump 2.2 T30k o AT ATIFRE S T ATRERHERY - (AL - 1E
Debugging Packed Malware - ST/ ™AL A {4 debugger » FEEEASE(E -
BTREE - AT AR EIGE RN TR T T TR 257k -

EREAMBTENREAY P EREAEREGAETE - B A
42 HAY - (NIt - 1€ Analyzing Multi-Technology Malware o » SR/ 42 T 5

EFEFA{A4E & scripting languages £ windows internals i Bl 2455 °

£ Code Injection and APl Hooking /1 » Z&HT/ 44 T @S2 AT ER R 2
o EAE R R H AL processes 1 o Hor > Windows API {141 :
CreateToolhelp32Snapshot, EnumProcesses, OpenProcess, VirtualALLocEX,
WriteProcessMemory Eil CreateRemoteThread =] £ &5 7£ %8 = A2 =L 1T code
injection FFAZIEAL o PRI » AT AL R VI KL » WA R S AT B
#it API - S IDA pro BEga AT -

[fi{E Malware Memory Forensics 1 » ZHlI7 144 | sCiR Gty » o HThl
1S PARE TR AAT Ry - Al A 5 F WinPMEM, Comae Memory Toolkit
(Dumplt), KnTDD P/ K, BelkaSoft Live RAM Capturer fHIEECIERS o WHEHD

vol.py 4347 memory image -
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5. Debugger Detection and Data Protection

BB IR LAY B UU A ER S 0 43 RIEE Debugger Detection and Data Protection,
Unpacking Process Hollowing, Detecting the Analysis Toolkit [/ 5z Handling
Misdirection Techniques - FERE A T FHIE#E T - SR TIRZ T4 > B4 -
{E0H] Debugger BIERIE ~ SRAREIEIZRA ~ HHIO TR ~ BREhEs -
Rt » BB KERE EEE AT FaltE s e AL -

1+ Debugger Detection and Data Protection | » zfEf/ 48— &E e =2 » Hp
&7 debugger (FHIZHAE - % EEMEZEH T API IsDebuggerPresent {FHIE
A IEAY debugger 73Afr - BEETEAT 48X Patch 5% binary £ - (ESE R
P ARl O 5 - DARAR & o A - LA » Bz IR Al 5 F oA API 3140
OutputDebugString, CheckRemoteDebuggerPresent, NtQuerylnformationProcess
Kz ZwQueryInformationProcess - (e HIE 5 IE 4% debugger 4347  55—H i {E
MTFE - B R TR A A 9% debugger 7377 < [R#; debugger 77
M7 o BRI ATRE e - I - Eaz B A TR R R » T A &
» QIR Rz B B AR SUATREIE#E debugger 3 Afreh - BLAT > 34T N BIRAT{EA
x64dbg/x32dbg 1 ScyllaHide plugin - 177 B/kS5 debugger % - LIFI&EE Y
T e

RN RgEAESNET L & IP SCEMBURGEINE - BI04 A
BEE o i RZ N Ji7A R XOR i < o3 Afr A & A filE ] XORSearch,
brxor.py = bbcrack.py 2 {7 Bh =k EE( &L XOR fi# 2 78 » WifgE 2 - It
TEARREERER - BERS—H - A BZZIRAgEfE ] stack string J7=
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B - floss © JRE Rz BT BRIV R T
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£ Unpacking Process Hollowing o » 22 bt R A2 s Al - =] 53 P
{EFEEL - 1. AliG—F DS Process © 2. $#5725% Process FTorlC s 2 sLidhs
A - 3. JEAJEE Process EliZaC iRAG(LE - 4. A{T3% Process - SR/ M 4A41
faf{si ] x64dbg/x32dbg - {£7#7E Process % unpack FJEAGCIEAGIETR > #F
% BRECTEAR dump 2> oL

1F Detecting the Analysis Toolkit b7 » FEZFE N e gl ot - g flH—Lk
HREE BB EF EokHER o 140 © VMware 12 7% MAC address ~ video controller
HE > FEE ip (ILE ~ B file path FPagfl VMware BSET 5 - SUREFAHIR
RE o AN PEEOE EENE - S5 AR (I ERBENE - RIFRRHr
AR © ML - I AT ER Sy B T B e b o AR > FRFTE TR EL
B SRR  BICE RS VA B AR R TR

1F Handling Misdirection Techniques § » 7142 EZZ 401{a] (s A SEH (Structured
Exception Handling) 77 A& LAZZVEIERAR - #Bal T A2 - sEE 48
WHAT{E x64dbg/x32dbg oA {E FHe% T4 2 EEAER -

(=) SEC573: Automating Information Security with Python

SEC573: Automating Information Security with Python(LL T f&f# SEC573) £ %
HEVRy " A {E @G &L TEAEEA ZER T » £/ Python #£55
ERCRZIENGFRIA ) - SRAESEAT Mark Baggett fER2ENE - A 28 £
DL EEZ2E S ARRA SR - SEC573 5RHE ERET] 43 hk Python &/ BEEE A7 14d
P ~ HiGE ~ EEDL IR E IL 5 IR » FRiBse B b - ST — R I
H > W12 AR AR 720 > Fo0 38 5 RS Z ARl - S8k
2B TR - sRIE BN EGHE 3% 3 SECST3 FIISRERIZRIE -
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%3 SECS73 MR IZaRT

H A ARE A
= Python Syntax
= Variables
= Math Operators
9/23 = Strings
9:00 ~ 17:00 « Functions
Essentials Workshop with pyWars | = Modules

= Control Statements

= Introspection

9/24

9:00 ~ 17:00

Essentials Workshop with MORE

= Lists

= Loops

= Tuples

= Dictionaries

= The Python Debugger
= Coding Tips

= Tricks and Shortcuts

pyWars = System Arguments
= ArgParser Module
= File Operations
9/25
= Python Sets
9:00 ~17:00
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Defensive Python » Regular Expressions

= Log Parsing

= Data Analysis tools and techniques
= Long Tail/Short Tail Analysis

= Geolocation acquisition

= Blacklists and whitelists

= Packet Analysis

= Packet reassembly

* Payload extraction

= Acquiring Images from disk

= Memory and the network

= File Carving

= The STRUCT module

= Raw Network Sockets and protocols
= Image Forensics and PIL

9/26

= SQL Queries
9:00 ~ 17:00
= HTTP Communications with Python built in
Forensics Python

Libraries

= Web communications with the Requests

module

= Network Socket Operations

9/27 = Exception Handling
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9:00 ~ 17:00

Offensive Python

= Process execution

= Blocking and Non-blocking Sockets
= Asynchronous operations

= The select module

= Python objects

= Argument packing and unpacking

9/28
9:00 ~17:00

Capture the flag

In this final section you will be placed on a team
with other students. Working as a team, you will
apply the skills you have mastered in a series of
programming challenges. Participants will
exercise the skills and code they have developed
over the previous five days as they exploit
vulnerable systems, break encryption cyphers,
analyze packets, parse logs, and automate code
execution on remote systems. Test your skills!
Prove your might!

EiRAE @ SANS Network Security 2018 SEC-573 FRFZ4E H [3]

1. Essentials Workshop with pyWars

B—RERFEE 4y B Python EE)E )

TEIRGEEE AR 4 BRIE IR (F IR

4HEAEG TE Online judge £ 2 7 » 28

T4 SIRIRFIREY
R 4T
TEE 2, Linux
R dmeE e Python 2.7.15 Ei Python 3.7.1
Online judge pyWars

BRACR - A 5T

20




(1) Python g&J%£41-48

i

AREREAESS — REFM/r & Python GEAMA ~ 828 - BRI -
o R MBS - SRAFEURME LR NEL B A BN Ei e &t
AH N ESMHA T AEREE > [RINER Python EEITRAENEY ~ F
FoLFF o BRI BEYFEE LEER N A AT A
R0 ] g1 809 PRk = AT AR AN ER e 2+ oy B3R > I E B B R RE
TR BEELThRE -

i
T

Pl

(2) %% Online judge

pyWars %5 SANS (5% Online judge » m #1525 FEHIRE AT HIENTE S %0
BEREAIENE - pyWarsH2{ 80 A H - H A sRAESRE LM 40 - FlEk 40
EiE H AU E CTF(Capture The Flag)isi s » 5551 pyWars 2 (el ok DhgE - £
PEAC IR (A A SR REAY Sr SRS 1] ARG 2 B AV B U RS P
A NAGER O - GO IRES S LB 2 pyWars SL53HR -

Completed:0-25,27-54,56-59,61,64,69,78\n
>>> d.score()
'Here are the scores: \n\n0Ol-trystero Points:089 Scored:Sep,26 18:32:15.186962 Completed:0-8
8\nOO2-RyanC Points:072 Scored:Sep,27 17:04:05.976862 Completed:0—53,55—60,69-72,75—71,&4&
88\ nOO3-rossenc Points:069 Scored:Sep,27 19:38:57.293114 Completed:efée,79,82188\n90 firsts
n Points:062 Scored:Sep,26 17:14:29.918520 Completed:0-61\n005-mfpark
IScored:Sep,27 20:02:54.593437 Completed:0-25,27-54,56 59,61,64,69,78\n006-SHP
Scored:Sep,26 18:45:03.036894 Ccmpleted:0748,50—54,60,85*86,88\n067—jmeador
ed:Sep,26 18:54:10.452648 Completed:0-36,40-43,45-48,55-60, 84-88\n008-] tutokey
red:Sep,27 11:43:30.348718 Completed:0*46,50—52,56*57,60—62\n009—cjebbs
ep,27 11:42:14.824627 Completed:of38,40»44,50'52,56—59\n0107dansedg

19:51:37.547978 Completed:0—38,40—44,46747,49—51,60\n011-mikeg
6,40—43,46—53,56—57\n012—er1c

43,47,56—57,59\n013—robtb

Points:051
Points:050 1
Points:047 'S

8:46:19.452306 Completed:0~24,27—30,33-3

ep ,27 12:22:09.833776 Completed:0-37,40- :

17:04:36.870576 COmpIEted:0*24,26'35,40—43,46,50-52,56—58\n014-m1cdrop
CompIEted:@—34,37,4@—41,44,50—51,55~58\ﬂ015—huﬂtm

7 12:36:32.398887
p;ZZG 17:59:12.128677 COmpleted:B—24,27731,33»35,38,49—47,56\n916-ser
2P, :159:12.

: ompleted:0-31,33-36,40-43,46,56-57\n017-falsal
e ed:0-24,27-31,33-36,40-43,46-47,56-58\
Completed:@—za,27-36,43-43,46,5 52,56
Completed:0—23,27-29 31,33-36
"~ Scored:Sep,27 20:07:15.471944 co
6 19:02:05.721972 Completed:0-23
19:53:29.192304 Ccompleted:

46:41.570302 Complet
526 18:53:42.720562
18:53:32.901051

BRERR - A TR
2 pyWars 3243
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2. Essentials Workshop with MORE pyWars

BZRRIERE - RRENEM > HEZE List ~ Tuples &
Dictionaries #{E - Python Debugger {57 DL i A 2 8EET35 378 - DUT R
sBH_ it 3 FEERAE FRE

(1) List~ Tuples ~ Dictionaries /g

Python 1%t 25 EkHEF U a] 43k List ~ Tuples ~ Dictionaries 3£ 3
JE o Hoop List B Tuples B AEH » List SERIERIEITHIY - MHEREE
gL > 1 Tuples & A gE# 3 > Dictionaries J& iR B0 Y] - BRI &
{'key"'value'} » Hr key B f#{H > value HEE @ EF B ELA LEE
HEE - N AHERGERAVEF LR Dictionaries #E7A PR A 5 1 # (H
HEgENER - BHEERE L O(L) -

Mark 1 3RE2 12 2 — (B T 5 LAV EEER - (EN & R EaHIMERL List -
Tuples 52 Dictionaries {F UV E I - &85 RS copy sBIAHETT 2

f-I

FwE BA R RBEER BYBRBEREEREE  —B7
ke

TR BRI E RN I B R R G B e — L8
B9 bug - RILR R -

(2) Python Debugger

Python P02 At —{EFREE I 4H 7% &5 Python Debugger(f&jf# PDB) » (]
JEATE » SERE 3 #EA PDB JT= -
~/Desktop# python -m pdb # E 2 .py

BRACR - A 5T
3 #EA PDB 5=

PDB A HEAE 55 1 A AN 4 FR o T LU 3 A (6 s
M - SEC573 3312 (E 4HEH44(M Debug B s FATHS S (TR - W% 5
F R -

22



root@kali: ~/Desktop @ ® O
e () K2ImHE(T) KBA(H)

(Pdb)

fREB(E) HBMR(V) H#B(S)

7, top# python -m pdb max.py
> /root/De op X.py(1)<module=>()
->= def max(*a):
(Pdb) help

bt cont ] e jump run unt

[e continue ex 1 s until
cl d list step up
clear debug help n tbreak w

commands disable ignore next u whatis
condition down ] p unalias where

(pdb) |
BRI A B TR
[& 4 PDB NI H &=

%5 PDBH HESYIFR

5<% THRE
b+855 B PR
r T > HEIERTEURE]
c EEpiTiER

n T 17

s #EABE

prER T I

I ENH B RAVREER B

g e

BRACR - A 5T

23



) EASEEGET

FEEERZIENE TR - AT EIRINT 28— B2 RE AR - Python £2
AR E R A2 BakETohRe - A EHEHE{E Command Line(f##% CML)
EIESE > BBPAGER - FMTBER LU MES > A& 5 Fon - MR IIRE RFIEN
Pt AZ 8> oo sys.argv Ry 2l A S BT -

root@Kali: ~/Desktop e ® O
BERF) fmEBE) @E(NV) HE(S) SIRET REIH)

:~/Desktop# cat sysarg.py
impert sys
print("The number of arguments is %d" %len(sys.argv))
for eacharg in sys.argv:
print(eacharg,sys.argv.index(eacharg))
:~/Desktop# [

BERACR - At 5T
5 ASEGIE]

2% > FeMTdT EHAER - E AT ECANIE 6 P - 2B DAZEAS BfEilg 5
7 o
. ~/Desktop# python #EE 28 .py [£281] [£282] [£83]...

BRI « Aty 5 TR
6 S AT

HETIEAIRAE 7 Ao > BefPm] LS 154 py” SE el A S 8N > (B[]
2 [FRAERS sys.argv SE el A python” Z IR B K FER TS, - A AIEAE
B RSB —E - FECIERRLE sys.argv[0] » B T AEE| 2248 1% FHRE
sCIEAR L EE M - This”{F A sys.argv[1]tf > DUFERAHE -
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root@kali: ~/Desktop o ®

IBE(F) #RUB(E) MER(V) E3(S) REIRHE(T) XKEIH)

:~# 1s
Desktop Downloads output-http.txt Pictures PycharmProjects Videos
Documents Music output.txt Public Templates

1 ~# esk

dataset max.py teamviewer tsnetest

op# touch sysarg.py

op# python sysarg.py This is "a test"
The number of arguments is 4
('sysarg.py', @)
('This', 1)
('is', 2)
('a test', 3)

:~/Desktop# D

BRACR - At 5T
7 #HRE T

B WRABARE 2SI > ERGENEE S M e o T
Python ti7f2{f argparse t2H - FCAfEATT sys.argv » 2481% H Bl 4 B B B H]
ZEERENE - A LGRS EERISCFE S - AR NI (FHHR(F -

3. Defensive Python

FERRETERITETR - AR E RS R RGBT AR - DUt
HH AR GAR BB S A 0 Ry L AR - SREN S R L EREIE
T REFRIITREA] o3 SRR AT BRSBTS e - RS - FEAE
Mg R > AAERCRIIE TG H C A BEBRETE RS Ty EEAYEE - &y
TR > RIS T IERIFR R (Regular expression) - [fifEERTE
fr > Mark g+ TEAIFORFUEE R RIESR T - DUT AR st S IERIZOR -
SAE ST B ES E L AT A TR
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(1) ERIFRA

ftsmie 240 HattE (Log file)22 44 H R 4t (Page source code) » EHHEFEEH
THE DU EARS UL > IERIZORZU AT H P B E ST S R R EAS
> AR E R T AT SR ER - IR R EE AR5
W% 6 FTos -

%6 HHERFRARTE

R S

\ | BT -

N | et AT SRR E -

$ | EWATEHGERIE -

* | FEREY T EEERRE K

+ | FEREAY T ERE KSR

? | ANEN TEE S ER 2 -

{n} |nZ—(EIREEE - FFEMERI N K -

{n} | nE—EFEEEE - 2 0FEn K-

{nm} | mFI ng RIEEEE - Hrp n<=m o [{/OFFE n REKZFFE MK -

EESHET (AT (EITRESEARD) -

(X) | BUST & X YT -

Xy |fF& Txy By, ¥
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[xyz] | EE3RFEINRIE—(EFIT
[*xyz] | EEEARAE PRI R A E—(E T -
[a-z] | LESHE P REINATE E #E AT —(E 5T -
[Ma-z] | EE¥RAE SN E E fE B E—(E T -
\b | EEETESC YRS -
\B | EE¥IE T ISCFAYES ) -
\ex | EREHZEHIF 7T (Control character) - Hrf X & —{#{2f57 T
d | FFE—EEFFIT -
\D | FFE—EIF T
| FFE—ERERE -
\n | FFE—EHRITRT o
\r | FF&—(E Enter £55% -
\s | FFEEAZEETIT -
\S | FFEEAIFEZEETIT ©
2t | FrEEMTFIT (Tab) -
W | BB EEE T T (Vertical tab) -
\Ww | EEEE R (Alphanumerical characters) BUE&RFHRE (7.7) -
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\W | EEEIE T B PR TBURR TR -

B « A BT

Python A H2HEAE$ HERY TE AR R re > £ re AL HEI B0 8 Frr
fPIRE R ThEE BIFA T 5 589t - A= —Baaniril et - A&
g2 my id is E123456789 . Please check it”f#HHY & {7758 F 57 “E123456789” » i2
HEECERIERIR R A R “[A-E][0-9K9}” - BT RENELER > HUE
g X BB R ENE L F RIS 9 MBFHEM » RREH
findall eI EIFF & EFRAVERIE > R stro&K Rz > WHIHIAE -

root@kali: ~/Desktop e ®
EE(F) #RUE(E) mMMR(V) HEE(S) LEEEB(T  EKEhH)

:~/Desktop# python

Python 2.7.15 (default, Jul 28 2018, 11:29:29)
[GCC 8.1.@] on linux2
Type "help", "copyright", "credits" or "license" for more information.
=>=> import re

= input = "my id is E123456789 . Please check it"

> str = re.findall("[A-Z][©-9]{9}",input)
»>»> str

['E123456789"']

2>

BRERR - A TR
8 re fH4H {5 A&

(2) BT

BHAGRIRMBRIE LTI EAMR > IO AR RS H5E - B
AR EH] o 280 HalEcikE 29t AR H ~ L% 1D ~ CPU
BIEENE. .. RGURERE > EEZEFEHEBERET - 2 HIEEHEE
A AR TR SR A B 2R i - BREE = PA/varlliglsyslog.2.9z Sy~ » H
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.9z £ R — TR AEREAS 20 > Python ¥ ERGERE IR B A TR (L gzip E(fr](#
H > EFRMMEETERGERE R - AJLIEER syslog.2 - fE 9 AR > ERlE Zd
H 3SR - BEE A T ACE A IERZRom AT B P R R A -

[ mao - |[&] - ESEICCK

.cache/.fr-MMLgXB
0Oct 15 12:20:53 Kall kernel: [10549.338359] CPU9 1s up
Oct 15 12:20:53 kali kernel: [10549.330374] smpboot: Booting Node @ Processor 10 APIC 0x9
Oct 15 12:20:53 kali kernel: [10549.330778] cache: parent cpul® should not be sleeping
Oct 15 12:20:53 kali kernel: [10549.330978] CPUl® is up
Oct 15 12:20:53 kali kernel: [10549.330994] smpboot: Booting Node @ Processor 11 APIC Oxb
Oct 15 12:20:53 kali kernel: [10549.331403] cache: parent cpull should not be sleeping
Oct 15 12:20:53 kali kernel: [10549.331616] CPU1ll is up
Oct 15 12:20:53 kali kernel: [18549.340206] ACPI: Waking up from system sleep state S3
0ct 15 12:20:53 kali kernel: [10549.345237] ACPI: EC: interrupt unblocked
Oct 15 12:20:53 kali kernel: [10549.385395] ACPI: EC: event unblocked
Oct 15 12:20:53 kali kernel: [10549.392884] ACPI: button: The lid device is not compliant to
SW LID.
Oct 15 12:20:53 kali kernel: [10549.393705] sd 0:0:0:0: [sda] Starting disk
Oct 15 12:20:53 kali kernel: [10549.393708] sd 1:0:0:0: [sdb] Starting disk
Oct 15 12:20:53 kali kernel: [10549.688783] usb 1-7: reset high-speed USB device number 4 using
xhci_hcd
Oct 15 12:20:53 kali kernel: [10549.709174] ata2: SATA link up 6.0 Gbps (SStatus 133 SControl 300)
Oct 15 12:20:53 kali kernel: [10549.710443] ata2.00: ACPI cmd ef/10:06:00:00:00:00 (SET FEATURES)
succeeded
Oct 15 12:20:53 kali kernel: [10549.710446] ata2.00: ACPI cmd f5/00:00:00:00:00:00 (SECURITY
FREEZE LOCK) filtered out
Oct 15 12:20:53 kali kernel: [18549.710449] ata2.8@0: ACPI cmd bl/cl:00:00:00:00:00 (DEVICE
CONFIGURATION OVERLAY) filtered out
Oct 15 12:20:53 kali kernel: [10549.714531] ata2.00: ACPI cmd ef/10:06:00:00:00:00 (SET FEATURES)
succeeded
Oct 15 12:20:53 kali kernel: [10549.714535] ata2.00: ACPI cmd f5/00:00:00:00:00:00 (SECURITY
FREEZE LOCK) filtered out
Oct 15 12:20:53 kali kernel: [10549.714538] ata2.00: ACPI cmd bl/cl:00:00:00:00:00 (DEVICE
CONFIGURATION OVERLAY) filtered out
Oct 15 12:20:53 kali kernel: [108549.716441] ata2.00: configured for UDMA/133
Oct 15 12:20:53 kali kernel: [10549.716483] ata2.00: Enabling discard zeroes data
Oct 15 12:20:53 kali kernel: [10549.965030] usb 1-6: reset high-speed USB device number 3 using
xhci_hcd
Oct 15 12:20:53 kali kernel: [10550.139952] acpi LNXPOWER:©5: Turning OFF
Oct 15 12:20:53 kali kernel: [10550.140059] 00M killer enabled.
Oct 15 12:20:53 kali kernel: [10550.140060] Restarting tasks ... done.
Oct 15 12:20:53 kali kernel: [18550.144625] thermal thermal_zone9: failed to read out thermal zone
(-61)

AT~ TabHE: 8« BELA E1F - A

BERAR « AR HTTRE
9 Linux Logfile fig#

(3) “EEREEI

bR T SCREI TSN o iR B E N A F AR BRIRER - SR
#etE A% (Backdoor){% - B2 Al DMEZ HFEHZMEBIIE I T - BHEE
FHENE, ~ 280 E s E BB G0 E BB R AErE Y —ER o LR T4
BEELAIA ~ fhE RHAMEER - A B RS A = P E I AR R 275
FotE o SHEEEEEMERY AT Python i IEAHE(E scapy B » ATLAAIR 218
i E4ErsEE - B ATELEA # R eI T B2 Wireshark - scapy [ 1A
PABC & Python 55 (BB RIR H RIEYESEL 37 J5 =0 - AT LA Wireshark — g
HUELR(Sniffer)ThEE - Al DU F R A=EIEE
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http://www.wireshark.org/download.html
http://www.wireshark.org/download.html

4. Forensics Python

FVURAVERE FERETEIRAGES - (CREER - EREME - FAER -
HLEHH R ERAY &R - EVA SRR -

B AR AT LAy pIChERE ~ BOIRAG ~ 498 =7 » SRFELL Windows B
Linux AT &R - ST EAIC="FETHR0F - fERERGREF T IH - S T
Physical Drive Ei Logical Drive 1% » Physical Drive s A5 - Logical
Drive /& 4t (F Physical Drive 43 Z(1Y 5 e > £ Windows £ Linux #1572
Physical Drive /&€ 3% £ \.\PhysicalDrive0 L) F/dev/sda - > Logical
Drive A\.\c:LL K /dev/sdal - $%F=0 158 & =00 » Windows & {3 B A 221

Winpmem.exe 737 — (& R\ \pmem AEZ& ] DL A2 B H AT ig e &Er

Linux RI|F5 244555 = & FMEM #E17/devimem 7 5E ({58 F E5EE H AifEC
TR &R - ST M EEER > Windows B Linux B ] {# A Socket #4:

=S
&k e
§

WESEERHE - RIA DIFIEE IR RN - FEERES A HH BRI
BIIE Python 3B EVEM o] LT ERIAE 2 - PIAIFESE = REE]HY
scapy A LL#H S TCP = UDP B G TEIRME ZUREMT - gzip AT AREATERGETE -
TS =& PIL SEHUEE -

FEFRAEREAUE IR - $HETERIAE - o] DUE A IERIFn 2UE # R s & i Yy
MEHGE L > JEECER © S5PNARIEIRE - SECS73 (] PIL ftflE 5 A8 i
FTiEl A A& AR o] DAERF E RV E R LU DR > (1401 TAG 34853 {241
HRHFHY GPS (I & -
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5. Offensive Python

% IR ERTE EHERET Socket HY{ A U7 3l 58 A socket {7 i B 1% [
(Backdoor) » Socket & [FIf2 f-(Process) Z [l i 7 2 » HAEIEEIHY T
2 PR T AT AR R 2 [ AR R - ] DIRESFRII(E A TCP 2 UDP
A e S R AR IR R - ST Socket LR > JHEEIT ARl (Server)Ed
F P m(Client) - Hi5 b FH = i 28 05 U4 TE] 10 R o

Server

socket ()
bhind()

Client

listent) socket )

g

accept ()

1

block Contection

il establi shment
there are connect | )
Contectlon I—:|

from
client

Data (redquest)

-
!

ite (]

read/()

Process
request

Data (replsy)
write() readl()

close () close ()

i

ERJE © TCP Socket Programming 2232550 [4]
10 Client &1 Server @72

EENLAELRAT > Server FRgHiE (Bind) EAEAY IP izl - Z 1R BEAGHETT(HETE(Listen)
EA M P EOR S - F ISR P im Ay S SRR - [ a] DUE IR
(Accept)iE{ T/

£ SEC573 BREE T » Mark fi ] socket B E— (& EEAYIZT > F P ARBsImAL
TESE S0 Ry Linux HYBES E - FH P AIBE(F 56 2858 Windows HUf%ES > 24
RALEH H W5 < E B A P ) ik i Z oK HEiE R > HWmERR
syslog.2.9z - & Client UxEIfEZE1% - [ERE(E FHIERIFORAIE RHE - #EfT
S o Mark $2 jz IEIR FIsEZAMH BN - Dhaeth A% > (B2 X SRl
FEINLOAE > BL1R I Al e B R KA ES ©
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6. Capture the flag

FAREIRBTEE - BREMOAHERL > 5Bt 3-5 X > FHRE8L
R 5 RATERZ FIGREAS M - 1A — R A N EmEL & F - 1 4/
figik CTF falflies ARy 22 iR L H G {(GE HINE 4 T e
M8 EEHE 157 mINEREH 8 71 - BB AMENEE RS
SATEET R E - BeoriRAniE 11 For -

ime rema- ining 00 31:48
ere are the Scores:
O0l1l-reticulated

Points:084
PO2-black_mamba

Scored:Sep,28 13:51:31.13 5537
Points:053

Scored: Sep,28 13:35:10.482805
Scored:Sep,28 12:57:40. 598725
Scored:Sep,28 13: 45:14.220253

Completed:0-21
Completed:0-7,10-13,15,17-19,21
Completed:0-7,10-15,17,19,21
Completed:0-7,10,15-19,21

OO3-KnEeCaPeRiC Points:ese
O04-dropteam2ori Points:046

LORIACH | A (TR

TERS IR SR 22 SR8 S 2 R (] DU(S— (B SECST3 siizssst -
AEEEYIE 12 FT -
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BRI - Al BT

12 JERs R

WMHI B L fE Ry “reticulated” » 4H 5 3% 3 A - HA 2 A3 50 5%
Gerolstein LUK Ryan » $ffi4kat70% 3.5 (E/NFIEAEE A =R H - ]
H5E > Bl B EAERAE A & A E] 13-14 B -
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gtationVA

BERIOR © A B TR
13 Gerolstein(7=) ~ Ryan(H1)ELFR(F)

BRAR - A BT
14 Mark(/5)E23k (1)
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2~ SR

AR 20 SANS Network Security 2018 + FOR610: Reverse-Engineering Malware:
Malware Analysis Tools and Techniques B SEC573: Automating Information Security with
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