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109 2 H 10 H 09:00 & 12:30
(=) EZZHEL @ X Wave Funabashi

() e

Global Cybersecurity Camp ( LL T fiif§ GCC) FEHZ % Advanced Information
Security Summer School (AIS3) + HZk Security Camp Committee + Fg&# KITRI BoB
Programme SZ#T /I3 Division Zero ( Div0) VU{[E B4R E&E 2551404 - DI E#T
—RELAT FAe B EZ RO A HEY - 5L 2018 FE3L[E AT -
B L > DIESRZ 2R A0 fIEEFEREZIIMNE » 205 LIEZH
AN EEF B 2 s TR N -

AR SNIHZA Security Camp Committee ¥ GCC Tokyo 2020 » EH&EHE
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__ ~ NICT Cybersecurity Research Institute

(—) &R 109422 H 10 H 15:00 £ 17:00
() Sk - NICT &8 =

(2)  FHEAE

BR 17 B2 R 28 2 NG AR E M ZEi%iE (National Institute of Information and
Communications Technology » DA T fififE NICT) 2 & H A4& %54 ( Ministry of Internal
Affairs and Communications > MIC) » J H A ICT 48l ME— B ZZ 4o 0, - H
ISR 5 Ay ¢ FrE S R BB LU NJHSEAE » (eE NICT AYbT IR Bt -
DU BLEESE SR ~ 252 S RESTTE -

ARZEL NICT BEIBA00 2 F A . — Ryt 0 5 NICT 2 B2 5E Rl R i
T8 - RS TTIRREFHE BT - BRGNS HEHE
MOU HYHRAZE - 20 BAYA » LSRR E SR e NICT By SRR TE & R R
4= (Koji Nakao - Distinguished Researcher) 43 5IBZNI /M 4AREHE A& FIH
NICT 4gp&4- 45 B % ( Cybersecurity Laboratory ) Z £ K4 {# = ( Daisuke Inoue >

e

Director of Cybersecurity Laboratory ) 47 =fH#f -

2 1A NICT G = TR 5OR
(ERAR - M EAENEERI T 0)

FE L 40 E AR B S4ER 224 (Cybersecurity ) AT BEBELAL
ZHERE A (W FE 3)  HfHAREZFENZ 2T (National Center of

Incident readiness and Strategy for Cybersecurity » NISC) Fy X AHRAZH 4k EE 2 48
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(Headquarter)

» RS [EIRF R NISC HYRARE - A Zo{E14H 48 b e (220 -

Ba NICT FEHBTZEE ~ ICT-ISAC Z Bl A KBRS - NICT By H AR & 2

BN > ARIGERNERAL R NICT JEE N AYAEES 22 22 b5 FT (Cybersecurity Research

Institute )

National center of Incident readiness and Strategy for Cybersecurity

MOFA

Mi f Ins | Affai Ministry of E s
il Wt | T
NICT ; AIST ATLA
National institute of National Institute of @pol ice Asquielion; Tects o
b:n an Advm:.d \nmﬁ:al Science Logiatin A n ogy

ICT-ISAC

ICT Information Sharing And | Information-technology
Analysis Genter Japan | Promation Agency, Japan

JPCERT/CC

Japan Computer Emergency
Response Team

Coordination Center

Ministry of Foreign
Affairs of Japan

3 ¢ MBS AR R B A R 2

F_E F-EEE /4 NICT 7P > 192 108 0 5351402 ¢

>
>
>
>
>
>
>
>
>
>

H AREAERERT (Japan Standard Time, JST)
StiaEEH (Optical Communication )
w2 EEH (Satellite Communication )
FIE2Z= (Science Cloud )

ZHF il (Remote Sensing )

A4:71/Z3>K ICT (Bio / Nano ICT)

RSB SRS U /7 i ICT (Brain ICT )
L HEESEIEERS (Multi-lingual Machine Translation )

N

EEEZAHER (CBERIAIR © NICT)

R EEN 0 E T2 ER 4 (Ultra-Realistic Communication )

4aps274 ( Cybersecurity )
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FERTAUZEERE T LRI K T P EREERES ) - AR
Zr ~ ] HHFENGE 31 fEiEE = 2 T E APP > ZEHIX Android k7 i0S WIfE P2 ; TfIfLFT
A E B FEOET TR ) T MRS HA R -

Japan Standard Time (JST) Optical Communication Satellite Communication Science Cloud Remote Si n
(Leap second on Jan 1, 2017) (Peta bps class multi-core fiber) (Internet Satellite WINDS) (Reai-time Web of Himawari-8) (Pi-SAR2 imag er

Bio/Nano ICT Brain ICT Multi-lingual Machine Translation Ultra Realistic Communication Cybersecurity
(Self-organizing bio molecule) (Brain-machine Interface) (VoiceTra) (Electronic Holography) (DAEDALUS)

4 @ NICT ZHWt7e £/ (ERACE © NICT)

WG R(E T HERE LA, o RHERR L RIS TR - HWFSURTEEA W
&&= 7l Ry B HY4ERs % 2 B B % ( Cybersecurity Laboratory ) »
DL B Ryo Nojima f#+- ( Director of Security Fundamentals Laboratory ) #%4E(1
LR E RS (Security Fundamentals Laboratory ) o RZFEFTAISR BAEES 404
g > ZHEVT7EEB (ResearchTeam) ~ 7B (Analysis Team) ~ LLUK B
5% (Development Team ) FLEIAHRK » DAZEE = e A B o RS2 43 M FHRE 2 4
E8L TR FIR RIFEAR ~ BT AR R » DUAER e 2
AEPRAERE TR o RN

v TH5ZEI% (Research Team)

B B B T R R BRI FE P b ST RE & -

v SHERR (Analysis Team )

St L e R B EE Htkps SRR E R PR BRI T
oA - DR BB BN FROK
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v BHZ%ERX (Development Team)

NHEZ& (In-house System ) 7 FASFEARI% - [FIRFE&E Al L2
GElEER R

ST F LR RIBRREIE STt = E RS DUERIZEA
Bl TR i S o L B i 30 BIAL/RE » AAtEth 2RI
Hifl ~ HEEH..FE o SHHEB AN HARNE LR S8 L EE I > NICT
& H#Eh=C NICTER B2 T 8= NOTICE W {E Rt H (FUE(FZRREA TR 4) - FF
E R —25 1142 NICTER Kz NOTICE 2 JEFH -

5 H B M EEIE T E
(ERAR « MEVENEER T 0)
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Active and Passive Countermeasures in JP

Active Countermeasure Passive Countermeasure

Weak loT Device Infected loT Device

Active Passive
Observation Observation

NNOTICE . NicTER

& 197 Clean Enviranmen

] ]
R | 1]

(= .
N@m;'-
6 : NOTICE & NICTER Z3E{EZEE (ERIZCH - NICT)

23

NicTER

ko s Contr o Tactial

-
=
-»
-

» NICTER : Network Incident analysis Center for Tactical Emergency Response

NICTER {5 FHAEIES 20 = B s Y Darknet & REER) > ALLL 3D Rt i
[ Ak B &t H AR - Darknet A o [EAF S SAT AR AR AR T OR(E FHAY
AEPEAERS 1P Lo iEEt P BREMSABLT N Y LA TR (RS A
) o PRI E PR R A D3 1P 4R 2 Darknet Z:47 » HY Darknet Z& 2T
EEEHR > HlE— T A S RENTA 2 BEIT By - 1238 Darknet HYfiTE
HEll > NICT R PREREESR S EREPR AR 2 R S Ehiss -

817 : FE /48 NICTER = J(E
(ZEVICHE © B A B SRR
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NicTeErR

- is an integrated security system for countering indiscriminate cyberattacks

- based on a large-scale darknet monitoring, an automated malware analysis and their correlation
£/ [ R TR | | \ \
LT ety ST v U W LA
707 C A I N | I O I T R T W W N
" 1 » T L |

[ A 1 L

8 * NICTER Ll 3D se GBI EH S HHTE L EE (BRIZIR © NICT)

FRAE NICT 2005 FE £ 2018 F47ETHY/R EE N © H 2015 SEFF4A Darknet
Traffic KIEE Y& HiZFE EFF 5 B 2018 4 & & 88T~ » 30 &5 Darknet IPs %
FEF 2121 [FEMEE 3945 —(E Darknet IP B] EEF] 789,876 E % (A& 9) -

Number of packets par Number of IP address for Number of packets par 1 IP address

Year year darknet per year

2005 0.31 bilion 16 thousands 16,066
2006 0.81 billon 100 thousands 17.231
2007 1.99 billion 100 thousands 16118
2008 2.20 billion 120 thousands 22710
2000 357 billion 120 thousands 36,190
2010 5,65 bilion 120 thousands 50,128
20m 4.54 billon 120 thousands 40,654
2012 7.79 billion 160 thousands 53,085
2013 12,0 billon 210 thousands 63,655
2014 257 billion 240 thousands 115323
2015 54.5 hillion 280 thousands 213523
2016 128.1 billion 300 thousands 460,104
2007 150.4 billion 300 thousands 550,125
2018 212.1 billion 300 thousands 789,876

800,000

700,000

600,000

500,000
400,000
300,000
200,000 .
100.000
0 — — — — — [ ] - - | .

2005 2008 2007 2008 2009 2010 2011 2012 2013 2014 2016 2016 2017 2018
Number of packets per IP address per year

9 : H Darknet FT 5 2 EE N (ERAIE @ NICT)

» NOTICE : National Operation Towards loT Clean Environment

NICT 5 2019 £F 2 HERE) NOTICE 518 » H¥{T U2 E18 96 &1 IP > L&)
B H AN AR BTN SR DR S AR -~ 555050
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Feiih = AR S i 2 F5TE - RIEFETT NOTICE 5188 » HARFRIERT 17 T ER
&R R i 5e AT IE 2% ( Amendment of act on the National Institute of
Information and Communications Technology ) | ° ZEIEZEE—FHIE - EZER
#RE TR Y B 7 AUL S (Act on Prohibition of Unauthorized
Computer Access) | > i NICT BEfATEIRAIE - =] LLE B RS fRE H A
BENFTAR loT 255 (S48 10T 5% ) » DUEAIAREIZRER loT 25

HA B R Z 2 80 oT SE BT B B8 B EmdEE -
B ~ AT ~ PEHZ A~ I S~ ERRS - DURCHMIE Bl SRS E
MAEH L =AY R 10T SR EE T s T a3 - B4t NICT 18
2018 T SR RN EEN T - A 30 M2 EEHGH 47.7% 8L 10T 1

FARYEERIE (Ports) -

Top 30 Dst Ports observed by NiC_ T &R (2018)

Port Numbar Target Service

loT (Web Camera, elc.)
Wob Sav 677F)

- loT (Router otc.)
21ck Authentication Server (SSH)
52859TCP loT {Router for Home elo.)

81/TCP loT (Router for Home atc.)

BOBQITCP loT (Router for Home etc.)
2323TCP loT (Web Camera, elc.)
SS55/TCP Android [STB sic)

loT Related Port in top 30

=47.7%

>

10 © ZHEERIG DL 1oT AHRA iR B (ERIARIE © NICT)

NICT #&H BRI W B A E W B AYIETE - 7~ 2017 2/ 6 SR H AEEE
##7 NTT DOCOMO HY Mobile Router B > M7 [EI4FE 11 H #8357 Logitec Y Home
Router E/j/ﬁ'ﬁ/ GRS FP—{."?’*&%EEIZ—/E/HB/]EEJL.K?

15



Infected Devices in JP (2017)

NICT
® 445/tcp (SMB) ® 22/tcp (SSH) @ o 23/th (telnet}
v May, 2017 v June, 2017 ¥ Nov, 2017

v WannaCry (Windows) v" Mobile Router (DoCoMo) ¥" Home Router (Logitec)
= - -
::‘I‘M-ﬂl—‘l- LOXF; EREA 7y 7TF-} = _- : ‘
N :
sasncifovees !

11 HARZESZE (BRZCR @ NICT)

JEAP > NICT JRESL ICT-ISAC ¢ JPCERT/CC H[E&1F - i 10T 2B 2 555 & A
S AR R A RS R S (I © B e NICT SR TR & G55 -
RHEE > 4 WA {E B - $£38 HH JPCERT/CC REREIE T 1 Hida sk e it p - i e
s P P L R T FREG R ImEE A H 0 1B ICT-ISAC 7> I E4S ISP 5§

& o AiABh ISP SEE TIRHEIF 2 NAYERZIHE -

® Investigate affected devices
® Report vulnerability Device
® 15t discovered by NI JPCERT/CC Vander
® |nvestigate v Fability
NICT @ Share monitoring data l' Publish advisories
- %a‘ ?‘—. & m
5) S0

® |dentify infected devices

12 @ NICT £ ICT-ISAC ~ JPCERT/CC  &1EET (ERIZKIE + NICT)

BN RERZ - B LI NICT 2Rl pi R IR EL ARk g
B 2401 > P2 HL e BN E IR R/ 48 o O b Bt B B == Y RS P B Bl RE
B WSRO RRAE 5G IEFIJTTH - AR L SR - JESL
st TR P O E B2 ES L B e RN E LS R - &Y
aHG B R = ~ TSR E T B HE TR « LR R NICT SR H SRR
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5w SRR IR R & F AL Darknet 2482 AITTHE » WA Al HERZ
B W A A E B E L e RE TR KA B - SBER T RN EGEE
Fe s BB BR80T 0B 2 TR MR LA HEs e
LER NICT B2t e T aE 2718

N@

SR E I

& 12 : B NICT 285 fe &5
ERER © EE NEER o)

& 13 : Bl NICT 285% fe &
ERER - EENEER o)
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= ~ PLAY 5G Enjoy the future

(—) ISR 10942 A 11 H 13:00 £ 17:00
(=) SEIHEL © I ZEEE PLAY 5G
(=) SERE:

PLAY 5G /2 H1 H R EE(Z 2 5 NTT DOCOMO A [F] A SEH SR AE S 1F - 45
LHEMETEE (Augmented Reality - AR) ~ FE#FES (Virtual Reality » VR) ~ 4K/8K
SRR 5G SR BRI - R RR IS A R BT 56 &

SIS, - i WiFi 15 E 5G AEERIE - RHI %I 56 JERIE R - & ¢ 2020 BLE
FEFIRGER - FIF VR BB E B S B R bg - 5G T B e Som ik TAZR il
% WIFEHES 40 | PLAY 5G Enjoy the future | > RIS RAGERIE AEELH BFAE & HY
ARARHEFR - i T2

»  Magic Leap One :

Magic Leap One (411[E 14) FIH] 5G & « KA R ~ (KA HPEHEF
M EEFRREG SR EREN AR B —R0URAMEE - E2EE RS

1% (Mixed Reality » MR) 2 JEF -

14 : Magic Leap One (& R}7KJE © PLAY 5G)
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> Pocket Avatar

Pocket Avatar | flffffi @RS E 2 51% > BlIEH/NEAY 30 AJF » B
58S APP &y 3D AJERAN TR, A e, FEHE o BUEREIRRREEI DU AR IR
F oo FERE TR Line S @RS -

15 : Pocket Avatar ( EFIZJE © PLAY 5G)

W anul m\h\

16 : §5%5 Pocket Avatar EI/ERY AR HEF K EhEERLE
(BRI © MELA NEERr.0)

»  High Reality Remote Ensemble

19



FIFH 56 B RAEEARE - SEEEE 56 THIRE @ HH RS HITERK
FElER iRl - SR ERENRMER S5 -

& 17 - #5%5 High Reality Remote Ensemble
(BRHE © MELA NEERr.0)

»  Remote Control of Construction Machinery

I 56 (RIEEAVRE: - 2B EBEE R - SREREH SRR
AT ARG - S B BHVIZ T B AVB R e ey T (F -

18 : #&E#H Remote Control of Construction Machinery

(ERAR - M EANEERIT T 0)

»  Cyber Wheel
20



FIFH 5G = 2 ELE AR AR > 28 B R VR IREE K Cyber Wheel B2y
I E T [(EEBRGRE GRS G 855 EAE > DUE B AR 47
fY 3D 5215 > {ERmfars 2R [E] T 2 D -

EYBER WHEE| \er2

CYBER WHEEL

19 : Cyber Wheel (&R} - PLAY 5G)
> 8K s RiEENIE

FIFH 56 M o A w2 EE - s - BERSEEY 8K 26 > (EA
WEGIRY > W2 T MERIVEBE S E R - IR - Al -

20 © AR E 5G SR ERS - o\BRAE AN LI SRR 8K 525145 4-8Gbps
HE = 2R e R CERIAOR © T EA NEERG T .0)
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PREVACEEIAZ 4 - PLAY 5G JEH] 5G #am2t ~ [EAEEn v EEho - 8
Fa A [FZE 23 > WA HYE —(E VR Z2f P Er T s - Rl FEe RS
718 360 FEERRARYR B FERE IR EHYSE SRR G 2 T - ARl Bk R B
e [T > VR HLREE TR A B R HL M SN S - AR 56 g i DRt
HEREEZEEN > BTSSR B -

[ 21 : BITIEZEHE PLAY 5G S K &5
(BRI « MEIENEER L)
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’d ~ NTT DOCOMO

(—) @rZa%Ry : 109 452 H 12 H 13:00 & 15:00
()  ErsEHh®h : NTT DOCOMO 483

(2)  FHEAE

NTT DOCOMO £y H AR ALK ~ Fl P8 HIE L BIE A Z EEEE - 1R
2014 FRALENIE 56 BESEARER T > 388 56 HYSBEN I A& - Wik 2017 47
8 HEAREL " Toward 2020 and Beyond | il - B ETERH G5 MIFZEERE 56
GRS ~ A7 56 PSR - ML [EIEESRAVRSRETER ~ iRBIRGI SRR
—[FE Pk 56 AIHTIER Z ATREME < S4F 3 F > NTT DOCOMO Bl 5G ] - f2{i
EEITEI RN - ML A SRR AL R R B A RS SR B Z IME RS - A
RihlZ RS NTT DOCOMO » DL T fi#H: 5G £effr.2 S EIFTE -

fllZE NTT DOCOMO 1% > HHEF#RF N BT HHEE AT 2 RIF TS REH ER N
AR - ARy H Ao K 2 BB (S 2 R PR AR B T ZF B R a5 A
SENEBES AR EEAFE > F3E - RUNIRE RS R HAVE—EEIS - 40
PRSI ZSWENE > fa - sty - Ik itiErs R EfRc &)
FEREE.... PR Z R NEDGRZRA] -

BE1% » M5 [%HZ NTTDOCOMO 1Y 5G rREiSE - 2% Sl — L E 20 ([
5G JEFIRE - IR EERER 7 HS T (EEAEE - Bh 2 —IHE T SR
VR » JZH NTT DOCOMO B4l /& (ERHSE - 158 5G fI_E VR/AR $ig -
SRS BRI H AR ER AR EREAERARE S - SRR R T S E - 2 H A
A LAV SR - AR E PR ERISTE - SRR B = A
LAY > Ry—EEFI ERIE R - a4 e P B B (Y 4K 5215 0 1508 VR R
B+ SR o B R I B B AR SR SR B R 85 Y RELITTAR B < B4 - R 56
RIR G HAEAR EE L AR Reily - BlEm B o L AR B G A - B2 S £

SCYTRIRHBRA RS > TR A PR
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\ AN J
22 ¢ SER{CHE VR (BRI @ NTT DOCOMO )

55—IH 56 JEM I HIASER %y [ Paddle VR, (I ZEEY First VR 3EE > FEH

XAy FEENE LIRS 360 =G o HGR L2 AR HMD MIFCHE AL AL ES
ERFER R 5 T RIHE - A VR ZZ [ PR 25 S M /K AT - DURRIEERS K
MIRHTT > 2840 H C ERYRIFTEFRAE LR Z th—f5¢ - NTT DOCOMO Hy HFE A1
5G Al H2L 1Y Body Sharing #zffirf (AN VR HYIEI6E - DUEER BIIRFHY AL kG
B B AN ERERAMFHAHEHOE SR EEEAEERR ?
NTT DOCOMO For DL H Aiifeila i fii A i ik » B2 —(EfRFHUHFE B - R
JEHETTARRE b 3%

Paddle VR D #i3 SRRy —> (%)

[ rFirstVR, ESAL - BEME X4 BHI~ bo—3C L YROBE TR E MR ] [maeqs:u - 5G& H2L® f BodySharing, RMiEBMT B LT - YT AL A

LUBRNAEBORRENTLTLET -
ROoBeE TVRRERE MR ! iy
"

T5G, & 3AEM - BEERT
« "BodySharing, IZ& &

T - "THECBEMTOT - Fita s
- WRE%360°BE
WELEELE SAREH TG
'5G, L SARM - WS = et - -
+ "Body Sharings &£ & f
Hols TOVRERNNE

23 : Paddle VR (&RIZJE © NTT DOCOMO )

AEERoT 56 SIE HIEEDR - BEREGREHEZFISIRAR 56 1Y
JEF B85 - B JtHH 5G Laboratories A HI [ =] 1%L (Yuji Aburakawa) 7143
H 7 5G 4EREAT T ~ AR5 AR &1 DA R, B4 1 3% F2 150 - 401 24 Fior > NTT DOCOMO
i€ 2019 FFHE % 2023 4 » DL 5 F B HARE A 100 {H35TCHEST 5G FLTEAERS dax
2019 FRALGHEHL 5G pre-service » HRHT 2020 Y 5 5T B K i B A o i
TEERY WiFi RGRAERE - EIFHR AL 56 AR -
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5G Schedule décomo

Sep. 2019~: Pre-Service (Trial)
Spring 2020~: Commercial Service

[ FY 2018 ][ FY 2019 ][ FY 2020 ]ll[ FY 202X ]

A
A:.ml Rughv World Cup  Olympic/Paralympic Game
2019™ Tokyo 2020

Pre-
Service

Deveiopment

_______________________

Planning 5G infrastructure investment of 10B US$
(FY 2019~2023), *1 US$=100 IPY

0 22 Bold partner tor- Ohymplc /Peralymuie
o Mly 0 2020 (Comimunication Service 5] 3
© 2020 NTT DOCOMO, INC. AR Ryghts Reserved
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New Service Experiences Business creation, New Solutions

i 2020 NTT DOCOMO, INC. All Rights Reserved
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=\ Low Laténcy

5G Area Low Latency

26 : NTT DOCOMO 7 5G 2R E] (EHR}ZKJE : NTT DOCOMO )

JH4h » NTT DOCOMO & H AHE—[ 3.7GHz ~ 4.5 GHz J% 28 GHz = (E#EE RS
5G E(EHErs 2 B(EHE - HAIE 2020 FHIMGTEHA 47 [HEEMET 56 $ErsE
3% 0 THET—1F1% 5G A ZAVEE K88 10,000 - GAE 2024 F5EHL 26,334 JE
5G E M ZHE(F¥ © NTT DOCOMO [i] H ALE B A th R S 2 EE & - 1H)
P88 10,000 %4 5G TAZAN » i 5 RS H A 97.02%H V4 &S5 » LU
JEHERE Y 56 EERHVIATT o Bl Z BRESE R E— A R SRR 7
LR > FE g ERE A E R BN S A TEE > Kb+ AE R
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No. 1 in Japan

g:g?g:{r;ent x :“ ,f ég,OOO of

Rate

97.02% = > Engineers

Only DOCOMOQ will deploy 5G NW at 3 frequency bands

3.7GHz | 4.5GHz 28GHz

Deploy to 10,000 BSs 77 26,334 Base Stations
47 Prefectures

— IS
FY2020/1Q 1 year later FY2024
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V2X 525

V2X (Vehicle-to-Everything) ddcomo
Consideration of application area with dynamic map concept vav V2T V2P V2N
Applicable in quasi-dynamic to static, and a part of dynamic information (Vehicle-to-Vehicle: (Vehicla-to- (Vehicle-to-Paciestriany | | rvehicle-to-Netwark}
B Infrastructure) "?

]

[ -

. N

e — e - * —

On-beard s=nsors/cameras

Statlc Information §
< 1 month

2K (V2P

W2 V2N
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Discussion for C-V2X décomo
Advanced ITS and Automated Driving Issun Suruay Report
Using Cellular Communications

Technologies
- Issue Survey Report -

dura 29

ITS Ir*5-communicatkens Faum

https://itsforum.gr.jp/ Public/E3Schedule fp31 / Coluiar syzEm TO
Cellular system overview 201910.pdf

T3 facarar il en

ITS Farum

10

VIR Dt icarsen

& 29 : HASHA 2019 4 6 H % ITS Info-communications Forum 2 H &5 —{77 B &)
Z B Survey Report

(&RI7RJE : NTT DOCOMO )
5458 > B 2018 4E#E NTT DOCOMO H7Ei Continental, Ericsson, Nissan, OKI k7

Qualcomm FEH KAEEIE » BEHAE —BEESNEIEE - P/ T R14
LTE B ##:E:H ( Direct Communication, V2V,V2I and V2P ) k2 DOCOMO LTE-A 4gi&

(V2N) - %38 56 KT ~ (AR 2Rt > s Bt e (e S5
IV EHEE > (T Level-4 HYENn R H BHMG - BN HEE LA s 56 &
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Cellular V2X (C-V2X) Joint Field Trial

BRIERGS S 2 ) 1813~ NTT DOCOMO Ei AGC ~ Ericsson &1F »

5 56 R AFKERMER - R EE_ LRt E—(E/ N B

décomo 5G Tele-Operated Driving Field Trial

EREFIE 7 > MR MR - &

2t
g

ddcomo

B Japan 13 C-V2X field trial with Continental, Ericsson, | Japs G
Nissan, OKI, Qualcomm (G companies)

sl pEmershin

B Using Release 14 LTE based direct communication
(v2v, v2I, and V2P) and DOCOMO LTE-A NW (V2N)

B Feasibility was evaluated and showed polentials to
combine with on-board sensors such as camera
LIDAR, mmiV radar, ete,

Metwork
Communication

mmunication

e
el T

PCS Tnlerface, Ut Tl

& 30 : 5G ?
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Co-operation with Industry Partners

B %E-EZ/EJEEE( Hﬂv NTT DOCOMO )

Bt EESE > 5G EF - NTT DOCOMO %
oK HEs A BU3ERG FANUC ~ HITACHI ~ NOKIA Kz OMRON AR &1EETES »

AR T AR

B Tele-operated driving field trial with 5G' broadband and low latency
® Level 4 of Auto/Remote driving trial between Yokosuka (Car, driving course) and
Tokyo {remote cocknit)
® Demonstrated autonomovs and remate driving operation change due to obstacles on
the test route
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Inspire the Next

FANUC docomo

OMRON

NTT

docomo NOKIA

(BR5E) J7Fvyo. Bi. FIE. 56EEALLIEREOSEL
(TR SERRET B be
-IiE - 7S2 MAICEH 3560ERAIEER-
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hitps:/fwww.nttdacomo co.jp/infoinews_release/2018/08/02_01.html

Press Releases

Press Releases

Seplember 10, 2019

DOCOMDO to Commence 5G Trials at Manufacturing Sites in Partnership with
OMRON and Nokia

& Print

TOKYO, JAFAN, Seprember 101, 2018 — NTT DOCOMG, INC announced today that it has agresd with OMRCN

Seplember 2, 2019
DOCOMO Joins 58 Alliance for C and A ion
— Aims to build Industrial 5G networks supporting factory automation —

arn FIEY CEED

Corporabion and Mokia Solutions 2nd Networks Oy Lo collatorzle in lrizks of 53 mobile commurication tecinalogy
inside factories, with the aim of significantly enhancing future manufachuring produciivity

There is increasing demand for wireless o inside manufacturing plants driven by the need for
stable connectivity between (6T devices, including those embedded in machine controls, As machine background
noise ard the Mavement of p2ople In manyutaciunng sies NaVE the POLENTIal 1o INtertere WiN wireless
communications, thorough vrification of the reiiability 2nd stabilty of any S technology depioyed in such
environments Is requires.

TOKYQ, JAPAN, September 2, 2019 — NTT DOCOMO. ING. anneunced today that it has joined the 5G Allance
for Connzcied Industries and Automzdion (SG-ACIA) with the aim of frther advancing the use of 5 technology
in the manwacturing sector.

hitps /Awww.nttdocomo.co jp/englishfinfo/media_center/prf2019/0902_00.hitml
£ 2020 NTT DOCOMO, INC. All Rights Reserved
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25 A (Autonomous Mobile Robot, AMRs ) ERHiEE 4% 12518 TAFukh » Bh#e} -
fRE R E RS > KEFEFAERE ST > EE] TR SR Layout-free 1Y H A
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Ifi FANUC 2T T3EMEES A & CNC ZSH Vi RBUERS - Y 2017 4F383%
FOEMEAL 10T ZEfm T FIELD System | FHECPE 5 HITACH! AIlE HAKRAIESE B3
FEHEE IT 240 (T EEEER - RS BT 29 BEEH RS REET
F25 - 40N 34 Fiiok > NTT DOCOMO i FANUC ~ HITACHI 27 &1EDUEZE T K
Big ot R HIY FANUC B2 HITACHI IS EEBEHCHY VP2 AT EEES - &
FEEN o H 56 JE A SRR R A e (B b s ik B B Lz Ay IEMENE -

2020 NTT DOCOMO, ING. All Rights Reserved

Factory Data Business
Yg‘ » loT PF Service » [Em @
3 by Fanuc, Hitachi =

#2020 NTT DOGOMO, [NG. All Rights Reserved.
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(—)  @rEEiERg - 109422 H 12 H 15:30 & 17:30
(=) FEHEL ARIB EigE

(2)  FHEAE

5G frEhiEEERTE (The Fifth Generation Mobile Communications Promotion
Forum » S5GMF) A7}t 2014 29 H - {RH AR 56 e 2 HiU7$t f ¥k 56
SIS, > HEF 56 TENEEI RGBT - [ - SGMF JREE%E 56 S EEHRER -
ESEFE B PR RS Z BRI R R - NS 56 IEFIRER - AEE K fmay
R S > Al am &N R RO BTS2 S8 2 IR » Fy 56 BRI (LA
i EAE > Dl EEERER - BAMAESE4E -

5GMF Bt B3k M/ HZ& B g E(FH - SfrSZhA HA 56 #2247

REELN - HEGI 2 VIRAEISREIZ B Y - KitZEE - WEERZES - 4

FAMZ EEENEZAEE - 7Y 2019 F 6 ANELINTLZAE (Security

Study Committee ) » 2 1&3KHY & I8k FH{E#EZ B & ( Regional Use Promotion

Committee ) - AR FIFFELNITREE > $H¥ 56 BN LM ZEERY)
SRARH A SR SR B A, -

BZWZR BREHESR SR HR . HATHEERBRETE
1B#4% (Prof.Satoru Tezuka ) #EEZEGE R (Chairman) - Blg &AL H AR
{5/ 5] KODI AR T &£ IH#H 1 (Dr. Toshiaki Tanaka) - BEZLZW7EZBE =
{E ZfF/NH (Working Group » WG) > /NGH & B H ARSI SIE(E - 57
IR

k‘fﬁ

v' WG1 loT Devices : F-ZZ4EH &y 10T 455 » fHH A& (/A 5] NTT DOCOMO
AH—EZSt4 (Mr. Kazuhiko Ishi) #E(F L

v' WG2 Connected Vehicle : 7= Z4E 1, B e 4 » FHH AEE (S /5] KDDI FH
AT -
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v' WGS3 Fintech © FESHIS R @A > i1 HAH IZBAERTIEPE (Jok

( Mr. Takashi Kawano ) #E{E T -

MR45 5GMF 284  KEFEFRE] - BLHR T B ENHE 2019 4 8 HBAtRHETT %
M 2 B 2 W DA b 2 e > IR 2020 4F 1 ARG EF 221
B HF7E > FEETY 2020 4F 4 HEEH ©

AR HF#L5TE SGMF BERE N2 AHRH Y ey - AT AN 56
MPTARRREF B - BEsr 2 BREEE N GR N Z g - H 56 4
B LG AT o FydkiH 5G S AT  (RIEE ~ RS 2R - Roffr bR R
B~ o bAVERIATT

FEEPRT ORGSR T BB TR YR BRI IS E - R
REREERE - DI R Rt IR RS I8 T) ~ (5 DoS B TJHY
JeH e

FEARAERAVRFME T - 2 AR R DAHUS- PRI R > G40 D ay

REAE ~ BGERNZ 2N -
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1.

2.

3GPP SA3 ££H :

(1) BT ~ ZREK ~ L4 - mfli e A
(2) 17 HEZEE > Fla © 228 ( Architecture ) ~ 5 {77 5858
(Authentication) ~ fFHI4ERRZZ2 M (RAN Security ) ~ Zg@E

( Key Management ) =5

& EH ETSIISG NFV ( Network Functions Virtualization ) g -

(1) NFV @EPEINRERE fif bHY 2 2 Bafze RE B
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(2) NFV @EPEIhRERE it (b T =R 25T

3. GSMAEH

(1) 5G {Z{FEfEARY (5G Trust Model ) ~ #E& Y H %4 (Slicing Security )

(2) 48242 % (Security Audit on Network Equipment )

4. NGMN $£H : 5G fHEAFE KB4 DoS [ ~ 4%t | ( Network Slicing )
BGHEE (MEC)

5. ITU-TSG17 #2H! : SDN ( Soft Define Network ) Z74> ~ #2457 #H E 274 (Edge
Computing security ) ~ 48 #E{EZ44 ( Network Virtualization Security )

6. HE S ¢ IETF 824} 5GIP Kz NETSLICING ~ Open Networking Foundation

2 SDN related security 2§

546 > -t A4S AR 56 B MR - DL Use Case A EHEE LT
ZEGWIWTE 1A > 27 3GPP R E IS ER#E1T 5G EZAMIITSE -

A\

—PEES ¢ $HETURREE TS » & HPLMN ~ VPLMN ~ DN ~ UE » E
H1414 T Home Control ~ Primary Authentication ~ Key Management ~ Inter
Operator Security ~ On demand security ~ Privacy ~ CU-DU separation ~
Secondary Authentication o &5 —[&EF A& 52K TRERE L {2 BEZE o
> B PEEL : $H¥IARE 3GPP SA3 Y T{EIE HIMETHRS © Bl& T URLLC
security ~ Vertical/LAN service security ~ SBA security ~ SCAS ~ V2X security ~
Network Slicing security - 55 — [ EFAE B Rt EL R 52K (5 2020 4F
2 H R fE s )

FH A L RRF pllEi B SCAS » SCAS T2l 5G 4gpsas ksl O s MEgAE
EEFEZHIME » DL SBA (Service-based Architecture ) Security £ 2A154p
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HIVIEVE » [FIFUSEE use cases - ZIRMFTY 4 Hin - REIFHE MR AR FE =
B HRpSHE DA RN T FUETT » FHETIY 2020 4 6 £ 7 A A iTEELS
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A5 5G BAE DURGRHETTIRLE 56 ER IS B2 - HAIFHI 28 GHz FHEL TR
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SAETHE & (8 BIR R f N R AU MR SRR SR - HAR
2020 £F 3 HEABUMAYR G %2 MOU (B2 TR - HHBEEERERAREE
FIFF BRGNS - A ARG 85 R /N SE(E T 56 HAERIER TS
% > HAES) 56 B4R G RNEN—FE -

54+ HAS 5SGMF Kz ARIB BLZEE TAICS B2 % MOU > li{E 2016 £ % 2018
223 5G workshop - H RIS % E 5 ARy R 17 o (AL > Errigik
MITRIZEMARMSE 56MF JEE)Z J73( » 5SGMF HYRE & AR E (M,
Yoshinori Ohmura) [BIZEFIR » QI H AR G ECax 1L B sA AL ] DL
SGMF JEE) » &l Ll H SOETTE R - SGMF EHAHI . B iR S CA - H
i < 5G JERIEIE T2 %71 - A SR Trial Result t & sl & FAF H A
nh IR AR
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Information |

£ 5 Telecom Technology Center
5GMF Security Study Gommittee
Meeting

DATE: February 12, 2020
TIME : 15:30-17:30
PLACE: ARIB Office Meeting room 1A, 1B
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K2k NICT ~ PLAY 5G ~ NTT DOCOMO ~ 5GMF K & dbEE H & A FER R

BB WIER/VIELREESE - DUT R S5 05 Bk
— ~ NICT

NICT R HARBRAIHIEE NBAL - [T 2 RBLH WS &7 2T = 5%
PR - B F B IETE - Wifc & B RGA I A UE IR E AR KIELiEs
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HEFTHIMT ~ IR ~ PHER > PRSI i e e s

PRI 2020 BRI B ERRAE Bl (JRRHRF iC3EAT 3R M ARAE AR SE - HAIR
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> EEE VI E NS

NOTICE FtEE7i T 8h=(FTdl - 2B E T 2 ELEE
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> EREEE T IE AN B A EIR,
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