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RSAC &

(‘*)ﬁ&?ﬂﬁiﬁ%uﬁﬁgﬁgfiikﬁg(MiSinformation Is the
New Malware)

() A& ERE S © CISA B CyberCom-CNMF 5241 FH (%
(Integrating Cyber Operations: CISA &
CyberCom-CNMF Partnership)

(=) EFEMI=ES © Bl AR
(Reconsidering Ragnarok: The Cyber Threat
Terrain After the Ukraine Invasion)

(PO ISISTERE © BE (AR AR AT S oo R 2 R A s
(Droned Out: Surveilling the Noise 1n the
Russian War in Ukraine)

() AR RS £ St B A AL MBS AR & 2
(Scaling Software Supply Chain Source
Security 1in Large Enterprises)

(MNEERE - HEET(EEAEEZEME
(Unveiling the Truth - A Case Study on Zero
Trust for Consumers)

(O)MZBUEHINE © Rfol = EHFMEAN 25
(Geopolitical Resilience: Why Operational
Resilience Is No Longer Enough)

(JOEREIREST © +H AT HEAS F 72 B2 09 AL Vs | e B
(Perilous Posts: The Risks of Biometric
Patterns Exposed in Social Media)

(JL)RSAC g/ &% (RSAC Innovation Sandbox
Contest)

FEEELAMEE]

(—)Mandiant at RSAC for APJ Delegation Program

& Google Campus 235/

4R 25H (2)

RSAC &e -
(—) EEITEPER G R DR T AR 5 (Bui 1ding
International Coalitions to Scale Defense)
(=) EHEEESZ 3K (The Cryptographers’  Panel)
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()R EZ R EEARIEME?( Who Says
Cybersecurity Can’ t Be Creative?)

(/U) Emotet HREJY : 4E8¥8IUIE > T HLIEHY N %
(Emotet Exposed: Insider the Cybercriminal's
Supply Chain)

() EEE ORI ZE AT (The World on SBOMs)

(7N)4pEEY R - NIST Adpss o f AR 20 2 B
(Phishing With a Net: The NIST Phish Scale
and Cybersecurity Awareness)

(B #EFE8K : EE- BreradErs & ER{A(Stronger
Together: The US-Ukrainian Cyber
Partnership)

()OO ER A EG G5 (The Hacker's Guide to
Cloud Governance)

(JL)NIST 800-207 f5r4 * Z(SEFRERRESETEZE (A
NIST 800-207 Playbook: Zero Trust from the
Whiteboard to the Boardroom)

FERE LSS -

(—)Striderintel

(—)Fidel1s Cybersecurity

4H2H (2)

RSAC &5 -

(—)2023 R EAg e - b ~ o TFI4eEs
(Security in 2023 and Beyond: Automation,
Analytics and Architecture)

(=) Tl G b A B 1l (The Five Most
Dangerous New Attack Techniques)

(=) EHHIIRT - His/ N B E Y722 E (No More
Time: Closing the Gap with Attackers)

ERE LG -
(—)Mandiant
(=)SailPoint

BLOH R TR A -
(—)Skydio, Inc.

4RH27H (M)

2N RSA-
(A EIE PR AT =2 E S 1F (From Public-
Private Partnerships to Operational
Collaboration)




(Z)FE OT/ICS ERIRHRORRFEPLME AT AYRESehf ——
&fiE CWE-1039 (Stay Ahead of Adversarial Al
in OT/ICS Environments - Mitigating CWE-
1039)

(=)NIST 4EERZ2AELE v2.0 © (8 {AFE 27 (NIST
Cybersecurity Framework v2.0: What' s
changing?)

(P40 fiz CEO 3 MR BT 484558 R =R
(What 40 CEOs Told Us About Building Cyber
Resilience)

(H)iEE IR - NIST B LAMERS Z 2E2 By
(It" s a Journey:--Where is NIST Headed with
the Cybersecurity Framework)

(7N) (R EEE R e A I AR IS
(Protecting the Attack Surface and Data
silos of an EV Charging Network)

ERE LG -
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KB E L EE -

PHAE @ (—)Palo Alto Networks
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B  EREERNE

—> RSAC 2023 fgfzit

RSAC 2023 £y “Stronger Together” (H#EFHIRK) » I SIFHVER
M S IR o - S B ~ S EaR g - m] KRBT R RS T ~ 552
o PR SRS 3 KMy > Sl S i E L GEUs ~ EEZ 2 - 5
BLZWER S~ BIFBEAREARLEMEE - BEEZH SR EREEZ
B FAVIREERRRE -

RSAC B & &t RS - AT

® {HHE 500 ZFALER

® i 650 firEEE

® 45 40,000 g

® 335 EERE (Keynotes)

® il 350 B/ NHETE SRR KT ERIZ (Sessions)

" Businesswire(2023), RSA Conference Concludes 32nd Annual Event by Convening Strong
Cyber Community and Experts Together 2 H
https://www.businesswire.com/news/home/20230428005105/en/RSA-Conference-Concludes-
32nd-Annual -Event -by-Convening-Strong-Cyber-Community-and-Experts-Together (2023,Jun
12)
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—» Y
(—)  [BEREEHNERREE Misinformation Is the New Malware)

AREEREH Catherine Gellis AT ~ Alethea & Lisa Kaplan & UC
Berkeley AEY Yoei Roth #E(EEHEE -

SRR Fy » HATSEE A BEREI DRV - RIS (GRS SR
FFEAEE o RNERERE AR ~ (REAS ~ PRER IR H BELISTHL ErBa Rt > Bl —
B BN  BRENE R R A IR AR EER ST ~
ELUCRBEEWIEERE R A 2E - R ATR el Ha B S5t - R - &%
[ AR S AR B R AR - (HETRBE S R VA IR -

N ERE LS —BIEZE (First Amendment to the United States
Constitution) NARIRIEARSmEH » HILESiwmE HiREED R EERE W E
2 HHEHERDIUEFEE 2 iR o Fy TR IEIFERE (chilling effect) @ MIESFRE
EE—EBIEE  BIMEEREERS HBUM &R TFF(last resort) e

Bl T o BERE B A S AEE IR AR A E - g E
1T - S mERE 2 27 > WATREfEHAE B 2A M TAME - I REEDIE
frAIrHY 75 E0(no isolation) R RENEHIEE: - HRETERBBUN B & THE
(silo agency) > BRI EARITREERE Z R -

(EAMET S > HATREAERL A MR B TP s E S By — B M B E
M- NIEEM IRV LR | SUA P A s B AR B st - B
AN REEEE RN S —(H EHF A -

BEAh > EF B RS M S R A 0 DL TikTok Al - EBATFE NS S F %
app * LHZFENFF RIS EEIE TikTok 1754 TikTok 3 E52 kR » EMFTIEARBE
il NE RS e B ~ PUR PR A TS 2 TikTok EHERGIE - DIk
FEFRE R 2 REHEHRERE T =R RERE -

REIERS Ry RARAA BB BN DR BLHERE - EZIE DL T T A THE
@) -
L. A © MR A RIS B S B A S — B IR R M 2 R MRS 4R
BEFRBEN A L BERERURIHNS - BIDENEZ — B -
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2. IR © BRI SE ZHIENE T A - ioh B S R+ AU R
AE R W FGEHES—EEE T — 5T A A R (ERER U
IR ~ ST LS A > Al AR RN E R R E S -

3. BIFEE(Fm : SRR tTERCAE L EF - DI Al R RS
HEE > HREFTEEENEIDEAYHEE -

(Z)  HERREBEELS © CISA B CyberCom-CNMF E5FERR{&(Integrating Cyber
Operations: CISA & CyberCom-CNMF Partnership)

AEREE CISA HBHHE (T /5 (Bxecutive Assistant Director)Eric
Goldstein FeS=EHE[ ER4EELE =] <80 (Cyber Command, CyberCom) HEp&EZ(T:
¥5/N4H (Cyber National Mission Force, CNMF)William Hartman FBFEEF[E 5=
HB ST -

AI5557 F IR BUT T A RS — T LA S s D e TRl - S 4] 22 F JEE SRlt
A A Y OREEAH AR B A A - S R AT ¢

1. Hunt Forward {780V CFEERRI BEAE © RASST THITEINEARE > 5
TEHE = AH A3 B A RS T B2 A TR R E S RE

2. EHiERZER 5= T Hunt Forward {TEIAVERSE ML > W48 T —
EIREAZRES - DTN RIS L (R BN 2 I AIRCR -



RIS
' R—HEARENE
. 55K ¢ DL solarwinds EE{REE T
3.mmmm%jfgg;mw%ﬁ%ﬁﬁﬂﬁ%mﬁﬁﬁ%w BRTY
=5 DI 775 2Bl PSP D T B2 o
;;i Hunt Forward ﬁ@JE’ﬂ%ﬁﬁﬁfﬁﬁ@%ﬁﬁfwﬁf

OVER\JIEW

Validate Yoy
Organization's Exposure
\_to PotentialTbreats k

2 ~ Hunt Forward {70 ER
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Eric Goldstein BIEEENITEE R William Hartman & EEREH R B AL 58 EE R
Bk > g

1. R AT TR I EEAYRAS  Eric Goldstein Kz William Hartman E53Z
Ry SR - SR USRS IEIR - B0 E H AT EKEL
Z“)%Jé‘ﬁ’] ML %%é\ﬁ%@ﬁ%ﬂ(%“ﬁﬁ%ﬁ?@ Rl H AR SRS A
TR EMNE - PEIIR RS B RAS - ST H A B B R -

2. HESEEEANERN - BREREEE L - SHEE LR - EEERTEE
LS fﬁf“cﬁ?ﬁqﬁi‘ﬁé’]ﬁﬁ SR\ o A ARRE PG REIE G - B ERA
FCEE DAE B, - MR AR -

3. PRER[EERARVREERIYE - — BRI S AT SE VAR T R > BEIELL
BT A ETTEIRE - SR A RIRR R B AR At O > T el
[HONFEIE &

4. MHEETEIEILEABFR A © HEimE CISA 30 ONVF #i50Ry > Bafr >~ i
UMHEEEEIERG - £E é@%%‘é HEFTREZREZ I - HER
T ST RN E LIRS

CNMF oA it 2,000 fa88 i EHA3 o H 57 Orbe B 52 48 20 4 E s S 2
HIRRE NG > BREATEIR AT T VAR 22 2 s AHRBR T » ONVMF BfEth B At
IFELFIEAE - (BB EAE SRR 428 (Department of Homeland Security)

HIETER BT « By T ASUOEEEITHEE 2 2FH » ONVF 20383 CISA Bhifsy
ZIHE - LEFTE H TSR o A - CNVF REEL CISA &PE A B DL 48RS
s 7 AUPEAORENE, » EA—RE T ERE T Y 48RS oA Bl e AR Rl il T 28 A
EfF -

EBE A EEAERSEE - CISA B2 ONVF SFataZ oI 58 E8) » WS A% nl 5
RNV AR o DS ARG EL TAE o CNWF the sk S e AR ~ 8l
i1 ONVF LA & 2 - 5 LLYRE R T Y — P Tk - IRIL ¥ ONMF 234
WHEIERE (deploy) MHEAER ~ FFER(disrupt) BUTECE ~ WhH (deter) BUTINEEE
@ DARERE (detect) HTBUEAE T2 » 2 HEZETIFHEE -

BB EY 2020 435 B4R RAEHART Pl 2 IV A RS T B8 2 » CTISA B ONMF &1
FTor o BUTEEER R ARG B B  FEEEBET R 47 (vot ing and
tallying system) ° SEJHEEMAWEFHEGYSE(get ahead of these malicious

activities) > NP FEEEEAIFER RN 25 1E(work with election
10



jurisdiction) » SEFTEARG IR FAEMEAYEE (disrupt the persistent and
ongoing threats) o ¥4 2024 FEAELGEAIEE » ArTHE (RIEEHE LR 240 RN A RS IX
B . (RIESEEERFHIE - B/ CISA B ONWF 1Y & 175 -

CISA SAMIEREA » K T4 aBIFEEA T EZE % » CISA BTk ~ FAES
P4 &RE T I & 4R IS & E/NH (Joint Cyber Defense Collaborative,
JCDC) -

1. FEIL 4B %2 RS M B F % M Ay B B2 (Strong  strategic and

operational alliances within the cybersecurity community) °

2. mEEHEREE RS B REZ2 7 (Increased visibility and
insight into the cyber threat landscape) °

3. BB EREFERMG - DIEB R ARSI ES T E
(Diverse resources and expertise to fuel creative cybersecurity
solutions) °

4. REB(LEE - 0 - P EELBEEUVEE LB IIEE )T (Vastly
amplified capacity to gather, analyze, and share information to

defend against cyber threats) °

(=2) KEFHNEER ' BRBEAREBNEEEZEZ (Reconsidering
Ragnarok: The Cyber Threat Terrain After the Ukraine Invasion)

AR Loeb & Loeb HYEHE A Chris Ott #ETEHFA ~ B4 FBI B
YT FE (Assistant Special Agent in Charge) Elvis Chan & Unit 42 By CTO
& THE VP # Palo Alto Networks HYE(E 1E# S (Threat Intelligence) Michael
Sikorski #EEEAEEA -

A B N E SRR (% (US-Ukraine cyber partnership):&fd > /1
GH 5 o B B R R Bk T (R B e S A AR R A R R B IS T R Y R S I B
BE > DUEZZERES BV o SR EREEHREAR - IRISIHET i DR 5 4H
GENRENEEIISISE S

GER DR T =
1. TRFEARE © EEEF R SR MAVEES R - #E A BB RSl Az S
i - IEATRE RORMe R E AR ~ IE IR B R sk Ay 597 -
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2. HRPHEREE (DDoS) @ Pr¥Egimas Al H P Sisd A K B E Bah oK - B
HpgBAE ST » eI E AR E(F - EERERIRB AL - WSy
BUREAIRR S R A R R 2

3. AEENEIREE © A R~ SREMERVERE - BT R AVETRS -
AREN G A BURAH BAR - SRR E A ARG T S RIS (5% -
A USRI BUaItt & R E R E R -

4. HEIBET(Deepfake) B8 © A£G P HIEREA T ChatGPT 58 AL HYHIR - A
HalE (12 88 ) iSRRI HEE DI - N is 2t AT ARl
& TIRBRNA - WA FRERIN A E K - TIEDER N SIS
FELHIEA - IR AR S v BRI Z eI s AT RE 2 BB
F - S e R Y BRI R SRR S A e B R

RSAConferen ce2023

San Franciseo | April24 - 27/ Moscone Center

SESS & Stronger |
SESSION 1D: Lawngs Toonger |

Reconsidering Ragnarok: The Cyber W :
Threat Terrain After the Ukraine -

Invasion

MOOERATER: PANELISTS:

Christopher Ott Elvis Chan

Fartner, Data Security Litigatian
and Investigations

Loeb & Loeh

Eerumblefinch

Assistant Special Agent in Charge
Federal Bureau of Investigatian

Michael Sikarski
CTO & VP of Engineerin g
Unit 42, Falo Alto Networks

= v x"l"
3~ Reconsidering Ragnarok: The Cyber Threat Terrian After the

. . a2
Ukraine Invasion &g

(M) IGGEE - BEHMRENES < HEF T HYEEF (Droned Out:

Surveilling the Noise in the Russian War in Ukraine)
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AifirEH Recorded Future HYRIEZ B3 17EN Alexander Leslie #E(ER%
F:E o

REGHERE FE RN S R B RS AR AR B I BB bR 2 - @& DL
TEEBERERANE -

I EF S ayyH G m Eie At - 1 S ay s 5 AR R o 7

FE 4 7T REJTHRE N EEEE MRS - faTE - FEHFERRATL
BHE  SRWSTRSRRECHESENES - BEE R R EEE SR
Ji& -

Russian APTs

Anti-Russian &
Russian Opposition
(squad303)

Pro-Ukrainian

(IT Army of
Ukraine)

Pro-Western
(Anonymous)

Pro-Russia

Chinese APTs
(Killnet) hinese APTs

Belarusian Opposition

(Belarusian
Cyber-Partisans) Iranian APTs

4~ HSECFERE b

T AREE ST (535 1 &Y 60%HIFT A B Y GRS U B » 15 RIAAREEHT R RS I B2
BT E TEEAE > R T REHE AN -

Attacks by Country
Uniked Stakes
Citrear

Ukraing

Poland

Russa

5~ WA AT
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FEVR BRI op > o3 A H B AR 5 2 B8 (DDoS ) (5 45 T R BUEEHY 94% - 48uk
FEOUEHE T 3% 0 SR T DDoS B2 i VB BEAL » $i Rz - T H
FRH A S A 55 A] A -

11175 e BT B PR A A L e T R S B SRR Y I B8 > B R 750 i - (2
Hep HEE) 150 (En] DS EREE - SRl T SR E R 828 T
REHVHERIYE - (HEHEE SN B TR EE e EHEE -

B LERHR A IR B T AR B — B 2 B A TR REE T4
PETCEE SRV AEAS $5 E A - [ DDoS M4 B AV T - Bru e R
BENBHE RS EBHHEEEFAERE - WA — 2 HEERY > A4
HEER I E SR - EELEIRAEN M DT SU R A0 > AR ZEIHE
B2 eI BB R Ot T A EEN SRS BT TTTA -

TEEE H AT - RER T SRR G 26% ~ MRERITBUN RS h 12% - (TR
SRALBERAG 7% - AAMZFELE N - e A& SR Z B H T - 9 30 @
HHATAA 4 (BRI MR B A TR E Y -

2. TTPs ~ I0Cs ‘& ff/EE ?

TTPs RFHMT ~ BT FIFZ2FF (Tactics, Techniques, and Procedures) ° &
T TEfE I B AT THER N BB BOR IANF AV T4 ~ FlofIfT RavrEss -
TTPs B DLEFEA BE (AR R « REF ARG - R TREFE - f5RE
A - BRI AT B E Y TTPs B] DUE Bhars 22 2 528 N Sl pI M FERELERY
B

10Cs ARRHBEE S TE 88 (Indicators of Compromise) B &—HE L EHA!
] fe 7 BB B AT BB A2 S s R EfE~es - 10Cs T DUERFE
HY 1P Mtk ~ 384 ~ SOHFFEZ (Hash) ~ EEESHVEE - BEIT REE - @ik
RIFIS3HT T0Cs > 4822 B o] DA R H TAIRY BB A1 e - BREUH rERY b7 A
EENEFE I

TTPs A1 10Cs 48 ARG 1B i S 3BT (EH - iR ~ TSt SRRt
LB HY TTPs MIEAIAY 10Cs - Ze = BEE N & n] LR 4 M SN TR VB E R R
o W sRAE RS A E AL

3. (RERHTESS vo B HY B F A0 OB T EEIU SRR AR R B B 7 e Bk
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— ] DU HUIEEE 2l - 4 nl st A2 SR I P 2R 2R B st 4% 0B
J[EXY: S ele

I 4 o L 5 NI B S AR BRI A DB = TR STETTRE % - IRERR
(S5 Jﬁ}liﬁ % WA EEH BT R > DU REERTE g B S AR

Dear Clients, unfortunately, due to the "special operation’, we will have to clese our project Raccoon Stealer
The members of our team who were responsible for critical moments in the operation of the product are no longer with us. 55
o We are disappointed to close our project, further stable operation of the stiller is physically impossible
RAID array What will happen to the logs?
Logs can still be downloaded. but the lload server has already stopped responding
01.04.2019 This means that you need to start downloading the logs one by one, starting with the “fattest” ones (download button on the right in the table on
75 each log)
We a for such inc , for not being able to continue to please you with our product, as we have been doing for the last 3 years, but
we are forced to close the project for an indefinite perod
Please understand our loss
| wish patience, and Y to find $ 1,000,000 profit
Thank you W, for this expenence and time, for every day, unfortunately everything, sooner or later, comes to an end
Peace for everyone
=
We don't say goodbye forever. We took a break to regroup and continue work on the second version that had already been started
We have lost a friend and a great developer. But the project has become a part of our life in 3 years, so we decided to continue working. We will
rewrite the lost moments and completely new build and panel. In an improved form, rewritten from scratch and optimized
Expect us in a few months. In the meantime, we're going offline!
Avoid throwing! WE DO NOT WORK ANY MORE!
L2 Complaint ylike +Quole <Reply
ERER
HiE ZEE R

6 ~ BZEamEA S

HM AR R EAR A T K BB g m AV V) R A > {H A] pe BB
FYRRSK ~ BB AHBARL S B F M e SO SR HBT S ~ BT isUA R -

® Best open source RAT/Stealers 2 replies E

® Clipper Blocker? 3 replies RastaFarEys

® is Voyager Botnet - Advanced HTTP Loader any good? 0repiies [f lardicles
lardicles.

® Kynmwo chailn OneNote ¢ VirusTotal 4 replies &" olool
poodsoft s

@ drainerigpaiinep 6a3oBbIi - GecnnarHo 18 rephes ' pandas

@® Best android bot atm? 1 reply m mun
silicis81

@® RAT ANDROID ¥ KL WINDOWS REMOTO 0 replies E devilworks

® Does anyone have rat android octo? 0 replies m Jevilworks
fovBnIS

7T EEEEGHEE RS

MRS ESRE] - SRPHES AR AR (AE 8) > R TR R S I A
WilE 9 Fror o A AR EREELU SR A AR S o B EF’C AN B A
ARt E AN - BUNMEERTHEFRIES T - BB BT by
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IR RS LU B DRGSR B 1Y H A o] S 2 — - H ATk B i S5 s
CAETTHBERII TR ARG E - DUNRERE S AACE SE LB Fky - HEORILBE R Bl
UElE RS e N

eeeeeeT

Freoeoee

o Bisskisn

{Credit: Recorded Fuiure)
(Credit: Malwarebytes)

() YANLUOWANG_LEAKS
B vWwi_LEAKS

{(Credit: Recorded Future)

8 ~ BRI HIR

16



Ransomware Victimology (August 2022)

Healthcare Manufacturing

11.1% 7.1%

Construction

51%

Finance

Logistics

Other 9‘1 T

Retail

Business Services

Education Electronics

9.1% 4.0%
IT Services

Critical Infrastructure
:’I I"-) Q 10£

0~ BENRWEE BN

B IS HEFR - EEmENEBHETRE - (B4E 2022 5 11 ARSI T
b > sl E BRI E 2B R SRR © emERAHR A SRR A
b sl et Ry — SO A R ER TS EE PR B 1T BP9 5 - AR 2 2
AASNREEIVIEE ~ BT ~ 23~ WEiE e FHEET -

Russian-Language Cybercriminal Forums; September 12 - 27, 2022

Septemier 21 Partial mobiuation
aaaaaa e
3
\'\
] @ @ o
AN
- = e
@ ] C @ (&) D @ \ @ )
- \ - -
[ D [, @ @ ] @ @ o] @ ® @

» REEHTRE 2R TR A S

(H) WA AE KRB St B A S FEGE ISR 222 (Scal ing Software Supply

Chain Source Security in Large Enterprises)
Az JPMorgan Chase HYEMZ4 T Rao Lakkakula #E(TE8HEE -

SHEPEEREH 0 m k3 A RS (L ES# (Sof tware Supply Chain)# I BIE
TEhn 742% » WHEF] Gartner TEHIZE 2025 4F » BF 45%AY4H 4% & <7 2]k B it
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JEHETY IS ZEFER g 2021 FAtERE 2 P BREERY 3 (FL L -

Rao Lakkakula 5t » ELEE A AS & S FE S (Physical Supply Chain)m
5 WS HLE SN (ReE S R EFE - BEIEEEZRIR (source) ~ BREE 4
(software hygiene) ~ EREEACE B (software deployment )3 » A EH——

B -
Rao Lakkakula HE (RO IERE T 40 T

1. BEAEHCEERFZ(Understand Software Processes) : WESD{SSE ik gl &4
15 (Identify entry points into the enterprises where

Software 1f integrated.) °

). ESPOREHLAFZ (Monitor Ingestion Processes) : ERsBftfERg -~ B sk
B JEBE R BE Y 22 &M (Validate security of providers and

dependencies of opensource and closed-source components.) °

3. EEIISEEAYIRLE B (Build Comprehensive Bill of Materials) @ ¥t
FE B8 {5 FH R A HY (L FE P B B R RS 80 7 @B B WA B E 1B P
(Build Asset Inventory of both vendor and open source software

and where they deployed to.) °

4. REANEFERE S /8 M E R (Secure Internal CI/CD
Pipelines) : PrEEN E RS AV AR EE & M ~ SRR o B F &
M (Secure Source Integrity, Build Integrity, and Deployment

Integrity of internal infrastructure.) °

5. EEILE#LITIEEESTE (Automate Vulnerability Monitoring) : FIHE
7 M [ B PRk E BE > 155 4 BE 22 ARG 99 B 0 BB B Z i (Cont inuous 1y
monitor for new vulnerabilities to patch deployed software.

Leverage Asset map and Bill of Materials.) e

B¢f% > Rao Lakkakula MRS SHARIERRHULL 208 - DUENLH SHVEHRGLIE
st

1. TBhaRassE BN E R L FE s Bl (Map Various Supply Chains in Your
Firm) @ B ES THERAS D A KR BE DL, By fr] {5 FH BZ 8RS 2 S THECR % &
%o WRIL4EBIE Y B C AR AL FE S I [E -
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2. ERILAAAIR EVE R - Pkl s EELEEEFC B S B (Build Inventory of
Assets, BOM, Deployed Software) : ZE4E 5 JE s s B J EBR g B 1Y I
B RAE AR B N BB T -

3. EEILNEC % B AL UE 5% i 0 & 4 (Secure Internal Development
Infrastructures) : SEEMEE KR - FRBEENE SR -

S BN FAE P VAR ETZ 52 (Join Public and private sector
Initiatives): 4 CISAMYPELEBE T AE/NHChttps://ntia.gov/SBOM)
84, OpenSSF Chttps://openssf.org/getinvolved/ ) e

5. EUBEBRECEENYIRERE (Ask for SBOMs. Produce SBOMs for

your software) e

o~
W

(7N) HBEEE - HEETEEEENMEZEWS (Unveiling the Truth -

A Case Study on Zero Trust for Consumers)
AR Microsof t I E A fL4KHH Shinesa Cambric E(TEEE -

Shinesa Cambric B ILFREHRAIRSTESR (fraud )17 5 HFr H & » #r25(E A8
TR ZEEE A —IEE » SR E 2 S E 2 EH -

PSR ELAERS B (abuse ) H HZE R - MiMErSTEIRE R By | (B A\ BEHERE
AP AR TS A E e DUEHF%:  (When an individual or entity is
deliberately misrepresenting in order to benefit from a service or use
it for profit) s MEEAHRIERF " DUE R A8 HERE R &1 77 =0 FH 4R AR
WA S B5E1T o (Any use of the service that violates terms of service
or for gain on the part of the perpetrator) > HAaJgEM K 4Er&ILSE
(cybercrime) ~ BAERRAR 8 52 (cause harm to the service) ~ B HES
e AERR AR Bt 52 (cause harm to customers or the Internet at large) °
SRR B RHYE BRI R F L H A F B 38FEHL -

L Te R o 4EREITEE (cyber protection) VTR » BLFERGHE
(prevention) ~ #&l(containment) ~ fH& (detection) ~ F9& (investigation) A
KRk DS B (mitigation) °

1. BhaE  fERE EA S EREA (ML models ) R R RILAGG 1EAE (]

(Leveraging ML models and rules at the gate or before usage
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https://openssf.org/getinvolved/

beings to prevent consumption.) * JBRBETEREEELR -

el - $TERE By T LASK L ECHUH (S M (Suspension or disabling
of an identity.) °

EE T BEADUEN - 397 s H 1E AR KR REATBRSE (Deve loping
behavioral models to detect, 1nvestigate, or Dblock post

provisioned accounts.) °

g FIFHFEERE TE > ShFERSE S AR 2 RIREE R (Utilize
proprietary 1nvestigation toolkit to 1dentify fraudulent or

compromised accounts or resources.) °

FJEA S TER AR EHAIR FOIREE IR - FEREAR S EA B FESR B A
{ZIESE - SNEPHEIFEFE H (Leverage partner team insights for
account status, notify service teams of fraudulent or compromised

accounts, or directly stop/terminate resource abuse.) °

Shinesa Cambric 885 » BILEHEE MRS 75 2B EE 2N
EETE » BHiAgrss iR AR EMA T &F » WEEELITHEE ¢

FoHP T R I g H A (Adversary and Objective) @ EEEH AR
FERFI2M(E AR ~ R BEFIJUIRAAL, ; M B n] ge afh 4 68 0&
H ~ BUGEEMY ~ s¥ #0058 (espionage)FE -

AT SF U (Acquisition) - BIEIRSFEREE (account takeover) ~ 32
{~1EESR (Payment Fraud) ~ &M ( Free trial signup)Z o

sy FSEa R HIhEE(Platform and Features) : WEfEIFELAR R #5E
FIEF (What Online Services are being abused?) o

EEZEH(Victomology) © FHEZEL L (BB - (8 A S4gk)
BRI (RN R - §FAEH ~ DDOS ~ Crypto Mining ) -
T EFER (S ERIE ~ RHEAEE ~ (228 - SRkt AIBEE) -

TEEASHVELL - B RPN B 2 MR A 3805 - FERECRDLT

A

l.
2.

P A% (b (diversifying tool kit) °
A8 FH ] A EE T 74 (adjus table levers) e
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3. PHEEPEAEEE (assessing risk tolerance) ©
4. SHFEPFH4F(holding the line) e

AR EEREHIRES > i —8 - —E A - =[EAFREETE
o REHEBEZRAT

1. —HAE - B EG TARERE R DI B2 R A M B A FHTT
R MHBIE 2 (thresholds ) BRI 22X R -

2. —(E IR T A RRAE RS R BREVEEER TEI ~ (ROABLZE i S R AR
JESE AR REMrHYER (develop agreement on tradeoffs) ; ¥FHYEAZ IR
FAd A (consumer account 1ifecycle)V BAF EZEE G T LAFER -

3. =EARRE  BIEZERE Y - DIHECRERTE LT & RS E
LK 5 NI PREURH B R AR A A EHR S RE 2 A AR R T %

(t) H&BUEEIM @ RAVEEFIMEAE R4 (Geopolitical Resilience: Why

Operational Resilience Is No Longer Enough)

AGEEH Microsoft & E#agEH P9 (Security Business Development)HY
Ann Johnson 5 Team 8 Z\E|HY Nadav Zafrir H:[E/fgR -

REIEED Ry > ERRIERERIR R AL TRIE RS L I

1. E&Bk{b(deglobalization)EEH¥xE T BApTEEAYH Bt & -
2. SRR (L (deep polarization)slé/RdEs iz BIRIFAIRR -
3. fRFEE S FBH H R B PR A BZ % & fF (working with cyber

attackers) °

4. HREFEEFERERESHEABITEIREE(difficult decisions

with operational and fiscal impact) °

Folt > RANARSEAE I ¥ iEfR SRS IEN0 T - thH PRIV A 17t e 288
TEILE ©

Ft

HRBUaH GBS - SRR ERS - Sl MEP -

1. EEREORERAIEE TR 2 B S -
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2. FHEEEE (layoffs loom) & A AE & A MR &A% -
3. LR FIRAEE K (fears of an impending recession) ©

4. WpREEFFEUE - NILREMEER0E BB A AR RN -
IRl B S A B R B A SR VR —RE & 1F > Selle H AR -

Al BlE 23 A BN B BT - (HEAL[EINY - SN AR R R
BEAMZ 2 % (security norms) o BELZEIETY Al B1 8 FE AR ELE 52 27 2 )
o B EDERE Al EE 2RI - A &EBUaHIRHE Rk -
At - SRR B TRV AEFZ R (thriving or surviving) @ ZELHTE
FRBUEH S ATE M (ensure geopolitical resilience) °

BT, » FZEF(C1S0) BB 24 SR PR A0 6 28 LT M AR
FEZBBHLF NI » MBI ARSI EHE - HPTEAE - SR ey AT -
FEMEL, T

1. DLaTfs H A S EAEREELT S AL -

2. EBYEA LI AL R BT ¢

3. BEE AL EU MR - RS A T AR L R

BB R RS L - DR LAt E I - BRI

1. FEAErE L Ea e -
2. WNEFFHE & A B P E A B & TH A B — F % & (take into account

embedded location-based security risks) e

3. ESEPIRHEZEE - PR BT B & 2 Ry S IH AR ~ (8
A TAF -

R PR R S B R A SRR DL N EE IR EF - B

1. HERGEAERSH SRR — -
2. FHEEIRHEFEERE > LE IR ELEE 4R (raise the cyber

poverty line) °
3. BWMEFEMNG PO L EZ 408, (potential of a World Cyber
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Organization)HYE]EEME -

4. BAT/AMEB) B A G IETE T8 81 b 3% 5oty DU T MH B & fERY B RE

(drive 1nnovation that supports cooperation) °

ii% > sEIEERE > AR ARARRF & A B0y B T B R ARV HERE (R E Ry
B ERMTA A ATAE NF T 2 SRV E 2K » SR R P AE R B
PREERE TRV E 2 /KAE T -

V) EEREIRESE ¢ R ER T BB A YR A E % (Perilous Posts: The

Risks of Biometric Patterns Exposed in Social Media)
AR EPR A E S 2R Craig Gibson f#sR -

o PSR B BT AE R S > BES AT - A B4 fR(E)H &
MLRE - 2R RETEUE (metadata) ~ fHL - FFam M T REMES (hashtags) % » B
FAE B (R R A R S i i R SR B AE49R% I > 41 Facebook ~ Instagram
YouTube 1 TikTok ZHh )5 VIR EUE— &S - FeffTn] LEBE(EIEHE - H
AR E B A YR EAVEE R ] LUK T SR AR S M PR B Y
& o aHIRE A M — i R R I SUR AR F P R R 0V AR ) R B AR ~ 12 2
bfig R > BIE SRS (RS - B B1hERE - RS OB
(Deepfake)& - AEHUEUE AVIWIARRE A=Wy n ERE B (B A &R Bz Bl e &5t
FEREMEMEYREZ4 -

s R R o B SIEE A B RHE & A b A B 45 SR PR T AR S L SR RE AR
AIRE © sHEEERR (Messenger scams) ~ PEEE T-E{4FENR(BEC) ~ AITIREFE
(Creation of Accounts) ~ IRFEEIFF(Accounts Hijacking) ~ #)Z (Blackmail) ~
EREEEE(Disinformation campaigns) ~ Fl 2 #57EER (Tech support
scams) ~ A THEVEE(Social engineering attacks) NEIFFIMRAERY
(Hijacking of IoT devices)Z

DL SIM 55 (SIM swap attack) Bl » B % AT LU Facebook i fth 7 i
M N B EEIARMEA G,  FTEESE S A TR L, - B EE
T B ERR - MEHEEEY - BEESRGAKEHE SINT - HEE
HOTRERETS (BT 10 SIN RIS EIORE » 2 (A FEB AT I s
Y Email ~ tHEFIRGRE RE T3 E - I GRS - SUEBE G &R R
B DRSS EL - 1SRRI % -
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R PEER AR S WM B R B AL ERET - ARG P I S AUTRAFE AT T

1. (KFfirEEsE - FrA Rl SA (technological pillars)ERCEIAL -
2. HEAPTHEAR B A B0 D o] DUE A BRI CHY S th iz A s EE Al -
3. EFEEFIE - A OALEL LI THEINEE - A S EERNA AL

B

St -
4. RIEEIGEMEER R BRMT (deepfake ) AL M AR HECR & HIRTERAF
FEE NI S AT -

Foltt > SRR pE EL A YRR ISR SRl SR ]

I BIREVERIEAZ(EE -

2. HRNZEEAAZE LB RS EEE -

3. HHBAVIERBIROTHSE R AR - HECR AR F G, ~ e B AR (] A ey A HAHY
Lg e

4. Dy MERVG RGBT ERI(E BRI -

5. EEEEART (deepfake ) TEEMNEEE Rl B F N T DR FHEHFE
¥l (Real-time Implementation)HyEEEE & -

i

il

(1)  RSAC Bl#H/bE&miE (RSAC Innovation Sandbox Contest)

RSAC HIRIHT /D& (Innovation Sandbox ) fF4E B &2 AN SRR BIHHL
i BT PE - 25 T2 18 4 > A4 H 24 HAE Moscone Center
South 2 fERHAY RSAC AI¥T/ V&R - iE e B Al A A G R E &
MRS E R IR E T - TR & U S w2 e s
BRI A G 2 DUBRAIEESIRF - B —FEASIRAEDN 10 ZEZH
BlAE > SRR IR - B8 3 8V E ShiRa A1 B ERE - (g
HE B BRI AE E A AR S AR - AR B E  B A IR A 2
(Most Innovative Startup)f@Eii o

AEFE T HiddenLayer ZEan EHIIRE Ry Al 8T - DUEARAFE
AT ORI AT BB 2 4 - DANERT 2 (5 FBRIR (CHBH S8Ry Al AR 52 5]
TR - BoB TSR (inference attack)AYRIRE - HEZENE -
GitHub ERAEZE/VAE 30 MEMEKBEITA - HEAESE2E (Machine
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Learning)BEeY Al FREAIAYIEELE DIE(E IR AN 25 5 > i HiddenLayer Zdn

PRtk es B A B A M B 7 i (Machine Learning Detection & Response » MLDR)

A% - BRI S Al N TR EMREMNBINELRE - 4istBSiEalRLIK -

RSAC R E REHIAT 10 A A BB T THME 75 KU - FE T
i 125 [BFEITHIREE » RS T EiiaE » LA R RSAC Bl &
SRR A R S H . SRR 2RIEE -

WINNER

Most Innovativ Ve Startup 202z

Q.’S Hmuwmm

i ﬂ“’ 'umu
' ‘. 1
0 -~

b

11~ ZKEEETF #J HiddenLayer

(-+) TR S R IR B MR (Building International

Coalitions to Scale Defense)

RERREAZER National Security Agency(NSA)HY Rob Joyce ~ BN
Australian Cyber Security Centre (ACSC)AYRita Erfurt ~ fjIZ& K Canadian
Centre for Cyber Security(CCCS)HY Sami Khoury K #EE National Cyber
Security Centre(NCSC)HY Felicity Oswald F:[E47= »

S B RE A SN B EES (ransomware ) IV E LR oY) - el Rl
LRSS S BIBUN R AR S RS ER MR R R - (B A AE R BR o] LARI FER i -
Ry T 1oh Bh & BB K AH SRR i) 2R RS P 8 Y By DA S N 2 T E DT - 55
B~ SRR - RN ERFEMRAE > K T BEEHAEHEEES ) (Joint
Cybersecurity Advisory) » FL[EZJEN T HVE LR E GOl 2 AL RE R - i
{3t G 5 25 B G S AHBRSR BN - IR E L BN E L ETIES
HiE CRA A% N & 2 B R I E R T B DA 5 EAR AR 3 14
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BIZRERS N N el E AN S - (RS B AR MR B ZEE (mos t
disruptive cyber threats) » sEEFIR @ EERIRMENEZMEFRZERIRMENTT
AR - B R EE ~ 2B REEREOTELRGEAERY 0 HESEITE
HEEE LI PR AL R EIE I - SR B EA - 4HE% - 2229 ERBUT
PRRE > IR E LB Oz B g RIS R (LB BRI RN E 2
%o W ERET -

IS —(EF BT « 2R - EAFHEEE SR
RS2 EE AR HET RS BB BT T E LR - AR IR AT
RIRRHE 2By - (BRI R RARAVE LI > FRFT224500 - EHBTLEI NCSC »
BN ACSC ~ 55 FBI B NSA FEMHE &1F - T EELIFE ~ & LR B
% REA IR BIEUN R A SR AU T B LR b 2o Rl - ) 25 BB [
P BEHERR T Ry B LB

sEIEM S ERIIEBEELN G iZ S G EERI - A8 - ZEFE
TIEST LA > SOMERESE ~ ST BBy S iR b st - =R - A
FHENEMNIE R - BRI RITE - TRANEZEENEER
BT e 540 R BB EAE - RIEA LERE IS BRI EE#SS - A
BT EZ AN FH I - EUETERR - AR R R A A E
FESE N ER A - B W B RENIME O &R S (ERfA L -

(+—) EHEEREEK(The Cryptographers’ Panel)

REBEHBIFBAZE Gonville and Caius College HYZEEREL Whitfield
Diffie #E(FFFEA » WA MITRERT Clifford Cocks ~ IBM Infrastructure HYEE
H T F2Fif Anne Dames ~ Dell Technologies HY Radia Perlman 5z PAEa%IER 2% SF:}
ERZEFTHY Adi Shamir PE(EELZEA -

KRBT Z =PRI NUEEA - P8R B IR T = A RRAER T © 5
—{EE A TEE - F{HE2%EE - FEEEETER - AN A TEESEER
FEEIEEE > 40 Chat GPT SEHGflodE T HMAVTHIH » RASGKF &8 A E R
BL s (e RARFIER G2 2 E (Transport Layer
Security,TLS) BRI ek » SEE R EHERAVERR Nt - BfEE
TEEE E o A PR A AN SY) » hhEsiE A —(ERE
s HH FH & B M T DA G (B4R B RS SE Dt R B PR R RE » (E S8 A IR -
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FHEEA 2E AR g RBER E T B2 EEE » AR ERE Y
FIETEESERIN A - HVRERIEEE A (Grover 's algorithm) » WA EE
f2Zs@ (symmetric key)fIEEZEM=(hashing functions) » {HA[RE KM NI e
SEEE AN > L > HAG AES ERENTETE RSS2 HE T BN
IMAEYEREE R B4 [ > RSA IEEELE ~ IR - S % CHa(Diffie-
Hellman) ~ HEEIH4RHIE- i S5 (elliptic curve Diffie-Hellman)#D
e E 2T BRI R -

RI(E H A&7 S i A LUET =T AP 20 E - (HEARR =2 HEN
FRFOED B e LISk TR - BRPSE(E RN E E A R G A 5 0
frryfahs - 2R > BT EIKHVEE H A~ & E R - (55 H P AR RSA 0%
HEUASMERIh SR FEHISEIETUL  TEARAGR Al fEE T AT (AR

H AT FE B & T RS T 52 T 4 RGm R RSV E T
(qubits) B&E - ERMUEE M T RKENNIT > FREANZEMAE A (the
quantum volume) Ei&E ~ BFfr7T (qubits) ~ HEE - MERESEERE » RAMETE T
ST FE RIS -

s e IR ET A R P BRSO A 300 ([EAANE T ERETNE » &
SRR FEEITAE Claus Schnorr RIEUs0# 774 (factoring method) 2 F 0 #0574
(S P Hh B BT Y () 2 AR Al R BB R R DUE TR0 - B CAE
FREEHAETHEALE (quantum super position)sk# BE4E 0] EEIUE TS
M EAVEZE (cloud of values) ° @ 3CRIATIRE B/ NUFAHAL - RAIFLHE
b AT ABEER (cloud point)#iE EHFEEARAIY & - HEE LA HETERE
FornE R ER A b E R TR

TEEH AT > HBEKE (Yale University) HY—4HBFZE N B RAARIT4
FHVE T (qubits) Faaft 1 2MERE] 1.8 2/ - Nt - & 7%
2,048 {irfY RSA INEHETRE > AIRERR B EBORAVETR - WIRFEE TSR IEE
% 0 AJRERREETIREAE - Pl - BT EEINEE R PR R E R R A -

NIST % 2016 SFRAE) T —HEHZE - Hoenl el E T EIM I B EEDE -
AP S BRI ORI TR - SO rh =BT (o P [F] A BB A S A B B S 2
R E M2t > EREEERE L - ELAE —(E59RHIERE - #E2h > BT
B PEREE R IR FR Rl - B - IFYEL S0 B 100 FHYRSILD %
M EERA BERASEETAE T AL EHIIRE o FRAES R A TR

27



FERHEIRTIE RRIE + 18 AT SE A A SEAT R - SR
A RO RS T R R 255 » TS RS SHR TR T
FIHIRE -

(+2) HEREEAREEAAEM( Who Says Cybersecurity Can’ t Be

Creative?)

AEEEMN Axios BY Sam Sabin ~ Hacker Valley Media #Y Chris Cochran -
Sustaining Creativity Y Mari Reisberg ~ TikTok Y Caitlin Sarian > Axonius
#J Danial Trauner 3:[E45r EAHRHESES -

sHIETS Ry o BIEVEERZRRREH « 25 RENIFAER - ARM B alE
WHEEEREEZE > AN AREES > WAUARZ TR - 4 REkF Y alS
M e

sHEETEH > EITELZ TIEEESSE % > A —H#ElE—ENE > &
IR RIS - B2 TAFEIL - AR —FFLAE—J7 2 i
TR o L RS HE RV E L IRE A o SRS R FEEE TR
HIFmHEZSBFHETHIGR - mIEUEET 2GR - KA B R Z 8l E oAl
i

WMRWEFIEEELEN - AREIRA R RF - MRS ERE - DU
Oty T =R E - A RERISF A EAE - 550h > B EZ S B
PRI - G AR R E BV TIES - DIAE AR S B 2575 - fth
FitiEsR nT USSR 20 fRIEECRErER RS W E A T

== o

[=]

AR BRI - SRR LRRaiE ST - 8
HHANSEL > FILAWAESARLE - 540 FEEEHEZE R Z80E > A
TREE I LN A FERI R T ZE - ANSRA I AT R RERR R T 28 > mDUBERE IR B
filige > DAEEK ~ BRERRY UG - EA SN FRY AR -

G - Bl MEA RHE R RV EL D - (HE BN YA E 2% - B
PR TERG RIS TSR AT - TARHETFELRER T AEEHEC - #
Frorar e > A REEEAE YT > M TR S PR 2L -

(% > TS AR E AR ZEM - A e S BB E
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feft > WREB T —EE LSRRI MEERH - RIA aTRESHHEANTIEA - AR —
HERBTHTREHSERIRA - A FIE —ER5TRGH - ERE AL e
AT - SRR Ry o SRR TSR R ~ S SmaH AR (T B AT R R B R Yy
HH > AMEREIETIATRRITTER » Bk ERE R -

(+=) Emotet HEE : YERIUSES FHLIESENE (Emotet Exposed: Insider
the Cybercriminal's Supply Chain)

A Wware A FEIHYZ AR EIGEE Christopher Kruegel MEE FHE
AR4AET Giovanni Vigna JE(TRERE -

R Wware AU M EANTZE T Emotet (EREAIRRAN T EE] » R AR
fife g S RS A AR e AR RS ~ ST K oS St i Ak a e > e
R T Wware BHFZE A S&EHE [H T Rigi s} Emotet BHREELEEZLMERY I EEEIH
FISHE -

eSS BH Emotet j&— A IAR H 2 B UEAYE R4S » HH Mummy Spider
F1MealyBug ZHERFZER - 2325 By 1 BB i HL R AR MR A R R iAS (A S 4
Z— ° Emotet ¥ i & SRR LHIRE B A = 4gHE AR E A 7 =
AETTERE - WIFENEEE] 2022 4 | AEEEEIRY 3 4HR A% - Hof Emotet 48
Excel 4.0 (XL4)E£E ~ #5 PowerShell #Y XL4 EEEFIETH PowerShell AY
Visual Basic Application (VBA)EZERAS » WiaFdH 347 T Emotet WY HrAIMT A0
fBi4H - AR ETHREAIDhEE ~ SRR PEE R IR EEE - HIRe AT gl
Hr e W9ERE N Emotet EEHREIMHE B2 - I Wiware B 73 Ml P I ik 2]
T 2 {EEHAIBEE ¢ —(E B EFIEF ] Google Chrome BIE2S - HIWERBIUGHF
Eill > S EEF RS AT (SMB) paE - B B9 By Ths a5

PRI Emotet HIESHEZRRERETEEL » Wware B T ElFT A B S T HRfrfl T
BREEHL Emotet BRI UEEAE FIAVERERE - LATE 47 g Emotet (2EEAEES
Frin < FIZEH] (Command and Control,C2)FEREZRE » 3 S T AHRE I K 4R It
Bl o WMware (R /AT ERFTREFAEHENISCEE Emotet (BFESERSHYIHEE -

(EFES B - Emotet 5 5% (EEBER - % Epochs » ££ 2021 £ 1 HEEEA
HRFIFTEEZ AT > Epochs 1~ 2 1 3 RIBEE B, (5 FIAVENRESE - ifi Epochs 4 A1
5 RBAEF TR G ety L1
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Emotet eI i HH i [ i b e A e R S o 2 Y SR R i T 550 - 1z
saMPRAEE A FIRRRA > (EE S Sl > I B S S RN E RS - Wware B
TIMTERFI T T 320 {E 1P HhbAYHEL M > BUREEEE 18%HY 1P Mk Arf 56 -

HIE

TERIALARL > HAZ By GfE R e ~ P ~ JIERAISEE > B5eE

BXAGAE 329 1P Hihlkrh$RE] 4 (8% A EaHE - Hor port 8080 {d 54.1% (178) -
port 44345 33.7% (111) ~ port 7080 15 8.5% (28) & port 80 1L 3.6% (12) °

IS

1.

= Emotet W5E4EERYT0IT ¢

R ARE T R R TN R A

EEEE R RIT REEFEIEGARE RN SRR (C2)
FEBER MY S S EE LAY -

ettt Bh¥ Emotet FRBEAEES HYan S AR EREREHE (C2) 2 R AYAEIES
Ui A T 2 T AT EER -

VMware B o3 ELFIE RS H—(E TR > nJLI%EHE Emotet {EEEEHYSL
SR > IEAL Emotet HEik4G 2 B EAEATEOHEZE -

TERTHY Emotet XXt - WS EIB AR (E B A A FEIDIRERYRTEAE © —
{EZE P93t Google Chrome BB Z5HY(S R ENRERURLH » LUK —({EF
SMB frpi e T RIS -

i VMware HYFEES > BT DAHEET Emote t AUFT R Pl RE IEAE B HE AR =0y
RS AFr B « AT AR ESE2E (Machine Learning) (R Z T ITHSE]
THEM -

VMWARE FERR4HERE HELL Tl ~ PP R - DURESRRHTE ZARE - 1L
SRS Emotet AIHMSEEEAS |

L.

KA AL K% (Next  generation firewalls) © 1T 4 i A o 125 il BE
(Critical Control Point, CCP)RUFI = » WA EE 5 AH I
EAIEEER C2 TP ArikAy4dES i & #E (Inbound ) ¢ (Outbound) °

Uikt (R0 R [B] 8 (EDR) © &5 1 RIRFAURFEELE ~ Uk BORHEEE » DU
PEAZ SRR » 2 (e I SIE [ e T AN i R AL Y P el SR AR e
SRS (FH) TRt B RS Irag - ANE Wmh E AR
SR EHA 5 -
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ANRAEHIESHFE A (IDS/IPS) - [ A e B4R S F 0 R BB R g H
FIFH (F T -

HERS SR S [B]FE (NDR) = FRELELARHEUE A AR IECHIRE 1) > WAE) S AR
BUERIIE T T E T R fT ~ #3280 A TR E NS -

TrES 11857 E% (Segmentation/Micro-segmentation) : ¥4 HE Tl ST ES »
AH A BN A SEME A A RS o7 Bk 26 (I8 B e 75 5 SR AR Al B K B T4 B > DA
78 [ O] BE LA HE A QGRS B B 1k A T [ e R -

A2 - MEEPE AR (Lateral Security - Inspect east-west
traffic) @ {ETAALR AT H] AR AR & i 2K e A 1] BE 2 1 EFEIEATE
MEET R -

1.

()

Fri4EEs TOF(Scan network artifacts) @ fSEBGHAR S (HEH A TE
2 (AD) M EREEE (ML) SR s il & =R ARG » BRI 1T Ry e SR AE
B e

B s KA A HESRES (Implement robust password policies) © fREoigH
ARFEMIERFTA THEEHY ~ FEZAYAIESENY (hard-coding) B {nEasgiats - DL
A 58K Y B Bss i - SEBIE T THIE L M E R 2 RZE S5 80:58 ©

EREE T (Patch management ) © {R3ESVAHARIEEHA - KHFHIH & HAMEFE L
4 ~ BRES - RS AIE AR e T T -

A BEGREHER (Penetration and vulnerability testing) : f2EE4H
G T BHAE T2 1 B R 59 B > DA B/ D 4R 45 B Y e 1T - 7
R B H R BRI -

FEIEEZE= (Active threat hunting) @ {RSEEVAHSRIEE AR Y H
HUEENADR & WA v REAY R E G DASE PR 0] 15 AR S8R Al sE B R 4
AN E LR -

BTF#AZ442(E-Mail Security) @ {bZEBAHARIELE N IREEE F-EF
RFE ~ WERNEEEHYTART ~ fRAI o EAEZS - &5 (& T E# 42k E
FEE RS ~ HRE RIS P R I B > Rl ReE BT E A a BRI SE 52
MERHER -

R AORIS AV (The World on SBOMs)
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A Cybeats BFEMEAT Chris Blask I Linux EEE0[FHERARELRLY
Ell48% Kate Stewart IL[EIfEER -

IR TEES M IEE (software bill of material » SBOMs ) FO{iLjE gy
A R B A Y S (=) - (RS 4 FF e RIEBHE TR E
T o WHEE] T RASEARES AT H 28 {OREAE RS A BB L - 5 3 T 2 AR 15 Sa e
BREVAERE 22 BB - s o SBOM NEREY Bl 2B MM FIBA MR R & sV B 221 - B
HE A ERE O —{EEE—0Y SBOM /1 » BASELE A R b H AR B 3R
SBOM » DA{HEE 25 By B g A1 o AT -

{52/ SBOM HY HAYAERL HE ek gG At MES h BRI ~ DEHEMERIZE 221 > AR
B aH &% S NRE B i o P ARG C: » ABHEECRIR - Sl Al e i ST AHRR Y R
ISP R - RSB AT R E i iR A A e R s TR — -
e ER - FIRS R E AR AR ICEE T E AR TR R - BfE
PR ARSI S = JT R ~ HEAR ~ IEAH S BBV RRCA S &R - BT
FERRBG FE oV B A AT A o - (e SRAH AR M AR 4 gy SBOM - #RAGREZE A
=~ (EERAIE B R AU E B i - MECRIRAG A anfy Se B M2 4
M e

FEARZR R T AR QR e A e A S5 (0 0 A /S . SBOM 241
R b B RS - R EEENRA ~ SCE R E R MR ey 25
U1 2021 FFEEE LR Logd] BRI - BIRER R R R S - 4
SHECR LB NEEHEN > RIFEE KRR - 1M E RS B s B S o
ML Rt bk - St R E L 25 - MR E EEEE S
Colonial Pipeline #EIRUAGKIEE(T: > HEFRBEIHFZE ASUHILPEHLIE >
[ERBIBUF —EEAMRTIREE - SRPNHAE B B i -

S B RSRERE S T A SRS THIERFEAEIR » # Synopsys 55
2N\ EFRE - THEERE T > B 00%E 98U HEE (code base) & H IR
Y685 > HATAE GitHub _EJRE 2 IE G EAVBRI ISR B T B - A BheAskE gheE
HIRFE SPDX #R#EHY SBOM » fB3E&H&R FJHEEC CVE 555k K 35 Bl 22 55 R & E
(NVD) - W EL PN Eh (i F BRI RS S A 2/ D958k » DU BEnIEw 7= > HILAH
R OTH R E N TEAEICARAR » BT 3 E e =N T E - R
ARG R Z O SEVE L AR 2 -

s 5 BH W AR S e A S S A [ Py B SR A B AR S H R R BRE ALK
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BOACR ~ R BCER SR I HER A TR > S SBOM TR EL &40 T ¢

1. OLiEpsts - AU - ER MRy B Re 4 -

2. R rBCsE IR AG BLE RS E FRHVRES ot 4T

3. AMRRRCA * BLEERGE I AVAEER - RIS SR SeRTHY RO BE R -

4. FAWMEEEE RS Y AR SRR - SR S MR B B AT
##(Foreign Key) °

5. HORERAG ¢ i AR R 2 [ERE A -

6. SBOM #HE(FE Az SBOM BiRAYE RS A4HH -

7. BGREIEL ¢ SC8k SBOM BiRAHZEAY H HAFINS R -

SBOM %274 B $ 7 B (e iG (L g s SRR M - m DUSE 47 st /& B (L e gl o 1
bar > HEECR(SE FHRVERBG T S MHBR AR AR 0K » BV E — 2B e it
FORES YRR > AR~ BRRIREIRSE - TRER -

Hei% IR A REE ] SBOM HYBHESS » dHAKAIERE FARAY 128 ~ 3 (& H 2]
6 (i HHATE > Sy BIAEHLIERS ~ SERPE (Integrator ) RIRIE B R MEITEM > WA
BRHAR B N AFRESGRE R TR A T PSRRI R AG R s Sl e B
2 N TERR % » Bt aT DARRYE SBOM &l - it S FEAFEBK I HIET R &
ZEEHZ 2R RO ReERIIEEE - EINfE ISR L&

S
=[S °

(T7F) #E2eYRA : NIST ErREEVAFRBEEERL 22 B, (Phishing With a Net:
The NIST Phish Scale and Cybersecurity Awareness)

R RE S B R S A A B TS E Ay Shanée Dawkins f-A1 Jody Jacobs
H:[EHE(TEERE -
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ARG TR BRI IV GTEIE - ek T > SEE TR VE Ry RS R

aTEER - RUTEBES AR Z BRI - BPIRESIEFE ALY 0% ET T - 24
> 54 100 R E SRR InfE EE R -

I %ﬁcn:k T'a‘“ﬂﬁ,ﬁ_ﬁmcg

- Smulated phising e
e GMI-" 8 e

8., phish hup nting badges, shark

aw, rd
E * Staff profiles
m Common Metrics and and Behaviors

* r|l{.k ;n B8
——

NIST =22

12 ~ Y B R

Ry T ERRIERAR 10%(E T HHENE R AHVERATE > BRMBEE GBEEZL
LA AR BB & TR - 2800 > HAEHESY R E R T 2R RISy

FREFHREER - (BRI AR BER A AT A SR AL S B RSO (58 = A4
AYERE - ELE(E A 2 B By RN R N -

Alignment ys

misalignment with Compelling vs.
€Xpectations and : suspicious cues
external events

Concern over

e Reality-checking
consequences N strategies

& 13 ~ {EHZ AT

BRIE » NIST AEPOBBARIG (T T $9RUB IR - A — 33
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WIFeEE R A E T RSV ARSI BN E IR L EENBNR EEAE - 2
JET TSR 1] DA Bh P RSV B R AYRE SRR - AU N5R e 7S — So RS AR BRI AL
B4k -

ERGH R TEEIVHAZE - BEEIESY A7 PRI T
Z - PURPBINT TR RS REMEN « Bl ZE=FE N ETIFEAIRR -
A INGR(E A B Y 2 = RN fR L S B St ERVBE ISR P T e U 4HER A
H N B EPIREHRIEER - IE R A B e S AT E AR 2 2K D
PIRBERTIG AR

From: Preston, i (Fed) [mailta; i1

Sent: Friday, August 05, 2016 1. ¢ ool Nist qou]

016 12:03 Py

To: Doe, Jane {Fed) <jane TSt govs

Subject: Unpaid invoice 24806
Dear Jane Dog,

Please see the attacheg

e boer o |m.-::em {dec) and remit PAYMENt according tn the terns listeq
Let us know i ¥ou have any Questions,

We great|
q ¥ appreciate your Prompt attention to this Miatter]
Jill Preston

i lnvoi:e_s-a?maos_up
| s Az

Relevance: Low
Alignment: Low

N H T NATIOMAL INSTITUTE OF Difficulty: Least
STWQNDTECW

RSAConference2023 | 35

14 ~ PUBEIHRREIFEEL AT

(7)) EFEERK : EZE- SRS ER#(Stronger Together: The US-
Ukrainian Cyber Partnership)

A FBI 1Y Bryan Vorndran #&(EF#5 A ~ Cyber Threat Intelligence
Integration Center HY Laura Galante ~ FBI Y Alex Kobzanets 525 ve B 57 %
£fEHY T1lia Vitiuk $EFEEEA -

SR Z RS Z 2 H TR A T lia sEdimat 75 2014 22K
SRR I 2o (R TR - B B T ] AT ~ DDoS HXMEH A
WHEETA - PIAAE 2015 48 - (REBHT BB S R - SR 25 B ARZ
HEIBE - 538 T - FEEERFRIN > SRR R AT T R I B AIAE
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B8 B B HIE ST -

fiE 2020 FEFAE - BEE SR HVRRRRELR S - RS IR RA S M Y R EUR
HEHD > AE 2021 FFEEE] T 1400 K 0 2022 FE _EFFE] 4500 K - BN EE T 70
{EN - EFEERREAET R - @E S B HBERAEESF SR E » |
MBS EIHERS - R GHIR BRI 12 2023 £ - ZUIEBRIG ST R Nl T
VB R B, - MEEITE R E X EREN MO EAGEE T EA T E
AHEZEVE > MECEE BENE RS Ry TSRS HEY - BEARAEPTEE -

s EfE EMER T R ERAVE - STAIRES IERZ LB MY E 1T B %
LA 11 BrERHF B A 1 3 2 i B i S R A Ss HY BR A WA AR - e
s L TR A B SR B R HAM B R A S (R IE B RFE IR ~ A ETEHIGF - 28
R - FERFORERRY - TR T D m A > WA R B SRR AR R R
oy ENEER > MR E =B B B [RAY R (RS S T LR SR T Z eI BRAAE L - 7R
TG LB EBIRE S -

ERGHEREMR T —HE SV G - R E TR RS R FT A4S
PRI - DU A RS IS L - B LR Z R A B HAt B S R AH 4
g HER AL FE SR DIHY RN - DRzt 2 Ry S FEEE I =

.......

15~ Stronger Together FEEHITFFFA
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(+t) EENENGHEHER (The Hacker's Guide to Cloud Governance)
KFEER FireMon BY Rich Mogull 3&(TEEE -

A PR S A AN R (SRR AT - UK 38 S il A O
REREENL e - EEmERT - SRR AERE S = ke
b BHEEEIERES T HEEIE N AR BRI - FR > By E R AR
Ty Rk > FIAERINEE - B irhaas i - fHEE e -

B R IR A S £ EA LU N

. T EE TR EEG AR T 2RI 8 A F - 3R 2R
TRHE I F 2 Ry R ARG THY > EMRE AT BUR R S S A AL [E— 3
R L ©

2. EhEHERG Y IE A DUERE R 5 ~ EEEAPT ARE TR
Lt - B EEE ISR

3. T RSEE IR E R P 2RSS S R R S (s
Ji3 - B EETAE S ZEEERN AN E > NIRRT
HAMh 2 = FE AR PR HBUR A 4R

FEESERZ 2T - BFRUEFEEENDOE - AMREN RG]
B (HEEE BhmE RSN BN o EEEGNERCEEG AT -
HAE - BOTERsERfy THHIES - N RE I DA R R A IR (8 & A BESafF
HUE R AT E R -

25 A Y B] RE R N B G A 28 fl 5 DU 2%
1. BHEEEMOHBERME > SAREERAE S HCCENEE,
PiTEsaEL » ST B P A o] R AL P

2. ERARAMBEE > A CHEEEREY)  MEMMEEE > A —E
A -

3. EHGATEBEER RGN - o7 DN TE SR A P R 1 e R R 5

T REF s e 3 = U oS Y I B8 > DURIBA e = PRI 9B < BB ETE Ty
2\ o AHER AT DA ER G EAE rI RE PR MR I 2 = RE - DARE & H B w5 22

E
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.

16 ~ Elme L, (CCoE) HIZHREARTR
1. Elmsk i

T E W E s R (Clou Registry) R ElwAE /7 ES - A&(H
ARPLUTR(EEE - WRNEF SRS - 5 B8 - BRSEEA —EvE
B e

(1) 2t (Provider)

(2) B 55y /MRS% (Environment ID, e.g. account ID)

(3) fE 3l %% (Descriptive name)

(4) &#HIME#E (Compliance classification)

(5) EFE 738 (Risk classification)

(6) I3 (Environment classification (dev/prod))

(7) A& (Owner)

38



(8) Feffiies’ A\ (Technical contact)
(9) CSP %% A (CSP contacts)

2. Elwdt =TEH AR
H&

ATH H e
(1) — {3 EEDRIERIAYE B - FIH AT e SO R = HIHE i - PU
FEE IR AR HE A ERIEE -

(Z)TE?TE%“ETLM*%%%ﬁ P“%JE*EEI’J ACE T EENGER > AR

g o Bl T ERN A - APk AR EAE - R
fbz k> gt H EEE,WSQ%T@TEEW

(3) S.M.AR.T. A - BEEEZFFS SMAR.T. A > BIEAE - oJ#&
AR UJE AT o AT DU S e e IR HE 2R

(4) BUFF B G e ¢ 2tk B R R E VBl G ARl DU ORI

A EHY Efe S er & -

(5) BECR(EFIG T TMERIERGERIET | SO | R B
S > DS T BRI R 2 LIS SR A A -

(6) ARIZFE BT TAM oy + P2 HAR vl DURIRAH SRV TR KT T4 7y - DA DR
T 5 I T A6

(7) P PERIHE HE AR i 2 — P22 /) EASE - BT B A #2180 e 4%
B — (& IR B P22 1) E AR RHIRR G > DARECREE(E 2 S R0 2 B

3. [edetE

aEa = l;i;i
no>
g

Org Isolation Minimize Access Separate Pipeline
« |solated account/ + Release managerllead . Shareld version control

sTJbscr'\ption dev/admin repository
« Consider separate org/ + MFA everything + Shared artifact repo

tenant » Log/alert on ALL human » Tight access to prod
+ Lock out org-level aceess S pipeline

management + Out of band visibility + Separate secrets

- - * Don't let 330 be the management and CD/
+ e.g. StackSets weak point by

17~ EHHEE : mikfE
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feifE‘EEE (Isolate Production) E&4H&kMREE - H/MESHR K oy BER
T2 R SR A AR L H AN BRIy PaRE 2 - DI AR et ~ & ERIm 5
PMEHIECE - EEEE R ER - K4 EREREEE - NE s R E 7y b
A e ST EEE BB D TRl ~ REEIRE S AR IME R AR A IR TP Y B o
AR R BB > BB TR B S R Bt & R R RS B S 5 W s oy R AR E M
A PSSR o B E R A A I PR B VRSN

GHEFEHE (Org Isolation) EERFAHARAV-NIEIREFT ~ 75 B A SE B A
B 5y bRehRnE - 5 aREE T AN ST SRR - MR EEREILEE > WH
A B S SR 1 7 P B e I AH 4 A HAt B RS IV BRSO B - HARIREEA BN 4EsE
BB REME > B LR35 &2 > W PR G AR &R R 0 Bg s R S0 A AV AT 5E 1 -

a/MERGE (Minimize Access) ZFEMRMFIAMIZERIEIEIT - H G EHEHY
it - sF AR E AR A B CE TR - iR MR
fR - AT DA KA RE R B b » TR RA TR Y A & A DAGH R A FERY &
R (MR m L 2 N REBIE RSN > B IR RET 28 N B R E
/MBS IR A EIE > WAL o] DU AL 20 A mI s & R D s
SEPE SN ECEE 1R & A SRR IR R YR Bk E, -

STBERFE (Separate Pipeline) EERZE A EM LIERIZES R KER TS
FAZR - DU R A B RIS & - 5l RS R B B E R S AT
(CL/CD)ERRH - RNEAYFESE - AT E REveimEE - IREREERZNE
TLEFIRRENE o o EERAR A BV E2E - SEERERE IR LAY TE - 126
IR AR A P FEME

4. L% EHIRATER RGN TAF TR

A 4

18 ~ I L R AR A LA F T A=

MAEERAE R 2R T B — (2 2 WA S A LAE TR > DA
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teEpRAE VA HATARBE R Ay 22 - B bl v] AR A 2R A R =UHE
(1aC) R ~ FRICALAERVIE S « DNERAEAEGHTN ~ FEHI HAR - ZERIRUE ~ o

% ~ C1/CD THEES ~ Fast G Am s/ JEoliGgE > BuaNELETH > L
K BpagE A SRR AN B EME TR B

5. 2 (Go Full DevOps)

* |aC for pre-approved patterns

* Baseline container images * Required baseline templates
O « Baseline VM/Instance images * e.g. |AM, security telemetry integration
* Hardened A * Control objectives
sonatype » Embedded security tooling GitHub * Control specifications
+ “Open” images for dev/R&D * Policies
+ CI/CD tool integration
L 1 L.
Project A Project B Project C

Or Commaon

19 ~ Full DevOps if2

EHE A EEFTHRESIIRRE > EWIE > e TEemE - I
W EIR AR S NE e S RCR I E S - ERE-ERE - Bt
FIFFESUER SR > DURES B I U BT ERYRE K -

S EIESERE (Pipelines for security artifacts) @ 21N EHE
Bl PR - RIAFEEN BB LRE - DIHERZ M
49 A RS B S A B0 B Y R AE A AR o
(2) HEjME(Automation) : EAHEHEME T EMERAKBIEAEEMEEEN
£ > Pl e - HIEL - B AEMRAEMEIE - BEMLEBIN
B DERR > BIEIER] > e 23U -
(3) F2=UHE A (Governance as code) © J& & JFH R & DU B AT TP
AW AR ZEE TS > EWREEME « oA ] =R A
i -

(4) fEA ChatOps THRMIF& - i EBRE S BB ERISOREE S BIIR = 5
RIEFsEl TE P - e S i (R e -
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6. WAEHE—HE

IR IF R oy UG HEE - WALl CCoE REIRE—E - 1R
W A DEREGEE Y T AE IR B AR - 15N > EEIET] TRk 2 TRES R
FfE SV E M > DURER TaC -~ ChatOps S THAREEZ LM - FEHY
PREA A BRI AT -

(+/\) NIST 800-207 555 : ZE(EEENIRLRZHEEZE (A NIST 800-207
Playbook: Zero Trust from the Whiteboard to the Boardroom)

ARigEH Zscaler BY Bryan Green ¥E(TE%E o

KGN HAEEST TNIST 800-207 4584 , 1Y Zero Trust ZE4# » i
AR HEE RIS, o I E LR T A 1990 £ 2020 F{SEEADHESE - 15
HH DIAE RS 27 2 R BB A (BT E R A TE S B RV IR > W 2
RAITAVERME > PR T SR ~ MERERIIG I TRUA ~ R FI R flr & fE - $%
o WENET Zero Trust ZRFERVRLSAIFERT > Wo@FHHLIER AL ~ &
A EREE R MBS R4 - DU BN RRSRIS R E s R AV R B - SRR T ¢

1. ZEFEEMEERRE

AR 4ash 7HEF NIST 800-207 FEmgAVEHEENS - BRI M4E Zero
Trust ZERERVE S22 DL R HELFRAEMER L2 288 2 MRV & R » W5REE Zero
Trust ZRFEERENGDESMZLERZHAVESS » REET "Extend the
Corporate WAN | 1 " Secure Communications Over Any Network ; 2 [SAY¥%t
EE > 70 ol A e 1 R o o B i L O B R A

2. HEFHEEEAVREIBSS

EE T HE—PERET Zero Trust RS EAVZEIES - SIEENEPE
A~ AR A o BRAIEKER - FE AR AV E A E ARV E R L TAE
B S BRI RS LS i o eSS H B B T A
4 E o BEGHEEERSEIE R RE - 22 EA R R RS A RS L2 e
W BE(EE4E - MLEmEA S > 5[ T NIST 800-207 fem+HY Z/E
{2548 > B2 Z5RE08 e T @12 4E NIST 800-207 fergAHE R EGE(EAMAVERE
Mo A& T NIST 800-207 ZE(EFEmMMHEMAR - EHTEM 55K E5H
WL RS LT REE - 2 HF R AEEZRENZSEERME - hE
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B/ aH T RIS ILHY 2R ~ RS LR B E B S N R AL - FRF R

gt 7 EEEAREASHFEA > R &R AR R E R E =T

 ZEEFEHIL

SV~ BHMERIRY AL - BIRESRBSHY B B DR B A T L 2 s 5 -

i

Application
Transformation

Workloads in the
data center

u]
u]
(s]

000
000

Network
Transformation

. -
. .
. .
. .
.. .

Corporate Network

Network Security
Architecture

Security
Transformation

00

Multicloud workloads and
everything as a Service

Direct to Internet

Zero Trust
Architecture

20 ~ EEEHEEEE
B EE E AR SRR T

(1) BEEHEZ AN A M L ERRIRSRE M Z L2

RIGEE REFET -

(2) RFEERFENIEM R HIEE
ERHE - EERELEFEEIE
H o

(3) AHUERE A RERASE > DWABREEWAR - HIL - BIEFEERERR
A B/ M P2 R RO 2 2 B

(4) RAEMTEIRE —E T HEER > Fra&RATZEES RGN
FEA REMLE 15 v] DARG (R R EEAAERT ] P Bl RS i BURVE R -

(5) LM RIS LA IRKISETT > B ok - iEES ~ Z2
BiiEsF - En] IR SRR Ay 1k -

(6) REx E&EWAR - BEFEEESGT SR EAS =8 > DU
TREFHEMEE TIF - Er LIEB R FE R SRS 7= F
> BV EK

s b o Pl E i iR At - &
EE LR St A T B AR Y B N

3. FIERRYEEERE
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Risk
Risk assessments
Key risk drivers

Findings & reports
Compliance gaps

Maturity

MIST CSF

CI5 critical controls
Capability Maturity Model

I~ Zaro Trust Architectura

Trends
Threat intelligence
SecOps incidents
Exception Mgmt

Vision

Outputs

Inputs Processes

21 ~ Building your Zero Trust strategy

AR T Ao A Zero Trust Strategy FYERE » B H VEA

g LEIy R B RS RE » STALATT

Security Drivers Business Drivers

Risk Mitigation Cyber Capabilities Business Objectives Business Agility
Prevent breach Leverage Threat V S Customer Trust De-risk MA&D
Attack surface bsilicreoe Revenue targets Time to market

reduction Co:ﬁs;cerg Data Regulatory & Hemote &
Minimize lateral TR Compliance hybrid work
movement E;aabrI: F?:r?y[) Corporate Governance Cloud migrations

22 ~ e E [ B A A
(1)Risk Mitigation
[. Prevent breach : {&FEFEEL, (L ARSI IENH A EHE HEE -

I1.Attack surface reduction : EEFEER/DINER » DR Z K8
Y JEL g o

[II. Minimize lateral movement : miﬁgﬁa HITT B E AT 248 N B
EIEE ST - DLBD 2 B S s R [E] -

(2) Cyber Capabilities

44



[. Leverage Threat Intelligence : 1>EFETLFI FH B 1F 37 AC e B i i
MR I EE > DU E 5 A 2 2 SR -

II. Consistent Data Protection : 155 H (R H B /T 2L (H4H 4% h 15
Bl — B AR -

[II. Enable BYOD & 3rd Party @ f¥EFTHLIFE T(EHECAVRHE
M= HLER - EREmREEZ S8 -

(3) Business Objectives

I. Customer Trust : fEE P BEEMAMRBENEEEE - 2 RKIRE
HREEFPHIBNEL > MR EEENEET -

IT.Revenue Targets @ WA HIEEfEEEBEREME HiEms ) E
BB A B - e REFELFWABIE > DIHERDFEENE IRV B
HiZ o

III. Regulatory & Compliance : BERfI& R K 2 DE T EE~F
ERERRIT AR - R8T B R ER BT E &%
Ko DU DA R e o

IV.Corporate Governance : B3 6H Ei5bEEH B H P EESNEE
FEH - Z2RIEFTF R TFIMFEGHE » DUIECR M FEEE 5 350 & B E i
MMEREEN IR ESE -

(4) Business Agility

[. De-risk MA & D * FEARGFISAITR 7 R 15 b SR AE 1T ORI EF 0 HE 7R
B AR BE o % Rl AR B SRR ORI Sr oy J B > DAKECR AR SERESY
ARy GRS -

I1.Time to market @ _bTiiHF[E]FE 15 3R 2 i BUAR F5 HE [a] 7 25 Pl 75 U B
[ o 2RSS T M IR - DARECR A SE A o b+ 7 Sk iR
%o e FEK -

I[1I. Remote & hybrid work : BEALES TIEEfE B T8 IEREY
HEBETAE > BHIEEERT ~ MYEEER T - 22 RIS EE T REEAES
TAE > DIHECR B T RE %28 2 b 55 R 3 L SR FI 8 -
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IV.Cloud migrations : ZEZBI%E 55 E F R RIS (¢ A H EL b s i i A% 2
EBIGFERER o e RIETFEE L FFEBY > DHEREBEEH L2 HRIE
FERI B i8R 21 3 I B 5 i o

4. EFEIE5|(Defining the North Star)

Security Outcomes Business Outcomes

Materially improve cyber maturity Accelerate business objectives

Mitigate Key Risk Drivers Cost reduction

Consistent security posture Support Long Range Plans

Reduce complexity & Facilitate Cloud & SaaS migrations
technical debt

23 ~Defining the North Star

HESFE P L 2N ENEFRBINER - CiREESE 2 B
LEHIRAE ~ EaEH - ZERBEH— 8 - AR - RIFSTEINSES R
K o BELGE MR IA A DEHBHSE T —HE A ZEERENL R - [
IRF SCRF SR IS RO 38 R AT IRT -

5. Migrating to a Zero Trust Architecture

Flat networks increase attack surface Prevent sophisticated threats such as
ransomware, phishing, 0 days

Increases complexity and risk Improve resilience and mitigate APT's

24 ~ Migrating to a Zero Trust
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Flat Network i aE#/ D& & RIS fds BLps ih 2 2 V) o7 & (8 T A Es B 32
Fto HEFAGRBUERE T+ 288 - NI B A RS - AT e 2 I BB YR
R ARG -

M FEFRI PEP(Policy Enforcement Point)f& ° BB FEFETHEN B HIHE RAY
BZEEEE ~ PV R] Zero-day JRIEN S BEATHP S - B B B I E 1YL
SR ERS] » HAMRN IR ERERAYEN » v DU/ B e & 4R H 4
S EEE et -

6. BUER(RE © P5 L BUNEEE 2RI

Prevent data loss to Internet Manage 3rd party access Secure BYOD & Unsanctioned

workloads, loT and OT Systems applications, not the network unsanctioned applications

In-line DLP policies for users, servers, ‘ Give partners access to authorized BYOD and control to

25 ~ BURRE ¢ IR BURE R Z RN EE

FEGERSIREE NI IEBUR BRIV E R MRS - BERE T E E A A HIH
Bt > A0I0E ~ BiKAE ~ AR A - DUORGEREE 0 2 REIRERTEIH ~ Sh
HR I MR B R R R Y L B -

538 o AR B AN B AR = U5 B (E R S A B R A - 4
G r]REEA L IERS ~ SRR B MRS TR P 5 = T TSR A B
=75 T RE 75 B AT T H AR AV OB N 2450 - 11 4H &% 7 2 B M A YRR I - 409%
FEANERE IR ~ B BRI R - SR REHEE » DRSS =7HE M2
AZPERIZE 2R > G (R BUREER AR K B

AL S ATHY TIEEARA SR ERET T - FERE 8 T H Gl el R &R
FER (R ST AR B BB R E R AVR R - & BOR B S Y 4H &% et B TR (E A
s AT IAF > DURIRIZRE R Rt AT RE AR N SH ARV RS F - R E Y
PERITEHE > ANE et Mol Egsg - BRI WRES - BURII% - B LB BER AR

EHEN o DARELR BYOD MIFEFRMER FIVZ &M - LA » B HE EHHE BURFIET
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BRI > DR e B T e A2 288 R BUREIE A goR &%
FERY SR S BN 8

7. EBEEETHISTE](Segmentation with Zero Trust)

User to App segmentation App to App segmentation Workload-to-Internet Workload-to-Workload
segmentation across Clouds
' % i ¥ P
f*/(@\;\ (i C {B ( f"‘&}\J /1'. ~\~-\ <( aws )
(S8 &= ) Tl il
i : 4 i

26 ~ E{EETHYTH]

R T BRI/ MU RE R S BCAh - o BIER] ~ TIFESEEL - R IiE
(9 PEP Jrﬁ%% > PRI E R EHULEAER > DU AEAER ~ TFES
# o ZRFEER B G T EREG EA IR o n DU (I e R 2 2 i

8., ZBEEMFHEKEAEANAMER (Zero Trust Network Access (ZINA)
traffic )flow

Terminate Verify Broker

—
Remote Users Public
-.|000]|.., Enforce policy
looo| Decrypt&Inspect @l AuthN J| AuthN g gER -0 ) R .
: |000| & L = based access
Data Center
Ha
o Posture & Context iy jennty Direct to the resource =8
(3] Data Threats
Third Party 10T/OT Devices
Cloud Workloads A g ((HHY Cloud Workloads
Minimize the Eliminate lateral Stop compromised
attack surface movement users & advanced attacks
Apps invisible, small Enforce least-privileged Prevent app exploitation,
blast radius access without putting users find active attackers &
on the netwark insider threats

27 ~ EETHERE R 2R

ZINA(Zero Trust Network Access)/@ TR L2 22MEMNT7 /A3 - BoR
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S FEFE TP B0 R ARBE T » AR BB PRI A 7 5 (7 R
FOFSEHE > UEE 7R 005 R LR I SRR - ZTNA SR BB 2
AR5 TSR

B AVAE RS 2 i B3 B i O B EE W0 (cast le-and-moat ) HY B4
R BB 4 s 4 1 Ry 22 /Y > T AR A S Al Ry A mI{E(ERY - FHEC - ZTNA
SN B QRS FIS MR A RS D 2 A IS (ERY > IEER A IS i &2 2 AR R &
TR FIEE -

ZTNA By 2 R A 55

(D) ZEEFA AMEEEAHEE - SEEURE - WEREEE M P e
(AT TEREE I RE - DU E Bl I RE IR -

(2) s/MuFTFEREPR AT - & 52 0t F P RIE s A s Y /M b a3 P R PR BT ]
BIR > DUBCD B ERY U TN U -

(3) rEER R - RIS ~ SIRERE T XER - EHRENE
ARG E R > BRI E AR - BRI EER AR -

(4) BRI S (BE © TR PRI & (88 DRI 2%
PERI AR -

ZTNA HYE B 5 =0 m] DLELFE (5 R BERL A 4 S (VPN) ~ ZINE B 1 Bgse
(MFA) ~ EWSEH ~ FFIZERFIZR (ACL) RITT R e isciy - 0 B IR Rl
PEML SRR ~ S RGN 2 e WA A - (RS P AR R L B AT
fa] > HiAe B3R L 0y E PG -

Bette > MEHRGE T BTN BN AT (LR FR R LR S
ST+ BEUERILLEIYS - BRI S S A AEE o BRI T
Je—RERE IS TR - RS RIS AL AR VTS - A
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AR ~ BFFEES - A LR

Action bias

* Avoid analysis paralysis

* Focus on progress, not
perfection

* Doing > Overthinking

Take the
1st step

* Don't boil the ocean

* Opportunistically and

selectively apply ZT principles

* Build confidence with smaller

attainable wins

CERFERR - ZFPE AN R AT E IR EE -

Expand
strategically

* Prioritize using key risk drivers
and your risk appetite

* Define the desired end state,
work backwards

* Evolve methodologies over

* Build consensus across
stakeholder community

time: crawl, walk, run

28 ~ ZEIREEEAE A EER

(+71) 2023 FERERNZE - BEME ~ FRIZE# (Security in 2023 and

Beyond: Automation, Analytics and Architecture)
AEHH Akamai =4 EIAEEFE E 22 E Boaz Gelbord JE(LEHEEE -

KGR B ES Z 2TR M ERAY PR S, » SR SR R R AL R Y
B ~ Bl bV EREE A YRR - DU % R R B R B
WEH ML - SRS TR L2 P EH B L ~ SRR E Y
PURCAN AT AR N T 2 (AT ROBER 5278 (ML) 2R B A S 4 i 27 e TRl

sl [l DL AU SR LA R AL FRHH R am AT LRV I8 5 - I IR
HYEE M DU S5 = A BN S F A & B RAESILIRRIIETT - B IRE—
(HERHEE - FEEFBAT RGN - £ H @RI ERE T - (1%
I [5E] 22 (1L e o . R S B

sEfES T Akamai $ERGIRILER S HVGETEER - BUR Web fE R B H
ELt & 137% > H et ¥R TR A g 0 > BIanfESdiEE T 30% % DNS ¢
B8 0 O EETHET AR5 (DDoS) MUt A BT & - RURAE[RITESE & 22% - BIONIE
RS 70%

st EREER B T HEME ~ TR P R S TR s e g (B4 CEO '§
7E~ WRFHEE ~ APT R Logdj F&AMF AV ) HYEZME - P IR R
B E) > FEAEMHRE CVE #Am1RHY 24 /NF N BIBHIBIR 8 & H 5% CVE
I ZEE - NI > SRR HEMEVER - FEKIREREEB L e 2R

FET- B AR A R B 2 [ - il R 2 o S R R R (E E IR (ToT) IR
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FVEEEME - NREBIELIKR - 828 — B 1 18 e It e e A AR P 1L JR e 4
HEK -

s ESRER T HENME ~ TR AEREOROR 2 2 M T R B o iR
BT I EUE B G 5 AUBRTT RV RS IR EE - 1 5 B {2
—HYREATT R o SEERIERE TR MR AV E RN > A DA Ik A R
FUR(EH SRR o B SS5RME B EE ~ TSR (R A e 2 A
bR 2R ER > I HFRERIAREA TR —HIR - ik > BRI
LB T ARRENSRIEE - DIRERRA B SRV E 2R -

(Z+) ORGSR T (The Five Most Dangerous New Attack
Techniques)

RiFEER SANS 224 B 57 Ed Skoudis ~ Heather Mahalik ~ Katie Nickels »
Stephen Sims & Johannes Ullrich #E(EE8EE -

SANS(System Administration, Networking and Security){f&lDIAgRgtt e
H& = BEIEEZEE L B BE 1 AR EEREH TR -
A 2023 FEERAE SRR AY 5 T SAY RS T B R ity Sy ELRF BRI TS

. RS [ZEE(LEEE (SEO)

YN[E]RG 38 N F] R 5 [ 2B B (SEO) 2R /3 - L B i - iy FE 44 LU (e 84 7
A an R S O e 5 131 H ARG — B > SRR E g R BhHY SEO > (15
FRRGEUEAYEL A B RIESE S > (EMmie S ENHYRLIR - Katie Nickels &%
BEFRIR o SEO (BAE B R —THEm Ay Bl 877 - BBE PGB R ENHE
P AE RS HERE el > B EIRA IR AR -

TEETEBEE T » BRI A SEO A 88 535 B =2 &= & 5h M 7R A4t ~ 51
AEAE MTECEEERN > BURBERE TR BN > HEEEGHEN L
AR O a8 ERBRAR DUEST RIFVER « SEO BRI MU Bin B e &
st BB > BB E R AL A S R (R Bl o B T HET SEO
(BAEI > SRS EE A RN E B2 5= -

2. EEREEAAYE

FALIYEH A B0 A8 125 [ S B B (SEO) Y B ML R AR s 5
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MNEMRZER - 49EI03E 0 AR EIRAVENE - e B ER 2 EE R E

F(malvertising) EENAVHER) » 12 LEE) A Flthie = TR EL R F VG PE - 5%

JENG PA—33K 44 F Blender HYTRE: 3D EIIPRRAGSHIYIRE (), B Rl - & (E & ZIE(E
RS - e BmEAY 3 EAgnLELEEE A TS B AR - B 4 (EE

FEER - P A REET B IR G AREERALS - AN IR AR E B EEARRE

IERY Blender E49%&-F522AHE » —RHPREE D HIEEN -

3. e iEEs

WHFeE - SRR YRR U T A A O0%ANERHIRRY - EERE
FRTAERAGHYRT 3 S FH A e — (R OLESE > ISR TRrYS I - DURAERK
Aaat ~ FASE ~ s~ EEAIEERIRI AT M SRR - SN E R RS AT
RECHER - NI E AR SRR (L e g o o] RE 25 252 2 e DR 22 At A S e

SANS WFFEZrR > e (it e f A T A i Ry PR RS B S R = FE EE Y A
Gl BT — » SIEELLL 2022 S Las tPass SRR B iysEH - 12
B G M R s A A S B IR A B AR R ML B P R R © &R
TRV SEAHARIM S > LastPass R BB IGRH | HELE 5200 s eaa e
PR R E S FVEEY: - DEERGRASBRN L2 - HaZERER
e o MAVGEAN BT E LR o (hIRH ARG B S 2 e T RE
Rf > FREEL A IE Ay Se B AR eI e > BRI CRag Hrh Y AR -
BRI -

4. Al N TSRV

FEZ{% ChatGPT BHEMAEEESHA (LI BVEERIY & > Bi~F& &% A FT
THHA > EEE - B2 EIEE A BRI s > FIAHELE AT T B ey mIE
FIFFIZERFZ (zero-day ) 28357 -

5. i Al BB TR

Heather Mahalik SEEEWF R > BRT Al BUROICEE RIS > THRIIEBEE S
AR S 7Y AT B9EA > DAEMFIRY 38 TAEFIS(F E S G E T (E -
ChatGPT RIDUIRE HERGHE D MR » E(EF R A I ge s f—E5a K
HIRERS S EAItE A TAE TR - Rinlli@ BB 0+ 7 L TS 3E S RO BT -
ChatGPT R4 FH2K B SO (B A S A
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£ ChatGPT Beffafinds FHYt A TAE R 8 g F BHERIEREEN: - BEtE%RE
SRR AT EE U (R IR S A 5 2 B B > B B I AR e B e — (AR
ZE > BLATRECE R A B 2 b o (IS S R I R B PR T > TR
HERE L N EEEREESUE - DR B TREHTEATREaREI 2L Cha tGPT FHEAZL
BERNELZEN -

(Z+—) REEZHRR] ¢ 45/ NEIEEE NI Z=FE(No More Time: Closing
the Gap with Attackers)

RiFEH R ZEEZ AR 2/ ( NCSA) Bz M a =S4T E Ahned Al
Hammadi Kz IBM &BRZEER B E4E4CEH S RI44E Chris McCurdy ¥E(TE8EE -

o PR A RS 2 = B R AR 3 B 2R B A A URIRH (8 - 2R A
HRIEI e B Z BT SRV ~ AT E 2 DB H A& - BLTER - S8
EURF BN E B R WA T AR AV REITE 2 8 A NIEER 2 A2 4 K - SRR R
Eg LT HVESEN: - DU B L E RN B - R R ACE L8
AR 2ol - BIAA A L SME S E G U o i T - MAs A
G 2B E R

Al Hammadi s&/ESTE 1 R HECR FIFA M R ERE S AT E L AP - 58
A AERFIAIRAE P  Z & fF - DU S B2 RISk RIS & DA e I A Y &
-

IBM Security ®EREIAAFFELALEHE Chris McCurdy SKEIRSRE 24 E T8y
—(EREIRRZ - DU B B 4 - sEERRE . \JEC A T mE T
KA~ HEE BB B SGR L RARREZ N ~ BaMEAE R SR B LA E
IR - 2RI - PElEes 2 2 RIFRE AP - RN E U N ETR R
DR AR RS At A BT AR AV ] BB B A RS R S R P A W 8 H K
GRREEITURDAA - Al N TEEF LR )T ZH B B E L BB R iR a]
JEPEE RN AT/ DHY -

sHIE SooEER 1 REEZE - AR A TE SR EEL - DU AR S A
B DR bt 7 2R R E RN - A\ TS ZRVE AR IAE (S (LAY R
b R BT E B G E R E AR - e TIEERER - (SRR IE
BIEMTTRy - N RSERZBRHEREN A R M 7 o 2B © B FR (B
s L BN 2 Rl o T ME (R R U S -
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afifE Ahmed Al Hammadi #5128 e HEUR MRS 2 2R ERECR FIFA {157
MR BREE L T IR PRSI EEE - 0hE AR 300 SRS HE
IS > R 2R Sl — 80 ) o NI 2 R B G ek B
T HEREER RS LR

s Ahmed Al Hammadi ifaw 1 Hayya FEFHREZ(AIRASERIME » Hayya FEA
EAZAE B AERYER) T R FIFA 5P e BREF R B EIFEZN APP - &
RAEE 7RG 150 B FACHIEIE AR 2B EEG - IRFHEE - WEREN
SRS SR - BEf% > Ahmed Al Hammadi 8B %8 AFEST ARG 224217
HEEAE - EERTEYT AN AR 2 = R B

Ahmed Al Hamadi SEME[RIEE 2026 FHEHFIFRIRE LA BRI > #Z
ESPRRAESSE] ~ RPEEPRIIIZRERT - SRR T A B IAIRARL P Z & (R 8
PRS- (N R e RS B FIR T RN A 1B 5 - SRR sREE - SRR
T EHESE - SAMEZRERAIEE GIERY T AKBRTE TIE - WsiEh& Bl > M &«
TEEANRIE - DAL ORFF BN T e -

(Z+Z2) RAEHFIBLERARZEESIE (From Public-Private

Partnerships to Operational Collaboration)

AiFifE National Security Agency(NSA)HY Morgan Adamski ~ ZEBRAEES
(Department of the Treasury, DoT)HY Todd Conklin ~ FBI FY Cynthia
Kaiser ~ EEIEEJFE (Department of Energy, DoE)AYKyle Pfeiffer K Joint
Cyber Defense Collaborative(JCDC)HY Clayton Romans F:[E4E(TEERE -

SH B BUNSRIFTE X N BN AR ET = SRR ELIEE
VAR TR ERAEIF I = A RE ARUE R E L& R I BB LIS AR K
LERNHITHRE - BRA TR > RILMETESGET 2 st B B L2 ME - 4 seET]
FHE - EL MRS EEZIEE TS o HAIZEE FBI ~ CISA ~ NSA % -
CEVEMNTE G hflEimst s ZE5EEE -

REIEETH o BT 2019 1% - MREIRE DIAEES T BB - R (E ST
ERF TR LA R A N RS SR BB B TS0 > DOKE R AR S B L
W DU EE IR -

sElEt O HNEZ &R EFEREEE - (E52EIEUFEFIE 2023 4
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FIHAIRIE - E&A 100 ZATEARL ~ B FEERAURNE » RIMMIHEZ S T4 -
ERTAEFTZ REEFIHRE %?E%E—’@Ziié%tbhx & BT MEE RN A Al Sy
BZEE - HER ] DOLRMERGBUF T - Bl — D i B R & L5 &
Tt EZeE - MNLAR#E - %Jﬂ:%ﬁ‘”#ﬁ it o S — VAR A RABS P T L
G5k - A AWNEERL -

(Z+=) 1 OT/ICS BREHIREFEDIME Al MRS —&#% CWE-1039
(Stay Ahead of Adversarial AI in OT/ICS Environments - Mitigating
CWE-1039)

AirEH ObjectSecurity LLC HIWFSEHRAS TAZAN Jason Kramer K EIHFEA
Ulrich Lang H:EHE(TR#ERE -

ARG ok L EE i SRR TSR 24 S22 DLURGRAE AR AR A ]
e AT §2288 > WHERETAN AT BR AU E BRI BN A 4% i ottt U5 U LA PR AR AT 1528

Handling of Adversarial Input Perturbations BF5 Al FEm(d & EEEE
FHE OGRS (UEIGEEE) AR Ry e S B
A B EIA AN E R - HEGZEGE T EE AR - WA TR
HIFF - A EEA RS -

* Consequences related to an exploited CWE-1039

* Provides a comprehensive breakdown of the various stages and
types of attacks

oBiECTIVE m FREQUENCY

+ Misclassify output « Data * One-time « Evasion

« Reduce confidence « Code « |terative « Poisoning
« Extract proprietary data « Model « Continuous « Inference
» Pose safety risks * Weights » Extraction

+ Gain unauthorized access  « Physical environment

29 ~ CWE-1039 : Automated Recognition Mechanism with Inadequate
Detection or

7Y OT/ICS &t NHY Al BARIEE » AH R — TR AR 52 S i S
S ESEAIE - B EEEENRE N IR - PR S ERR N E REE - Hd—
{ElRA 2 B 73 & AT RE S AR HP IR AN V- LRIR - PR RIS R4S - HEEE

BSE ~ BRI BRI ST AV RGO B A SR S YR
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R E AR R R 2 2 B B M S BT R E R AR IR -

Al ISR E R AR SRR AR A _E oy R Rgds © —fEtell] > 55—
AEIRagarf® - FE ST AMEREIIIREF 202 > MITRE ATLAS #4# Ry Zr il
PeRAYHE 5 > SRRV ~ BT ERRIEAR MY R A ARG TR T B
Tl o

BRI S SeE YN EAS T aE S E YN EE S Jiif =%t
SRR TR BB BRI - [ RE G IS IR A RS > 40+ —IRIE R A
frEIBEE AT RE SR AEVIFE L Z — T E BB L Lt ATRZ $HAE BI85
AR - ATREE R T s BUE o tE > R BVHBRENUNE BT 2 - BE
TTRETIAEREE - A AL SRS E P e s e ERES) - A8
ERbG R E RN SRR B R BE R ENANE - Bl
B2 NG~ mEEFEL

What-If Scenario #1: Delivery Drones

Model/data stealing Direct evasion attack

Physical evasion attack

Poisoned training data

ol

—~ -

30 ~ HTREHVECE 1R 5T - A S I A A

HEEE 7 AR AR AN LE SR EE e > AT HEEE
YE AL E(F > tOAEEUER « I - BETRERN S MEPREGE B R
A NEE - BIEERE R AT a7 2 Tl - thaTRERES R A7 2
By - B0 - FEBRAEIRE T - TREERTERIPLE B 2 25 g -

AT RERIE R m] DAy By EBhOraE R B Bl (ol R AT - (52 U
A AR MR SR AR R - DT AR N B AR R RO TR - WG
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PR FIERIFEREDIRE » W EEFFEE AR e 2 E 1R FEE - WAL il
T

1. FEH{RE AL/HEE5E3 (Proactively Securing AI/ML) A LAEREL T il E
FEE T AT

(1) 2B {L (Robust optimization)

(2) R PR st ek DA A S T B8 Y 2% B (Minimizing model” s exposure

to attackers)
(3) ¥idllgk (Adversarial training)
(4) [i% (b (Defensive distillation)
(5) Rl FIFI R EAYE A (Detecting backdoors and poisoned inputs)
(6) ERsEAIEEEE (Verification and certification)
(7) 7KEJE#E (Watermarking data)

(8) A ER%E (Mode]l compression)

Wt EENREHE S - A E SR B2 AR Y > WA RPR R DR
WEEE R - ARG MRS APT ~ [RATHA OB THER > 24
LA B - BRI SRV EEE T DAt iR A S B T TR it
Sl SRBAS - (o HLRE S o AR s Ee i g - i P LRI R AR Al e
SSRGS FIEHE A MR AR A (EEAR BGESR » trl4a B 7 /KEN L A
SR ACHE REBIE A GRERF M S - &k - A —EERPERY AR DB A
(AR 6 st A A TR L DR T DR e -

2. iR AL/ML(Reactively Securing /ML) ATBLSRHY FEIRAH i
GEE

(¥l (Adversarial detection)

(2)EME(Noise removal)

(3) TEEE B35 (Preprocessing data)

(4)ERIREE (Mode] fine-tuning)

(5) il s (Detect out of distribution data)

(6) 2% (ki s k%8 (Disable access and fortify system)ZE5 o

A ENREERAT S - e R R e BE s n A T DU R - AE
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T AU A It > AR HEE RS FEE DTS - B8 - TR B EEE ]
HRUREITIAHE - StHEIRET TG - IR EA SEFRILEIIMEE R Z X
B2 o [NIE - AT DA AU B R R HE RS S T TS0 - AR A HH B o
Bt A EsaH AR — AR E A - et SEEEE DA - i
AZE I ERHHNRIEEAT - DUHIEATRES | AB DM B BRI -

(=)  NIST 4BRRZZEHEZE v2.0 : WEEFE ? (NIST Cybersecurity
Framework v2.0: What’ s changing?)

AEREH Optic Cyber Solutions HY4EERZA4: TA2FM Kelly Hood K
Paladin, LLC FVAERSZA4 TAZAN Greg Witte JL[EIFEER -

RS MEAR 1.1 ROt 2014 R3340 » IMAERS 2 =EAR 2.0 RiKA kIS
ffii o ATty B —(ELHARAYSCE A IR EE - NI SR AR — i S 5Hike
s DAEIEAAYE R EEURARNS ? B AR R E A TR ik
P& —&l 7y ? B2 REEHZER 7 | BEEEIGE NIST RS
LAY - ISR AN a0 -

MRS MEAR 2.0 AHVE T —(ER SRR E e L R e B HE - BnfbRE
PHEE - IR ~ A DU A ERT A S B ~ DUR BEER IR ME SR
JEE ~ AU REE TR MBI MR RS EE - NI - SRR efER 1.1 frVALE
BRI BRALE) T > MBI N EFTR

Framework Core NIST Cybersecurity Framework 2.0

Asset Management
Business Environment

identify

(Governance
Risk Assessment I0.RA
e L T L
Supply Chain Risk Management 10.5C

i anagement & Access Control PR.AC

| _PRDs

Protect P 1] PRIP 5
Protective Technology | PRPT -g'“ -
Anomalies and Events [ DE.AE »--.mm

Detect  |Security Continuous Monioning | dEom & echnology Infrastructur __PRIR
Detection Processes DE.DP 'Y Detect | Adverse Event Analysis DEAE
Respanse Planning RS.RP ) [ Contingous Morstonn, ¢ DECM
[Communications RS.CO

Respond  JAnalysis RS.AN
Mitig: RS.MI
[Improveme [ 4
Recovery Planning RC.RP

Recover  [improvements RC.IM Recover | Incident Plan Exceuts RCRP
Communicauons RL.CO (RC) | ncident Recovery Communication | reco |

CSFv1.1 CSF v2.0

31~ R AR B

NIST &g82etEae 1.1 REsA o Ry 8 (ID) ~ PREE(PR) ~ AflI(DE) ~ [H]72
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(RS) ~ BRAE(RC) » 1.1 ARAT—THE BRI E I MRFRE IR 2 2 0ReE - (E R—(HE
FRHTE L HER R FEFER R BIE R IRE - R (TR e I iReE - 1.1
AT AR A R 2 2 By - (ELR T (AR 2 5 SR SO B (< & i R R 2R
AR Pk o NIST ££ 2.0 il aa%E T ELEYRVEH - AE R E 238
KEEERERHINE - WAGZAE ] ~ w2l ~ (Re€ ~ [BIERIFTEEY) > e
18 o S4ErE e AEZR 2.0 IR © JBBE(GV) ~ 3A1(ID) ~ (R (PR) ~ fdll

(DE) ~ [B[7(RS) ~ TIE(RC) » FEHI/GHE ~ SRABINICREEDIRE Flpf SR Y & FE TR 4848
ZERA - WIEERN - [BIEAIEIRE A MRS S - d e B SR
i B g EEES  BORAEF LU A BRI E AT e T AR )G
o

(Z+HA) 40 fir CEO SaFERMAIBHIR I A84EEHERIVEE (What 40 CEOs Told
Us About Building Cyber Resilience)

ARiFERER ISTARI A9 CEO Rashmy Chatterjee Sz ISTARI EiZ=FkE2fy
Manuel Hepfer F:[E]f#EER -

PEUEEE By ISTART B4 R ER R R —FEIVIHTT R » S50 Ay (The
CEO Reort on Cyber Resilience) ° FEEEALERARIMFE 37 fir CEO #fTEH58 > u
Wi CEO Flnh Bh 1B 25 T 4GRS MR P B Y A 2 ~ BREAO PSS HERI/ER -

ISTART R ESHRITIH — R EERE LN E] > BTN B & EEIr e IrE -
INE B R B Mg Bl (Said Business School )M CEO #4545 52 -
wEMEMEEH A BGEATIA > 5858 CEO fE 3 T AR & M s A BE S E

H N N

i Ry ISTAR FIERELRZ T &/ N AR R ERGE0E Manue] Hepfer
it fEESE ~ BONISEN CEO #Ef TR — NEF I AISRE - BLEE AR UL
HEAE 120 {E3%70 > 9 40,000 AR T - =57 Z—ZahE kB > #EZER
Y 9 fiz CEO o - MfMIEY 2 =11 G S E B s B e 2
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32 ~ JEHEEE ISTARI Rashmy Chatterjee {7+ S Manuel Hepfer {8+

EERS BB AT > B Ry g CEO R Rl e R AT Bl - 4RSI %R
AR ZE A O e 88 AR AR - 38 CEO B AME B L E T4 AR RIEAER R
- NI A > 5% CEO HELZRBIVEEERL T2 ekt
T~ AHEE AN EEN: - B T &3 CEO MEE B &2 R b 7 I HE
L Rl EEAFEE SR T > CEO MR Mok B am L M E ARz -
FIE T -

13 CEO MR - M EE e - BeRESGRE Ml - A0 > K%
8 CEO(72%)Forn > MM EZAREENLAERE @ EEEE CEO K& L H LS
BB AR ERR - BB RGeS BRI - HeEE R
FERNHGBRE T2 CEO 5803 - &R BTEAYIEI T DABHREHIRE - FF
RIS AEGR Z R & eI R 2 E P B ST -

e 5E CEO m] SR A By DU 8 4 L A SR AR 1

1. SHERFEEE > MAEEHEE - FrafZaiaiydsE CEORon - HELYHA
HEERME - A1 — I HERERL2E (CISO)HHERE - H 7
Z— I 5% CISO M1 =572 —F=El &% CIS0 384 - iy CEO J2 =
HAERL - ARIEHIIE - BRI ERYZERE - TR - R CEO AeE A
HCOBAELRME > CEO JEHL CISO —iEIL[E RIS T A NI & M
HiE -

2. tEBEEEE HHIBEEE - A% CEO RN ES BEERrBERRI S -
FECRFF AT E RIS SRR Y AE - (T IR (SRR BRI
i
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. FPEUEIESAERE S - 3 CEO EREZATaERY " TR o BLR2EH
KEBAGHERN—K - EENERTEERAES R gLk

(SEHARRVREER R E M - S AR rEF BRI SR -

it > FREEIE T SRETR BN E R (R AR ST - AR (R A ATREIR
RIDGAE - EE2EAEHEEZEIFEK « CEO et EEE -~ IRH - BEH
B ~ =P A ERE R T2 > CEO RREREE DMV EARE ~ MJEEs ~ TRUEEL
R > IR VR R T -

Transmitter Amplifier Filter

Absorber

Stakeholders
o

/

Stakeholders

Siakeﬂolders T"\ S_ickeholders ,’f

};r"_"‘*{

| CEO | CEO )

e A

x . \
711N /N

Organisation Organisation

. . / . . AY
Organisation / Organisation

33 ~ 13% CEO ST EIFF R 5 R BT A sy A

ISTART #J CEO Rashmy Chatterjee ¥/~ » QERRICEERVEZEHE H T % 1T AYE2
M1 > CEO EDAHE E SR A E LB FIF o HEf TEENE - 1858 e tH RT3 13
A > T DU IO CEO PR s F - SEARH CEO 7R M (s L AR 2
LHERAAE RS ETE -

Cybersecurity

Cyber Resilience

Departmental

Organizational
Prevention

Preparedness
Protection

Adaptation
Risk

Threat

Point-in-Time

Continuous
Individual

Collective
34 ~ CEO 1 Bf - 48 22 2 B i B 1L b SR AERs 31

I 4575 2 30 CEO FETTARIRS IR SOP M » 11 CHO PTLLERHY
RSB T - D SRR O - DS

LA S
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FEREEZNE - EFEHERTEENE - BFEEEEO0SH - L EHE
I -

(=) EE—ERRENIST WDIMERRZSEE BE (It s a
Journey---Where is NIST Headed with the Cybersecurity Framework)

A P E R 1 B A AR B S 7e . (NIST) BFEESREE SR Amy Mahn
K Sk it S5 RERS Cherilyn Pascoe L[EIf#sR -

NIST Fil& Ry E BB FAEAE S (NBS) » B = ERE Bl ny I E R B e - HydEd iy
R ERIEE - BRERIEAN - SE S EIEEUMER - TR MR - WA
BEEBE—EHIEHEE > WEAZCHE T " MR8 L2 HEZE (Cybersecurity
Framework, CSF) ; - B{EfELEHAVE RAHIR A R TERT - (EHIF B B
KEENYHES | - A YRS e 2 AH R E R IR - fe R FIAEE RS - NIST | 2014
SEHEH CSF 1.0 fRAEZRZES » 8 2018 4 CSF 1.1 2hlk » ELpk Ryt F& BRIEAE (5
A4S 27 T HEHESE -

s e EH B Al NIST IEZE{T CSF 2.0 SURIEZE - WiE2(2022)4F 2 HH#EETER
1% (Request for Information, RFI) - {ERCCRIER - EUEELAS RAAILIESH S
130 ZHI2k A EFR A4S - A AR AR B S B BUN 17 - Bl PR A kA EEE
oo BHEDLIT R ESE B ASE » AdE Microsoft ~ IBM & Cisco & - HAMHIZE
MR~ BER - SRl BRSEAEE SRR CSF 2.0 IRIELEFFEEE - A
REE NS - WHECRITEE A Z A » S5— 7 58 b NIST BLlfF%
il ~ B AR R NIST S R 2 SR BRI — 20 » s bHEAR B E e |
IR ERA (% -

NIST HY CSF 2.0 A RS 7 EImAR S ~ BRERBGEER - BIEsEE b
BT R T > ERMEEERE R

IT/0T BEFRAYRAmEEES © CSF 2.0 kit SRR P B sl / 2 2R (1T/0T)
PRI EES - s R bR e E g - ES SRS 1T ~ OT ~ ¥ (1oT) ~ &
s (container) PISENGIRIE 2 WA > BoRF LR 230 (1CS) 2255 [ELHThR
HEAS Z [ MO

1. TR B ARG © CSF 2.0 ARFRRE: EhmE A S s
R ARIER RN T HEHVER RS -
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2. FFEILEAYZERME © CSF 2.0 iR E TR ERAEHEERAAR
(BIHNEEF ~ BLiERs  FEaneliR ) A ATER - e ftaasMES| -

3. {hpEsEL S L LEE L S E RN AR 2B R T R - St
i i\ B (Supply Chain Risk Management, S-CRM)FEZE » —fE=EH
wo B ELA AR A Y CSF HEZRH » DUB e BB FIEE M T HTHESR -

4. WRGVIREEE.(SBOM) B E A B E T H R EIREE BEAYTES | LHE
EEWHRSYIRLE B (SBOM) HY 2222155 | > SBOM 7 35 bk 155 {16 e s g Jy > B2 22

oo A

TRED o

H A NIST 2454 (2023)4F 1 A0 CSF 2.0 RBES SO - I REST RS &
W~ TR ERIZ R R AT CSF 2.0 IREZEAYIOIEE - sE/EERAA NIST T8
STE 2024 FHYIEFANE CSF 2.0 A - TERHRFE S BIBURFHAE « REDRSEAIHERZ
SRS E A E R - H CSF 2.0 ShRis el NEl AT

August 2022 February 2023 Fall 2023
Workshop #1 Workshop #2 Workshop #3
February 2023
Working Sessions

4 000+ attendees
100 countries

2,000 attendees
69 countries

February 2022 June 2022 September 2022 ‘January 2023  April 2023 Summer 2023 Early 2024
NIST Cybersecurity RFI Workshop e
o Akl Analysle Concept Paper Core Draft Draft CSF 2.0
L
April 2022 Ma:cquzuﬂza Comments
130+ RFI Comments c
received rc;r:::: en.; s

351 CSF 2.0 Shits e

CSF 2.0 IR ZEHEIREZ /N A LIIEE @ 73 Al By aHE (Govern) ~ &% 71
(Identify) ~ Bis#(Protect) ~ {EHI(Detect) ~ [AlfE(Response) AR
(Recover) » #2 1.1 BRUEFRMY 5 RAZOTHEE » 248007 " EH (Govern) 4 DHAE » It
S0 TR 1.1 RREY 23 {ERERTEL 108 (&0 - ek tedse By 21 (ER1EL 112
{&l-F%m1 » COAREEREAT -

1. BRHESUE 2R F # E

CSF 1.1 ROUf#ati Ry T 27 BRERESHERL 4R 22 2 AEZR (Framework for
Improving Critical Infrastructure Cybersecurity) > Zhiafky N7l aaia s 7 A
R REASRESBESS I » NIST B CSF 2.0 hiRAVASERE BEA S At - BHMES & H A
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2. CSF 2.0 PRFFEAIE A - fRARA AR B R 2 S L AR AR 1

CSE 2.0 i 2B I P S R e BR N SR ROARE RIS B (4 B BEAE SR ~ (R AL
FEZRAIMITRE ATT & CK B ERIAEZR) By 520 A AT V& 2 E(E - Pl
ST AHM e CSF HEZE4E G MITRE ATT & CK AEZR » DLEERAR SR & S f I BER A
HiE -

3. ¥yEH (Governance ) THRE

CSF 2.0 IRAHFEHEA S G T RER B SRR - DUERR R ML AR 38 TR HY
REAESHEZRAY AT RN AL » ZONIST /Y T A TRy ERJwfo i FEAE 22
(Artificial Intelligence Risk Management Framework > Al RMF) > BHBEIR
AH A% o EAERS PR - EIRAERS A 2 HAR -
2 11 CSF 2.0 2O IhRe R R 447

NIST Cybersecurity Framework 2.0
CSF 2.0
;:“il:;é"ﬂl CSF 2.0 Category ;Ed:l:::uﬁr;
Organizational Context GV.OC
Govern Risk Management Strategy GV.RM
(GV) Roles and Responsibilities GV.RR
Policies and Procedures GV.PO

Adverse Event Analysis
Continuous Monitoring
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aefE S BH NIST sl 5 % B S/ CSFAEAR - HEZRHIRZ okt > BILE— (i Ry
GIEITRESIRFEUE (PRI BGVERHISIER - IMIREBUR R EEZ > H 2014 FHER
IetEEE L GEGIE - BRI BUNEZGEAUE - e 4 KEm e 18 (EifEts
T > PARBEU R & 2 6B i RSB B #hERp s TR - AN EARBER
AR — B EBN R BN S S - LR RS SR B RS - S T E T80y
SECPAAS B HE GRS V-2 - HEH T B pEVERTRIRTS o ST F B LR B Ty anie
BRI T Bt SRR P et ERa (F Rl H CEZREVER S
FHEERZ -

RSAConference2023

Francisco | April24 - 27 | Moscone Center

Stronger
Together

s —
It’s a Journey...Where is NIST Headed ‘ 3
with the Cybersecurity Framework |

Amy Mahn Cherilyn Pascoe

International Policy Specialist Senior Technical Policy Adviser, Lead CSF Program
National Institute of Standards and Technology [NIST) National Institute of Standards and Technology (NIST)
@NISTcyber @NISTcyber

S

36~ It" s a Journery:--Where is NIST Headed ‘with the Cybersecurity
Framework
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37~ NIST 3%
(Z+t) REEENRETEERNIEBENEBEINS (Protecting the
Attack Surface and Data silos of an EV Charging Network)

R RE M Techniche BY Thomas Caldwell $E(FEHE -

s tE T R E RN R A B S RS Y AERE R £ H aE R ey
BEEE - AEEEE - EAREEE A E AR SGERTERIEI T H et
A R EE RS - AR B H AT e sd i - DU Rl st e AT RE R 4
T HI5EE - BN A i EehI AT S R I -

HAl~ EV A E rlae AryEbR e

1. R R

). BRI AR AT

3. AHEEEEK SR

4. FIERER TR EN R AR 2R - B TR e
BUE IR » LT R R AR AR B A S 2 B R, -

RETAE B ARSI BRI LR R BB D T

1. & Wi-Fi MIEESmE

2. {HFHJ1772 FEREREAE
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3. FE{bAVEERS ARG R ET - A B S R SR d e
MR R H S PR E A e R B R 5 (AT T

1. FEFEEFIEFIN Telnet Il BEFE SIS AEanR - (HEFAE
F WGy EIAER R > B AT LA SRR AR TERE
ACAZEIHIIAE ©

2. FTEEEFERE - BB ] DA SRR R RS > (e
PUERESHEEN > SHEK K -

3. WEBEALIEREA P REERAGIEHIRLEE ST - ARG AR
ANE > RES ITREG AN 5 K K -

4. EESPHEB A T SRR - (H¥ R BB o

5. DUEERDIRIN AR R B Bt - [P S E - ErREE
B P EAERMIRRE > BRI E R TE -

e fEHE— D PRET BV BB HVIEEEAEIS > Fon BO A E]AREE 1T 4000 {E T E
BeE > HP RN 2 =2 e LBl - g ] LS R H C RV U HE R EiE
LTS FAREHAR -

WA A DAE 10 i NIEIS e B as Y SE BEIRMS ~ GRS 7 & YGRS P A
4l ~ FTP 1 SMTP 5855 S AR I #id B RURGENE - EalE i DI g &
B DRIV E B (B FE A S -

Mas B e A B EE REE I oAl - ERER (28
BRERE  BUFREAS - B - BEYERE 2R N BRREAREE - 1] DUEE
BILG TR R B APT 2 - [ BE TS RINEIRE - FFER
HUH PRy 2 B A IRag B8R - & LR G (F - HEMbMBEF T =UREHEE R
RIVZEZPTE

BV seEACENI I TRz HIRNMRFHE AT T
1. Fofa] BV e s A E B PEAERS 7

(1) POS %47 + —Lb BV 7WEE2REL POS S 4 MH 5 - (Pl LA T R E R
R -
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OCPP e B ZemIZe ] « B C R (OCPP) 2 —HEfEAE R -

(2)
2 BV FeERas NI Th VE B 240 2 FRIRVR(E - 53(o F = m] DU AR B e P22

TLEBEE -
(3) HEFETER - —LEV REBILHE T HEEFER B rnETERE

HYERUEL > BN Fe BERRE A PR TR ERIF ] -

2. EV FREEuh AN T R RS ?
I LTE 4G/5G #52 © —L58 BV se e 38 a] DA e A Es AR 2 A RS,

¥F% BV FEBHSE ST Wi -Fi M - B P T DUBA T i

(2) Wi-Fi:
PR R -
(3) ZRHEFE(LAN) - —£5 BV AR E i DU A R LUK BRI -
RFID MIEHH AR E S -

HAERIAY #5140 FIP ~ Telnet ~
BESr

S ERYERE TSRt 1A [FIR RGN E b - B4 > (5 Wi-Fi AT
GBI - MR AR AR AT RE S N 2B 80E - (NIt 28

skt

IR

it 45 EE AR 7 25 8 4 e MR (A 2 ey -t

i BV e E R SR H ER G 58 - B e g SN EAEE
REE

FEFUHS BRI - [ERF - BV Fe a3 B8 1] LUK H 58808 Ein 2 i (A ke > 57

B PRGN EM L = HE -

PRIt Z SN 8 nl e G A TR SR AR AR TR A E - (e ME AU ER B
[ 38 Fy bz ol AE & E 2 AR SRS

PEHE RS B B A TR T -
BR - DU A2 RS A Rl
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Risk Est. Impact

Loss of personal and financia > $100 per person per year for credit monitoring + exploit
information management cost (if any)

Damage to EV battery and other

- &3 000 per event per f|1||
»3,U00 per event per v Cle
EV systems f

EV charging station malfunction > $100 per diagnostics + repair/replacement cost per station
Grid outage ~ $40,000 per hour
Hotel: up to $0.5M per incident per property
Restaurant: up to $0.4.M per incident per location

S = Supermarket: up to $1.9M per incident per location
Building network breach : s )
* School: up to $1.1M per incident per school location

Residential: up to $5,000 per incident per tenant

Manufacturing: up to $0.8M per incident per location

38 ~ BT REFRR TR

sHEIR oy 5 BV SRR E BT MY - B BV R E R R4S
TERRERRER - MR EEENIRKFEEE T 350 kW - IR AES
i 1 (5 IEMER I B T 7R I RE W B AR IS i EE K HEHVRE ) R B R B AR E
IRFZ 1R TAF n] RE G R 1B At SR M B B AR e M

Vehicle-to-Grid Chargers Ef5—fHmEIE - A IR EE)HAY M F {FHF
HYRE & K [ 0 2 88 4SSt T B A E A R rTRE s R s - (R #
A DAFI ST T8 - 4% EV Charger Botnet ZEZAMSEIZEHIRIALERE 111y
REE » AIRE SRR B R AL A 1 A

¥R Charge Point Management Platform (CPMS) Hf » ¥ CPMS B H &
RS U468,

1. DL Saiflow fFfEA Open Charge Point Protocol (OCPP) iEi#
Web AR E ey a3 1 &R o

(1) BB EFTEREEN A E - ARTEEEE L BEEREE] CPMS
(2) 595 (ERRETREE © (RGN B 0 Bass ] IS S 52

¥

2. EpRERHETR S (DoS) & ~ EHEMIAE IR FEHL -
3. FIREEEELHI Y BV SEE A E RS #ETT DDoS B B BEAEES -
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4. FHEREERZHEH -

5. BERERERZHZEN OCPP 1.6] A - AR EMHAEEER
OCPP hiiA 2.0. 1 higAH7

FEENEHE 518 > Federal Highway Administration: National Electric
Vehicle Infrastructure Standards and Requirements &—1{7 H3E Bl E TSRS
NESEHEEAMAINTER » R EEREEER M (NEVD) sTEIEBHVEE - H
AL BV R RSB R (AR o B AN EE PR 22 A - A ST
HrpE3E T #H Plug & Charge 2 ([ TNV RIS 22 254 » DUE— D IREH
B o EER R A SRR 2 A A SEME - DU )3 T R
T o

EVSE Vender and,/or
EVEE Operator Cloud
{Wek AP}

ouplare

Electric Vehicle Supply Equipment

39 ~ BV R EH A EE

BV FREEEN YR A > NI R A — AR reg e
T o TR ER R E R B SR L s B0 BN > RT3 Sandia
National Labs HYRREEE S (FLAARLN(TIRE EV Fe iR B R AHREERESHE - i
=8 H R PR - Eatm A YIHENR - RN E RS © i g b -
DU ERTTRE] OCPP 2.0.1 DARIEHERS 22 - & - EakiF BV RESH A
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REAFCRIVES ToT & GRE—RES  DIEFthrETfe 25 -
Al F AR E B AE G & IS0 15118 F1#2%( 7 OCPP 2.0.1 Bl Vehicle-to-Grid
FyaEE -
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=" [BEEE
(—) RSA SOC ExfE= (RSA SOC Room)

1£ RSA g iife > EEAHgE 1. RSA SOC ER[E= » Finetwitness
cisco fll IBM H[EI4HEY » BEFTF N EE 2SR (R RSA & sk KA V4R IR » DURE(R
R A R e 2 W R FE ST B 2 2 R -

#L{E RSA SOC BRIF=AVEIERIZIEFEHEM & - B9t Fran4gEs R 2450
BB Cisco 4aE&=%f (Cisco Catalyst 9200) #HEFTIEHIFIET - 15 L0
{8 FH SPAN 1T (port mirror) R =57 (G 2 H M BE B R (T T3 — D Ay BT
PR o

XDR Data Pipeline Tl
T e -
| swcuriy Evares | | Telemetry | Event | sk . .
! - -
_m_ge:nded w Incident Ingestion | & A
s Creatian/Mlen ! E B
. Correlation [ Firepower
i ' Secure Firewall 4145
¥ Pulsedive opiveid ) e e NGIDS
[2IVI¥F| Detection Logic N Py
Telemetry to Security :
F] vinusTOTAL Events SPAN
eNoore
, Seonas 30 gpe Sals Bsomaur logs
Detections e H
Threat Switch:
res = Catalyst 9200
intelligence ;
Malware Analytics 4 =
| \ntegration Formerky Theeat Grid o N
st Files L
€3¢0 XD‘R '%{ SPAN
. Enrichment
Siehtings
50C [
20 N W, cgq
_.'.sluck WL METWITNESS
Platform XDR -
Sightings ' Full pcap gmraaaaii
.. ) Logs/SIEM i '.
o HETWITHNESRS i
i i !
Umbrellava |
Umnbrella -

RSAConference2023

40 ~ RSA conference SOC 4dR&Zof

Cisco Firepower %5IHY Next-Generation Intrusion Detection System
(NGIDS) #1 Secure Firewall BRI IFIIHIETEERIARTIEE 12 LLaefiF
JeHEN L BEUETIE R E - B8RSR 2 TR BEE Aol - DA CR & s R
HIHES IR 2 -

[E]HF > NetWitness #HFEFoTIZ 2 &RMEAEHE (SIED F& - &
PEURIIIATAE Cisco st HAACRICE RV BRI HEEE R - DI IER a2
IRRERIEZ 15 -
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bR T NEPEEER1 5347 - RSA SOC ERIE = BE S TIMNTEE BHRELEaEIR - 2
F1$E VirusTotal ~ MIPS A1 SHODAN 2241445 » TIFHRML T B EAEE FRE
VAR > DU AR ES BRI EE -

RSA SOC BRIEEAVERERMIFFEN » HFREALY 3 RAVRHE - fEiE B
A - TR TGV B ~ BRI B AN - SEBUR T RSA SOC BkiE =
BT AR AR A

BEAN > EraERs] > 42 RSA Eraidioif% > RSA SOC BRI =R &N II4EEs
SR THE DRI RHEER - SRR A B IR G A R e 1y
AR MR RE 2 2B - GIRAMAVER T IEE] #3830 T — SRR - 40
FIFH SN AR T PRI 1P (VB5 ERE LRI SIP ilshHas

RSA SOC Bk{5a=AEPreE ROA S IIVAEIES 22 2 U7 i S T SR A - 2
BOAER 2% - o TENEZFRTE - CREBEEEE - gL
TR R - [Fll - G HRE TG SR EN T ATERHERE - LU
SRS I R IR RE T - BB AR T ROA B e e =V
BRIB5 ST

@ A mtremE v
g 5 cven 5 o
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REEE
| 3 Taica Dispasition (0f

| © wsar Promoted (1)
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B
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41 ~ RSA conference SOC {#M cisco XDR &M@
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MITRE - Tecnique

42 ~ RSA conference SOC {#HF NETWITNESS =M@

(=) Fortanix

Fortanix e —REIEZ 2 AH » BENREA S - B&ERNDESGIREH
HIEIE 222 o N EIRALTY 2016 4 > ZEEMAEEIIIN « 2022 4F 9 HEAMTERK
9,000 #EZFEIT CHnAaE » HEREREEH/AE(Goldman Sachs)iE NHYRRIAESRE
FERE o & GianLeap Capital MIRAHEE Foundation Capital ~ Intel
Capital ~ Neotribe Ventures H1S:Bl T ¥l -

e AT AR AR L R S R B D (HEIR L AR G2
o BB AR SE R B AN R R B B S 2 Ely » (R TERAVH B G
NIFERE o 1 E BRI IR BRI IR RE o By =R0H » 73 Al (1) BB (F IR
(Data in Transit) > BU4ERSEEEE RAVEEE - (2)BISEEFEIRRE(Data at
Rest) » BIEHB MR AIFEEERE T ~ (3)BdE(EIRRE(Data in use) » BRI
17~ EHEPHETR o B RIS S s i  BR A TN » BB
BB TR Z BRI REVE N AIELL - L » PReEIEAEE FHVEHE B T 8L
BEA ARt e A L e R R EE -

Fortanix 585 @ [HARMVEIEZ- 2R AIR FENE R H L - s E
(Confidential Computing)f#ft)7 e —TEIREEIE BN AIZ 2R - 2Rl
T HECREIE AT (5 AR BRI AAREE » BIfEESEY ~ B&EENIESIRE T
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WL » S A A BT FEAR P E A A TEREE (Trus ted Execution
Environment, TEE)ZREH o n[{SE{TIREL(TEE) & —EBERSMIEASAH & - T LUEE
it 2 HIPREE T TIRE » DIOREE AR EIR 2 BB EENE# - {£ TEE
B T AR SIS o] DL RIS AR (reg » DAB IE RNV A EE
R o

LIN 2 For tanix #7220y RS -

L. ZERITIRE © Fortanix Fl FHRE G 22 5 (HSM) AT TEE 21241
HITEREL - WECRIE R AN B E TR 2 B ORAE

2. BB - B ARG R N IEIREE - HA SRR AR E
2\ ] DR NI BREGE » (e PReE BRI AL -

3. [SRLPRE - IREERR T KB E EEE T RN, - HEIRE
IR ETRURRE A G ORI RRN & U R B B AT A -

4. JERRESUIREE © AIRITREERRGN - For tanix A APRGERE HFEHYHS
FEA TR » PR HRH I B

R E R T E A E S R ER - SRR EdR R - e A
HIFIGRAIHERE ~ (REERE ANV - Er LIRS Blm N E& E RIRE P
B 2R IRE » IHERIEE IR EEARHIIRE - Hh - ARM AT Intel &
TER R E R EE T BRI - &3FE ARM TrustZone Ffiff & IntelSGX
(Software Guard Extensions)WEESIERERT - 2021 £ 9 A Intel Bl Fortanix &
{E » TR E R TROT SR E M & fEA i RAV R i Ry

2
E

(=) Orca Security

Orca Security BRI LLEFIHIEm LN E - BILFY 2019 4
Orca Security SEftHVENZ BRI ITE » Aedt 2 (RaEH RGHE TR 1 T
BT RN (EAE TR -

2N FEN B A R R > ARSI (LILE B b B w25

I

—
[EZ% M - Orca Security BIFZ/OE e HENGZ 25 (Orca Security
Platform) » A[¥f ~ MESR (BSOS [EEEES AWS ~ Azure ~ GCP ~ [/ EHEE »
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Oracle Cloud HEIHFEE ~ K251 Kubernetes INEEZS el HI i E

2019 4F » BB Orca Security EFRITEMAHE (Agent less) ~ BilmH A 224
B—ER1% > Orca NETESERIES - HIEECE 2022 £ AWS £ERELE1ER
£ > DIK Databricks ~ Lemonade ~ Gannett Al Robinhood ZE2ERAFT EHHIEHE -

DU /& Orca Security i1 77 ZEAVRFEERITHAE :
1. EhgZeiRaeE 1 (CSPM)

{EL4EHY CSPM fif i 07 25 T i Bh A Sk Ordsr S AR PR o B U R B~ BTN SR B
A RIS (0 8EE - (B2 @ SRR ETEEIA 80 mbE > RS TIE
HE - B RERIR R R PRRAES ] -

Orca &N LIF&HEL ~ BicE - SR YE ~ Fasi e  BEREER
AN B EFRE R E— et WS R (E 4= arba s E B (SDLC) - 55% Orca
Security Platform RERFAREBRARES - Ml (AR oy T RE ]t & 2 AL by
EEPRAE - EHIIELETE > Orca REMESDEIRAVIESLIAR? - MECRE 2B ] DUE:
Ve PR R SRR ) 5

2. FEm LIESEERE 5 (CWPP)

HoAth CWPP “R[E] > Orca NRRFZESRIE » n[ER T EANE S HEG TIFE
?ﬁ& W A b ] B > ARSI W - A28 - fEfE iR eSS
Kubernetes K ZEN#ELEERLTR o HAN » Orca A DURHEEIGICEH S0y - 6t
B BN SO RIS BT -

3. ElmAREER R E L (CIEM)

Orca 1RFE {7y b L EL AR b B Rl ~ $ERREACE ~ RS ~ BRI
P EMGREEEEEER) &SR - DR B RS EERR EPE’\JHF%? ° TR I
MRS RET g3 S S - WAEMRBRB R e B BT R By -
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Securing

Eve rvt h i ng » hzspt Inventory » Compliance Reporting « Continuous Cloud Configuration Assessment
- k . .
yo u H a ve I n * Entitlement Risk Management & Permisslons Analysls « 1AM Pollcles » IDF Integrations

the Cloud

e = Attack Path Analysis » Agentless Breach Detection

* APl Inventary » Exposure Identific:

43 ~ Orca Security ZZEum/H 4 ERE A& & (CNAPP) 15 LL B 8758
EiE

(F) CrowdStrike

CrowdStrike BIZFY 2011 £ - A EIRERALHYSSEITENN BT T o [FIRFHRFEEY ~
R EE -~ BA > RTIIEREAMAE - %A 5 B BB AR HY
TA RGBS CRTEEEE - W THEA Falcon M ATIEM > TEFNEIEHE - i%s
Zl5EE - 1T BFIVGE R B I BS AFHUEH FEEME - Z A EERe ftagis
LREEAM ~ SHBAP RS - AIE 2R B TSR -

2N EEEF G Ry A E SRS 0 A0 McAfee ~ KHRAH] ~ Palo Alto
Networks » DURJE NMEEEZTEARFSHY Broadcom MIFEREAE] « #2 2021 4F
gt ENT/NEEEFETRE - HpaEa A TR ERTE Re3E - HIh 0 8
2022 F 4 H > CrowdStrike #Ai{E A 513.4 (2350 » AT 2019 4 6 B
Wrigvd b o He > FTRIBE RGN 92% » SRS EWRINE 7% - EEIA L
AR 72% » HA Ryl 14%EION ~ FReR B EMNIE T » sn A& 9% -

PUTF/Z CrowdSt rike A EIAY—EEE AIESS

1. Falcon*¥Z : CrowdStrike PfZ L E e Falcon ‘6 » B2 —{ERENE
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