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FOCI paper session: Censorship Analysis
e A Worldwide View of Nation-state Internet Censorship
09:15 -10:15 ° Dete'c‘.ung.Network Interference Without Endpoint
Participation
e Towards a Comprehensive Understanding of Russian Transit
Censorship
10:15 - 10:45 Break with snacks
FOCI Keynote -
10:45 -11:45 e Motivation and Challenges for Censorship Research (the
Indian perspective)
11:45-13:30 Lunch
FOCI paper session: New strategies for evasion :
o The Use of Push Notification in Censorship Circumvention
1330 - 14:30 ° Pr.oteus: Prqgrammable Protocols for Censorship
Circumvention
e Voiceover: Censorship-Circumventing Protocol Tunnels
with Generative Modeling
14:30 - 15:00 Break
15:00 — 16:00 FOCI Keynote
16:00 —-16:15 Break with snacks
FOCI paper session: Real-world considerations :
16:15-17:15 e Rethinking Realistic Adversaries for Anonymous

Communication Systems
e Running a high-performance pluggable transports Tor bridge
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e Crowdsourcing the Discovery of Server-side Censorship
Evasion Strategies

17:15-17:30

Closing
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09:00 - 10:30

Session 1B: Privacy and AI/ML I

Efficient decision tree training with new data structure for
secure multi-party computation

On the Privacy Risks of Deploying Recurrent Neural
Networks in Machine Learning Models artifact

How Much Privacy Does Federated Learning with Secure
Aggregation Guarantee?

ezDPS: An Efficient and Zero-Knowledge Machine
Learning Inference Pipeline

Differentially Private Simple Genetic Algorithms artifact
Towards Sentence Level Inference Attack Against Pre-
trained Language Models

10:30 - 11:00

Break

11:00 — 12:00

AMA with Serge Egelman, Susan Landau, and Carmela Troncoso

12:00 - 13:30

Lunch

13:30 - 15:00

Session 2B: Data Privacy

Distributed GAN-Based Privacy-Preserving Publication of
Vertically-Partitioned Data

Lessons Learned: Surveying the Practicality of Differential
Privacy in the Industry

SoK: Managing risks of linkage attacks on data privacy
Strengthening Privacy-Preserving Record Linkage using
Diffusion artifact

SoK: Membership Inference is Harder Than we Previously
Thought artifact

DP-SIPS: A simpler, more scalable mechanism for
differentially private partition selection

15:00 — 16:00

Town Hall

11




16:00 — 17:00

Birds of a Feather sessions :

Welcome to PETS (ANT-1031), contact: Susan McGregor
New directions in censorship research (ANT-1129),
contacts: Ram Sundara Raman and David Fifield

LGBTQ+ in PETS (ANT-2024), contact: Carmela Troncoso
Hallway track with refreshments

17:00 — 18:00

Birds of a Feather sessions :

Ethics concerns in S&P research (ANT-1031), contact: Lujo
Bauer

Cryptographic Tools for Privacy (ANT-1129), contact:
Nadim Kobeissi

Women in PETS (ANT-2024), contacts: Anna Lorimer and
Bailey Kacsmer

Board Games (ANT-3021), contact: Rebekah Overdorf
Hallway track with refreshments
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09:00 - 10:30

Session 3B: Privacy and AI/ML II

Exploring Model Inversion Attacks in the Black-box Setting
Individualized PATE: Differentially Private Machine
Learning with Individual Privacy Guarantees artifact
Private Multi-Winner Voting for Machine Learning

Find Thy Neighbourhood: Privacy-Preserving Local
Clustering

How to Combine Membership-Inference Attacks on
Multiple Updated Machine Learning Models

PubSub-ML: A Model Streaming Alternative to Federated
Learning

10:30 - 11:00

Break

11:00 — 12:00

Speed Mentoring

12:00 - 13:30

Lunch

13:30 — 14:45

Session 4C: Personal Safety

Blind My - Robust Stalking Prevention in Apple's Find My
Network

Creative beyond TikToks: Investigating Adolescents’ Social
Privacy Management on TikTok artifact

SoK: Differentially Private Publication of Trajectory Data
On the Role and Form of Personal Information Disclosure in
Cyberbullying Incidents

Track You: A Deep Dive into Safety Alerts for Apple
AirTags

14:45 — 15:00

Break

15:00 — 16:00

Poster Session

16:00 — 16:30

Break

16:30 - 17:30

Rump Session
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17:30 — 18:00

Break

18:00 -

Gala Dinner
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Session 5C: Genomes and Biometrics

e Differentially Private Speaker Anonymization

e [-GWAS: Privacy-Preserving Interdependent Genome-Wide
Association Studies

e StylelD: Identity Disentanglement for Anonymizing Faces
artifact

e "My face, my rules": Enabling Personalized Protection
against Unacceptable Face Editing

e Two-Cloud Private Read Alignment to a Public Reference
Genome artifact

e Examining StyleGAN as a Utility-Preserving Face De-
identification Method

09:00 - 10:30

10:30-11:00 | Break

Birds of a Feather sessions -
e Innovation strategy and building PETs in industry
Parents in PETS
NLP for Privacy and Privacy for NLP
Privacy Preference Signals
(Un)solvable privacy gaps and challenges

11:00 — 12:00

12:00 — 13:30 Lunch

Session 6B: Privacy and AI/ML III
e HeLayers: A Tile Tensors Framework for Large Neural
Networks on Encrypted Data artifact
e MIAShield: Defending Membership Inference Attacks via
Preemptive Exclusion of Members
13:30 - 15:00 e SoK: Secure Aggregation based on cryptographic schemes
for Federated Learning
e Private Graph Extraction via Feature Explanations artifact
e Losing Less: A Loss for Differentially Private Deep
Learning
e Privacy-Preserving Federated Recurrent Neural Networks

15:00 — 16:00 Break

16:00 — 17:00
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Session 7B: Measurement and Data Privacy

Differential Privacy for Black-Box Statistical Analyses
DPrio: Efficient Differential Privacy with High Utility for
Prio artifact

A Unified Framework for Quantifying Privacy Risk in
Synthetic Data artifact

SenRev: Measurement of Personal Information Disclosure in
Online Health Communities

SoK: New Insights into Fully Homomorphic Encryption
Libraries via Standardized Benchmarks artifact
CERTainty: Detecting DNS Manipulation at Scale using
TLS Certificates

16:00 — 17:00

Closing Remarks
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09:00 — 09:15 HotPETs Opening Remarks

e Data for good: US data breach visualization and

. ) classification

09:15 = 10:35 e Female mHealth Apps: Opportunities and Challenges

e Dataveillance: An Overlooked Side of Dark Patterns
10:35-11:00 Coffee Break

Keynote: The Power of Community Participation in Shaping Digital
11:00 - 12:00 .
Rights Tech

12:00 - 13:30 Lunch

e Impacts of Growing Tor — A Neglected Aspect of Tor

Evolution?

13:30 — 15:00 o Are PETS and algorithmic accountability at loggerheads?

e Who are users in privacy discussions?
15:00 — 16:00 Ice Cream!

e Where Do Threat Models Come From? Challenging Implicit
16:00 — 17:00 Assumptions

e Bridging the Gap between Privacy Incidents and PETs

17:00 HotPETs Closing Remarks and Award
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1. A Unified Framework for Quantifying Privacy Risk in Synthetic Data

A/ 48— (B 54 By Anonymeter HYSREHESS » HLAIRSEERALARFRIG LRI
DR EPERIRR LR © AR BON B FIR (73850 (GDPR) FTER:
7 SREFEALICEE o ELRE BRI (singling out) ~ FTH#EALM: (linkability) » Bk
(inference) » A $H4F - RER B 38 H B AL BB -

B n | BB TS E BRI P n R e (RS - (ER S e dtie e o4 (ERe A s
TERUREN: - (EMIREHEEML - B0 - KERET - FE—-FEH - &R
ZoAEEE MR E—4H A (BT - 55 - 65 % > ERAEIE ST 30305 - LIRS EREL 4
K)o TEFEEEZ T EE R o 3R R M B TR T

An Qnymeterw
. . Algorithm 2: Create a multivariate predicate from the at-

Slngllng Out attack tributes of record x.
1 def MultivariatePredicate(X, attributes, x):
2 predicates « [J;

The singling out attacker generates guesses like: s | fora In attributes do
1 P&y

“there is just one person in the target dataset who is male, ? if (x[a] == NaN) then
6 ‘ p « "a Is NaN";

65 years old and lives at area 30305” 7 end

8 if IsContinuous (a) then
9 if x[a] > median (X[: a]) then

The combination of attribute(s) that singles out the

o e
target are called predicates. Two ways of creating :: e‘lsep el
them: 12 | pera<x[a];
- Univariate attack —rare values o end
g " 5 3 1
- Multivariate attack —combinations of values o S
15 ‘ p « "a==x[a]";
16 end
Predicates which single out in the synthetic data 17 predicates += p;
become the guesses of the attacker. s | end
19 predicate « LogicalAnd (predicates);

20 return predicate

PET Symposium 2023

1~ BSR4
ISR M EEEEER (FERERAFEERED ) BE—(Ea—
AHMEAGHE R AL EAY AT RE M - #RAJEEER - BIFEA E R P I RARE M - Wik
X RS R E AL AR o N EEHGZ T S - 35 B

L BHWBETFIL -
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Angnymeter.
Linkability attack

Synthetic data
|Gender "Age "ZIP Codel |Heart Attacksl

The linkability attacker generates guesses like:

“These sets of attributes coming from the target dataset
belong to the same individual.” External dataset A External dataset B

|Gender ZIp CodeI .. |Age Heart Attacks

Measures if the synthetic dataset could be used to
link together external datasets.

The evaluator is based on two nearest neighbour Target record Target record
searches, one for each subset of attributes (A, B, the gender and ZIP age and heart
auxiliary information). code attacks
. L Nearest neighbors in Nearest neighbors in
The attacker establish a link if the two sets of synthetic data: synthetic data:
attributes points to the same synthetic record. - 11,26,35 <& > 35,42, 34
PET Symposium 2023 7

2~ AR

FEETDUE R BB ISR o AL B - RI AR I By SRS B B
il BURE N - BPIAER - A —WETER > —REFECEhA 2 E > I
TAREE > HERET - fift 2 FE HAREN > A MEEE MR ER - 2
(R A g ] SR HH LR R RE TRORR Sl o N EREGZ bT 5E 2 T

> BT A

ngnymeter.

Inference attack

Target record

The mference attaCker generates guesses hke' island bill_length_mm bill_depth_mm flipper_length_mm [body_mass_g

« % & T 39.1 18.7 181.0 9
‘A target record with attributes A and B, also has 2ot L

attribute C”

The attacker possess some auxiliary information
about the record, and wants to learn the value of a

secret attribute. Synthetic Dataset Best guess for
the secret
The best guess for the value of the secret attribute attribute
is learned from the synthetic record which is most v
similar to the target one. island bill_length mm bill_ depth_mm flipper_length_mm body,'ass,g
Torgersen 395 17.4 186.0 3800.0

Nearest synthetic record

PET Symposium 2023
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2. Lessons Learned: Surveying the Practicality of Differential Privacy in the

Industry
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3. SoK: Differentially Private Publication of Trajectory Data
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4. A Worldwide View of Nation-state Internet Censorship

LR KSR EREL ) - Fal T EREEENE
5 WRAWZE T AFEZ A EfiEE -

P& A R NI S B A L HEP B CE T EA - HakiE
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FSEE AT E R —(EEZHVESEERI25 ) (interdisciplinary effort) -
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Nation-state Censor Methods Summary

# During Measurement Period m Historically Observed

Number of Countries

4~ TR A B R R ARE
AR R EF S A SR AR e T A TR AR A
HSRREFR A FEERE L OHNEREE CFEEAERRE)
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5. Detecting Network Interference Without Endpoint Participation

ZIHTE RS AN A CRES I 2 BT T M RIAEES 18 - fE 28K » 3%
SHIERERE T 2V A E AR HIEr L0 H BRIFERUER - BRAVBTE
CaRR 7B aE a0 EEE - (HiE A FEETIERE - A9 E ~ IR
FEAT o BIFVINEL > PV EEREZER « NI Gk S5 S 2 BRI
B o ERELTERG R AP -

By VRE R > BIFEE R 7 A 2% 580 1] DLRIG A AR A S 25
o AN F TR NS IG GG o Z R0 BRI AT
ZEDMEE P REEH (middlebox ) A58 218 TCP ki EE - (FEHEM
Geneva » —fEALFEMIEFIANV TR - EREEEEETIIR > ISR n LUz
FRrE HIRRVBER 131

WedE el T YRR R SON I o S TR - S0
T S48 — (o] LAg S8 BV BaR (U] - MiEsE S v it - P33R 7 —fd
TR > H TR T IO A A A AT PSHYACK B 1 - 2R UTEIZE
&#EARY RSTTACK £ -

brgeE iRt 7R RvE RN A > A MRS IS - WAHEE
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H o W RARREI R T — (&5 -
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6. Towards a Comprehensive Understanding of Russian Transit Censorship

TR LB RN T B IREEITHVAR B A - RS AR Y
BRARZ AN EEVTE - ek 5t —(EE 2ot - EREN+F
o RERHTEAE N T HAE A - ESHE T —(ERE ¢ ATV IR e
G MEEEMRENS AR B ERFE DR - EEHECIB T E
HHi#EE PR -

sl FEEE] > REENTE B AN F rh E HE R B IEHHET T A (emiER - fldl
2018 4% > AREEHTESH T Telegram > BE(ESGH T (5 &> Amazon 1 Google
HVEFLE LG IP Hutk > 0 B8 7T MRANTAENS

WS TR AT Ay T RS ) T 7 =mitse -
frtt 1 18 (EESEARERITAY I Z Y IP Azl - BB HaR s & e G

F& - B5esRR - RERITAVIN IR S 2/ D E T iE 18 (RS HY 9 (BRI AYE! 7Y
Mg WHZEDH T AS (HERM) HBRREHET T & -

AW ERt TG R [ IR ) (VY BT TR - 05REE T
EEREE NP IR F A M
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¥ o ottt . Taimn :u'r{i;a‘-g
= BRAZIL | | it R
[] Affected by Russian = s A | i
censorship e -
[ Our measurement vantage == [ ot 1
paints — & . *
™ y,

[l Russia 4
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7. The Use of Push Notification in Censorship Circumvention

IR T DR AT R B AR A HVIE R « ATARAR > RSB AT TENF]
REFE LR TEZAVERA > REETMRAERERM T e ERE
SRR R RT3 - TEEEE Ry - HR BTSRRI G i BRI 18
F o Nt E M e ES R BRI R

Application
Server

Registration
&getToken

A [Subscribe v P ]
Publish —)

Client Device

( Application
Client

6 ~ iHIRIEAIARTS Z ke

s S H 48 T WA PR B A Sy B SR E S L4 - F—E2

PushRSS » & & —{EHFEFRITVA AT G 25 - 7 DUBSHER B AI4EREZE RSS
B o —ELERE) - RIE(ERES 1P #e 2EH  % TEAARAT DT - F {82
PushProxy » ‘&2l AR » A DU AR HE 8 HI AR S e (&Y N 7R
8 [FEWRFOREF TR E RBILEIE o RS NTTAIEAT o PushProxy JE/b 748
BE¥FF ( network adversaries ) #E{TERETHT ( per-flow analysis ) AIEES] >
[EIRHR AL T BRI TRV BAE E HYIERE ( offering performance comparable to

popular symmetric proxies ) °

Wge A KRS ~ RIIAVHE ARG BRI RS 0 (w78 T -
SRR > A/ 0# AS ( Autonomous System ) FffiiT-H ik il A2
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8. Proteus: Programmable Protocols for Censorship Circumvention

AT L H N BRI M4H Proteus Z4  —(E AR AR rI R et 3R - 8
EHEBEEN BB EIERE RTA - [EFEMEE 7 2 TEAGH
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9. Voiceover: Censorship-Circumventing Protocol Tunnels with Generative

Modeling

LT T A A {5 F A AR B e TR R A - S I AR
FRIER e ROt A A AR RS ST B _E Y A BRAEER - AT R dlr 5
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We BT TR HERET o (6 AR AR R AR DR i A A T
WA R EE - B8 AfI5e 2B T8 G HE A — (IR E A E TR
fii > AAEEARAHTAE
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Address/Port
Headers and Flags
Plaintext Matching
Regex Matching

ML Classifiers

Censoring

Uncensored
Technology|

MNetworks

Censored

8 ~ EEEAY
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10. Rethinking Realistic Adversaries for Anonymous Communication Systems

ZIFt EEN AR EN S S EREN AN T EER - BEERERIE K - A
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11. Running a high-performance pluggable transports Tor bridge

Z M9 EHAELZE Tor ( The Onion Router ) HY nIFHIA S E L] - 2B ALM T
I HERE R (S TP TR LA SR RS - RAE A RIS EAYRIRE Y B - 1Bt
BRI RS B - Bl @8 & meek fi1 Snowflake ZEA 0 - Ty
PHEEFRHTA (BT E T ARGTERS - 2R ATA R R R —E e E Y
TaPeas - SBEDET T EMGEEEE 500 £ 10,000 FYEFEAF - ZR&7E 10,000 2|
50,000 FY[=JSE F = A 1T 4 e s oy B (HEERSH » 0o ARt s T
Snowflake F&# Zi HYAC BB AR be Al 15 SEHRSHAY U572 « T EAVIVAREGHES £Hk b
SEATEIT A Tor #EAZ - WiHEFSMTERCHY S 78 -

B4 T Tor HURGRESS A AT HE AL dr s (o] Ry HoA o DhRE R BE A4 M i 1
FERPL (BRFE) - BREsE AR A HERArrnyhdE - BERE el
VR EE A 3R B S R A i s b P 28 - PR 2 AR A Y RR B 17755
BRSNS —(E N ER ek - fEMPT IR E A a8 Tor fhafill AL L fH 28 0z -

FE NG A T A0 2 BRI P RS gAY Tor 181225 © BRSERONEAE A — A%
T ZAE Tor HERR - WLEERIMHIEIRY S (082 - EAFR T 51 Tor #2225 CPU
PRAEIRATRSH - Et5 [T —Se @ e - st > BFEEFEHAEIR RS -

WSO AT AR s L SRRV PR A - B EE AR A R P 2021 42 12 HE
2023 = 2 HE{T Snowflake iEHEzsiy &l - BRSPS EUE 2,000 S
FII R4 100,000 -

Tor instance 1
Extended ORPolrt 127.0.4.1:eph

extor-static-cookie
Extended ORPort 127.0.3.1:10000

Tor instance 2
Extended ORPolrt 127.0.4.2:eph

extor-static-cookie
Extended ORPort 127.0.3.2:10000

m t HAProx j Tor instance 3 |
— bind 0.0.0. U\bl d 127.0.0.1:10000 Extended ORPoIn 127.0.4.3:eph
\ extor-static-cookie
Extended ORPort 127.0.3.3:10000

Tor instance 4
Extended ORPort 127.0.4.4:eph
:

extor-static-cookie
Extended ORPort 127.0.3.4:10000



12. Crowdsourcing the Discovery of Server-side Censorship Evasion Strategies
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13. Efficient decision tree training with new data structure for secure multi-

party computation

AT EELREARRS - BRI E L - B EAEETRE LAY
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14. How Much Privacy Does Federated Learning with Secure Aggregation

Guarantee?

Wt f g BRI L =R Hm B - B 5525 (Federated
Learning > 4% Fs FL) 22 2 17240 5N TSESHIRE - FL eat 2 (EEME
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REAHIEDR, » 28010 > RIEE(E A B R B R R b T Lk A B e ras 3t
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updated global parameter vector
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13 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks

Why care about Homomorphic Encryption (HE)?

The data remain

encrypted. The cloud
Homomorphic Encryption (HE) cannot see them.
enables computing directly on

encrypted data!

"Outsource your data processing, e

not your privacy"”

14 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks
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Motivation

| N
N N
E@)
| Encrypted Sorting | | Encrypted Search I

e Many HE libraries and schemes are actively being developed.

>
>
>
L]

e Each scheme has its own benefits (batching, bootstrapping. precision, primitive operations)

e FEach library exposes its own API.

How do you choose which HE library to use for a given application?

3

15 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks

HE Types & Schemes

Partial (PHE): Addition OR multiplication.

Leveled (LHE): Bounded addition AND multiplication. JEEE bc_:ol_:strapplng _to
__________________ allow unlimited operations
Fully (FHE):[Unbounded|addition AND multiplication.
Sloty Slot, . . Slots_,
Binary (CGGI): Encrypt each bit in one ciphertext. [ a [ B [ - T ¢ [ - 1]
+

e Compose algorithms as Boolean circuits. e [ x [ v |z I

e  Fast bootstrapping. =

e Low throughput sum [ A+x | Biy | - | ciz | - ]
Integer (BGV/BFV): Encrypt integers modulo p. Floating-Point (CKKS): Encrypts FP numbers (up to a precision).

e HE add/mult — plaintext modular add/mult. e HE add/mult — plaintext real number add/mult.

e  Slow bootstrapping. e Slow bootstrapping.

e High throughput. e High throughput. 4

16 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks
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HE Libraries

Each library implements
different schemes and
exposes different API

HELlib: BGV, CKKS

Lattigo: BFV, BGV., CKKS Liliwacy Tmpiage
. Concrete [26] Rus
PALISADE (OpenFHE): leveled BFV, BGVY. CKKS, CGGI, DM et lai? c,c:‘
HEAAN [23] C,Ca+
SEAL: leveled BFV. BGV. CKKS b= s
PALISADE [69] C,C++
SEAL [72] C,C++, NET
TFHE: CGGl TR [29] Cir
~
Other Libraries: tfhe-rs/Concrete, FHEW, HEAAN Different Different
optimizations prLogrammlng
anguages
5
17 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks
Our Contribution
How do you choose which HE library to use for a given application?
T2 is a framework for comparing HE libraries/schemes.
TC
= One high-level language (called T2DSL) o e

DAY

= T2DSL compiler to many HE libraries/schemes.

= Benchmark suite (in T2DSL). R @ B2 Microsoft i HELD

LATTI SEAL PALISADE

6

18 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks
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T2DSL Language

e Strongly-typed language

o Plaintext data types: int, double, int[], double[]

e Integer and Floating-point Ciphertexts:
o  Datatypes: EncInt, EncDouble, EncInt[], EncDouble[]

o Arithmetic: Cheap, natively supported
o Compatisons: Expensive polynomial approximations o”

e Binary Ciphertexts:
o  Datatypes: EncInt, EncInt[]

Pas(X,Y) =) EQs(X,a) Y EQs(Yh)

o it
Sy (-0 Y (-o-er).
. Pt flond!
e
P 4
s

o Arithmetic: Expensive, requires large Boolean circuits

o Comparisons: Binary comparators and multiplexing - = ====""

Benchmarks

19 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized

T2 In Action: Private Information Retrieval (PIR)

void encrypt_inputs() {
// Client side setup. //
EncInt[] db_ = { ®, 1, 2, 3, 4, 5, 6,
EncInt query_ = 3;
send_to_cloud(db_);
send_to_cloud(query_);

}

void pir(EncInt[] db_, EncInt query ) {
// Server side encrypted computation. //
EncInt result_ = 0, tmp_ = 0;

IBM HEIlib

for (i - 0; ienj i) { PALISADE
val_ = db_[(i)]; . . »
vector<Ctxt> tmp_35_(5, sf for (1 =0; icn; i+e) {
vector<Ptxt<helib::BGUy> | VAl Spdbloll
tp vec 270110) - (i | Yector| Microsoft SEAL
tmp_vec_37[1][8] = (i > ‘tnp_bi]
top_vec 3 N :
e Lattlgo &u:a( eny i) {
tmp_vec_37] vectorcCiphertext> tmp_36_(5);
public key| for i - 0; d¢n; ir+ > tnp_ vee 37(5,
public_keyl  val_ = make([]*fv.Cipher] tm_vec_37[¢ casteuinted_t>((i
public key]  copy(ral_, db_[(1)]) trp_vec_37[1
public_key| tmo_vec_37[2.
public_key| tm_vec 38 := mke([][Jin] o vec 37[2
% for tmp i = renge tmp_vel tm_vec 37[4

tmp_vec_38[twp_i] = mak

batch_encoder . encods

for (int i=0;i<8;in) { vector<Ctd
- == 1) ? i] : a: = —wacagfolfo] = (i n b
tmp_ = (query__ AJ) ? db_[i] : @; tamp_ = o]  em vec 3s[1][6] -  TFHE
result_ = result_ * tmp_; vector<Ctx|  tmp_vec_38[2][€] »1 b
_ . . 5o
. for (3 - B i4n; iee) {
b
send_to_client(result_) ) rest ol copv(vall, db_[(5)], word_sz, Rkey-»cloud);
} pl  vector<LucSample*> tmp_17_(5);
vel o twp 17 - e_cloud(i, word sz, &key->cloud);
| o] vectorclueSanple®> twp_18_(5); slots);
5 ] tp_1s_ - e_cloud(e, word_sz, &key->cloud);
- r = encryptorsk
void decrypt_query(EncInt result ) { b frmieias el B eattw_ts_, key_input., tap_17_, vord_sz, fkey->clou);
// Client side decrypt. // tmp_[3] = encryptorsk.enc]  J  vector<Luesample®> tmp_19_(5);
rint(result ); encoder .EncodeInt(tnp_vec] tmp_19_ = e_cloud(@, word_sz, &key->cloud);
P ( )3 tp_[4] = encryprorsk.encl N o yuy(tmp_19_, tmp 18, val_, zero_, word sz, &ey->cloud);
return 0; = funits.3inEq(ke 3 Tnp 10 d ke Toud)s
- funits. dinux(tld, copy (t3up._, tnp_10_, word sz, &ey->cloud); _—
} ake ([ Fofv.Cipherimm]  vector<LueSamplexs tap 20 (5);
copy (t3np_, tup_39) tmp_20_ = c_cloud(@, word_sz, &key-cloud);
trp_ap 1= funits.sinvor (result] e xor(tmp 20, result , t3mp , word sz, &key->cloud);
result_ = make([]*bfv.Cipherte]  copy(result_, twp_20_, word sz, &key->cloud); 8
copy(result_, tmp_4¢) }

Benchmarks
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T2 Benchmark Suite

Arithmetic: contain integer/floating-point additions and multiplications
Bitwise: composed primarily of logic gate operations as well as shifts.

Relational: contain numerous comparisons over encrypted data

Arithmetic Bitwise Relational

Chi-Squared Binary Manhattan Distance Hamming Distance

Machine Learning Inference Binary Private Information Retrieval (BinPIR) Relational Manhattan Distance
Logistic Regression (LR) Cyclic Redundancy Check (CRC)

Matrix Multiplication Batcher Sorting Network

Batched Private Information Retrieval (BaPIR) Insertion Sort

Squared Euclidean Distance

9

21 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized
Benchmarks

Experimental Evaluations

2510193 o
[ L]
3 0 ) o LENNH) 385435 30
16 f 5 X 3
= = o = 12 12 B X - 5

107 g::gn Intn=50 FPn=50 Intn=100 FPn=100 Intn=150 FPn=150
e e BrelS e
4 8 16

Neural Network: HELb exhibits great performance
for encrypted floats, while TFHE can not evaluate
Logistic Regression: TFHE in a reasonable amount of time.

£ HElb KR latigo  EXH PALS. [ SEAL
30237 386

-
<

Time (sec.)
i
<

"
A

Time (sec.}

performs poorly due to the large
amount of arithmetic operations

(need Boolean circuits) 104
- F1Tl & HElib
X Lattigo
o s ehs_| O oeaus.
B 2 B 3 PAL1C
=S 3 SEAL
= TFHE

CRC-32

CRC: TFHE is the fastest in this case.
Due to the computational depth, some
libraries cannot compute CRC-32

More experiments in the paper!
10
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Lessons Learned

¢ Binary Domain: TFHE is the best choice. il IV ]
o Smallest ciphertext sizes by a wide margin. PALISADE LA'jI'"'I'"l' _'

O Fastest bootstrapping — good for deep circuits.

o No batching — low throughput.

® PALISADE has the fastest primitive operations QQ for Integer and Floating-Point.

e Plaintext modulus and depth (Integer):
o PALISADE and Lattigo require large plaintext moduli — high noise growth.

o HELib allows smaller plaintext moduli — low noise growth.

e HElib excels for Floating-Point: automatic and fast rescaling.

[ T2 allows for easily checking which library/encoding is best for each application! ]

23 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized

Benchmarks

Conclusion

Our contributions:

1. A benchmark suite for encrypted computation.

2.  Auniversal compiler that maps to state-of-the-art HE libraries.

= T2 enhances usability by providing a high-level language (T2DSL).

= T2 enables choosing the best-fitting HE backend.

24 ~ New Insights into Fully Homomorphic Encryption Libraries via Standardized

Benchmarks
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A Unified Framework for Quantifying
Privacy Risk in Synthetic Data

Matteo Giomi, Franziska Boenisch
Christoph Wehmeyer, Borbéla Tasnédi
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25 ~ A Unified Framework for Quantifying Privacy Risk in Synthetic Data

Synthetic data in a nutshell

22
16
bill_length_ mm bill_depth_mm - bill_length mm  bill_depth_mm
201
0 415 185 i 0 39.6 17.2
1 353 189 ¢ 1 49.0 195
£ 18 0
2 436 139 = g 2 42.0 195
['s 8 3
3 51.3 14.2 % 161 3 47.8 15.0
6
2 65 18.0 4 383 19.2
14 i
ORIGINAL DATA o SYNTHETIC DATA
12 0
30 35 40 a5 50 55 60

Bill length [mm]
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AnTnymeter.

Synthetic data and privacy

Name
Address

Ethnicity
Visit date

Date
registered

Party
affiliation

Diagnosis

Synthetic data as some advantages with respect

to “traditional” anonymization techniques:

Date last

Medical Data Voter List

- It breaks 1-1 mapping between sensitive

records and “protected” ones. ¢ T D : - 3 0
e of , s =
- It does not need to distinguish s B D Qesd== J
PR) o — L]
quasi-identifiers from other attributes. ~ § |5 s
T 04F "
é | \”Wﬂlﬁmﬂ
However, one cannot assume that generating a
Ty R
synthetic data eliminates all privacy risks. i BEERNEERER
N i ) H .
Base aftributes Additional fourth attribute

Rocher, I, et al. Estimating the success of re-identifications in incomplete datasets using generative models.
Sweeney, Latanya. Weaving Technology and Policy Together to Maintain Confidentiality.

PET Symposium 2023
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AnCnymeter.
Anonymeter

Anonymeter is a software that measures the privacy risks for tabular synthetic data. It measures
the three privacy risks indicated by the Article 29 Data Protection Working Group Party as essential

to anonymization:
- Singling Out
- Linkability

- Inference

It has been positively evaluated by the CNIL (French data protection authority):

“The results produced by the tool Anonymeter should be used by the data controller to decide whether the
residual risks of re-identification are acceptable or not, and whether the dataset could be considered
anonymous.”

PET Symposium 2023
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Methodology

Attack Phase: = : Attack . ﬁvaluation
- The attacker has access to the full synthetic Privacy S
data, and some auxiliary information ST L ‘
-Main

coming from the original dataset. ——  Naive
- the attacker generates guesses on a set of S “Epterel - Success & Stat.
Uncertainty

target records.

4

S Risk Estimation

Evaluation phase: the guesses from the attacker are evaluated comparing them with the truth.

Risk estimation: comparing attacker success on different population of targets we separate utility

from privacy and derive an estimate of the risk.

PET Symposium 2023
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~
AnCnymeter.
. . Algorithm 2: Create a multivariate predicate from the at-

Slnghng out attack tributes of record x.

1 def MultivariatePredicate(X, attributes, x):

2 predicates « [];
The singling out attacker generates guesses like: s | foraInattributes do

1 pe""
“there is just one person in the target dataset who is male, 5 1Bl - ey then

) 6 ‘ p « "a Is NaN";
65 years old and lives at area 30305” i i

8 if IsContinuous (a) then

The combination of attribute(s) that singles out the 9 if x[a] 2 median (X[: a]) then

. > ) a5 x[al"
target are called predicates. Two ways of creating : e‘lsep ‘gzl
them: 12 | peras<x[a]

- Univariate attack —rare values 13 end
- Multivariate attack —combinations of values 2 else . .
15 ‘ p+ "a==x[a]";
16 end
Predicates which single out in the synthetic data i predicates += p;
become the guesses of the attacker. 18 | end

19 predicate « LogicalAnd (predicates);

20 return predicate

PET Symposium 2023

30 ~ A Unified Framework for Quantifying Privacy Risk in Synthetic Data

50



Angnymeter.
Linkability attack

Synthetic data
IGender ZIp CodeI IHeart Attacksl

The linkability attacker generates guesses like:

“These sets of attributes coming from the target dataset
belong to the same individual.” External dataset A External dataset B

|Gender ZIP CodeI .. JAge Heart Attacks

Measures if the synthetic dataset could be used to
link together external datasets,

The evaluator is based on two nearest neighbour Target record Target record
searches, one for each subset of attributes (A, B, the gender and ZIP age and heart

i . code attacks
auxiliary information).

. Nearest neighbors in Nearest neighbors in

The attacker establish a link if the two sets of eig ) - 5 -

] ) ) synthetic data: synthetic data:
attributes points to the same synthetic record. - 11,2635 <@ B35, 42, 34

PET Symposium 2023
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Angnymeter.

Inference attack

Target record

3 ~o - - o - I
The inference a“aCkel gener ates guesses 11k€. island bill_length_mm bill_depth_mm flipper_length_mm |body_mass_g

w . . Torgersen 39.1 18.7 181.0 ?
A target record with attributes A and B, also has z l =

attribute ¢’

The attacker possess some auxiliary information
about the record, and wants to learn the value of a

secret attribute, Synthetic Dataset Best guess for
the secret
The best guess for the value of the secret attribute attribute
is learned from the synthetic record which is most
similar to the target one. island bill_length_mm bill_depth_mm flipper_length_mm body_'ass_g
Torgersen 395 17.4 186.0 3800.0

Nearest synthetic record

PET Symposium 2023
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Angnymeter.
From attack success to risk estimate

Measuring the success of a privacy attack is not enough to derive a reliable measure of
the privacy risk.
There are two more questions that one needs to answer:
- Canltrust my attack?
- Implements naive attacks for each of the three risks.

- They provide a statistical baseline to estimate the attacker strength,

- Only attacks which are better than the naive one can be “trusted”
- How can [ distinguish privacy from utility?

PET Symposium 2023

33 ~ A Unified Framework for Quantifying Privacy Risk in Synthetic Data
Angnymeter.

How to distinguish privacy from utility

Anonymeter makes use of a control dataset: a set of original records which was not used to generate the

synthetic data.

There is no information specific to the control records in the synthetic data. Whatever the attacker
learns about the control records is only due to utility.

Synthetic
data

Training
data

—
Control
data

There is a privacy risk if the attacker learns more about the training dataset than about the control one.

Synthetization

Original data

PET Symposium 2023
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AnCnymeter.

From success rates to risk estimate

Control attack is
correct 80 times

Main attack is
correct 90 times

A

100 total guesses

Excess of correct guesses

- 80% of the correct guesses is due to utility.

- On top of that, the attacker is able to succeed another 10% RA — RC
of the times. R = —
- The most powerful attacker in the world can’t be better 1-— RC

than 100% correct. That is, 20% better than against control.

L. Margin of improvement
- The risk is 50%. & P

PET Symposium 2023 u
35 ~ A Unified Framework for Quantifying Privacy Risk in Synthetic Data
~
AnCnymeter.
B enchmarking Anon meter 20 Adults - Singling out Adults - Linkability Adults - Inference
y LI -
T g | =%
Sos ]
. . . . - . E |
Leaky synthesization: starting from a zero-risk Fos J
I . . . i N
situation (the just a few scenario) we add records for———— — T
. L. 3 | | =
from the training set into the released one — ground  *°% 7 ¢ s o ws & ¢ s WL W 2 i 6 5 D@
R i 10 Us_census - Singling out Us_census - Linkability Us_census - Inference
truth for the risk! 5 1]
(R —_ —
5
Zo /}/ /
1
The leaky synhtetizations are evaluated modeling Zo2 f'/_i,\/ _—
R — ———
attackers with various amount of auxiliary W w T o %
10 Texas - Singling out Texas - Linkability Texas - Inference
knowledge. y
208
B =
o6
E
- 5
The metrics of anonymeter are well calibrated: the ~ £™
o ’ 1« - .
risk scales linearly with the fraction of leaks. s
00 0 15 20 25 5 100 15 20 25 5 10 15 20 25
Number of auxiliary columns Number of auxiliary columns Number of auxiliary columns
12
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Angnymeter.
Evaluating the impact of DP on synthetic dataset

Evaluated synthetisations from CTGAN with and without differential privacy.
Singling out Linkability [x10] Inference

method
0.06 . CTGAN
: s DPCTGAN

0.07

0.05
v 0.04
i)
= 0.03
0.02
0.01

0.00
adults us_census texas adults us_census texas adults us_census texas

- DP effective in reducing all the risks.
- Linkability risk is much lower than the other two in all cases.

PET Symposium 2023 13

37 ~ A Unified Framework for Quantifying Privacy Risk in Synthetic Data
AnCnymeter.
Using Anonymeter

The code is open source under BSD Clear. .
from anonymeter.evaluators import InferenceEvaluator

The evaluators have a common interface y
¢ ¢ evaluator = InferenceEvaluator(ori: pd.DataFrame,

and a few parameters to tweak: syn: pd.DataFrame,
- Statistical uncertainties control: pd.DataFrame,
- Attack model (AUX info, target) aux_cols: List[str],

secret: str,
To test it, just install it: iz tacksCank

evaluator.evaluate()
pip install anonymeter[notebooks] risk = evaluator.risk()

and play with the example notebook (data included).

PET Symposium 2023 14
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Differentially Private Speaker Anonymization

23rd Privacy Enhancing Technologies Symposium,
PETS 2023,
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39 - Differentially Private Speaker Anonymization

Sharing our speech is key to the training
and deployment of voice-based services

Voice-based dictation Voice assistants

40 -~ Differentially Private Speaker Anonymization
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Why should we care about privacy when
sharing our speech?

N N

a N | I I I L What is being said , | Intonation & rhythms, , Who is saying it

Linguistic content Prosodic content  Speaker information
I

biometric modality

A malicious party can
- Impersonate us
- Assemble fake speech that we never said

41 ~ Differentially Private Speaker Anonymization

Speaker anonymization, the focus of the
VoicePrivacy challenge

Can you share your hmm...my speech
speech to train our contains a wealth of
ASR systems and my personal

use our services? information!

Goals:

Utility: preserve all linguistic content and diversity of speec!

Privacy: remove speaker information

42 -~ Differentially Private Speaker Anonymization
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Limitations of cryptographic and
text-to-speech solutions

Making human annotation impossible! The variability of synthetized speech is very limited!
43 ~ Differentially Private Speaker Anonymization

Disentangling the speaker information
from linguistics and prosodic attributes

Pitch: prosodic content
Pitch extractor

BN: linguistic content
BN extractor

—
Public speaker
embeddings

X-vector: speaker information

44 ~ Differentially Private Speaker Anonymization
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SOTA speaker anonymization provides
brittle privacy protection

+ We demonstrate that disentanglement is not perfect
+ Linguistic and prosodic features contain residual speaker information

+ We mount a re-identification attack
+ Training automatic speaker identification on these features

» Our attack predicts identity among +900 speakers from
« Linguistic attributes with 97% accuracy
* Prosodic attributes with 37% accuracy

45 ~ Differentially Private Speaker Anonymization

We bound the risk of speaker identity
leakage via Local Differential Privacy

* Arandomised algorithm A is e-differentially private if for any
input point x , x’ and any solution § < Range(4):

PrlA(x]) € S] < e*Pr[A (x") € S]
Privacy budget The speaker anonymization scheme

Local DP ensure that any two utterances will be
~indistinguishable

46 ~ Differentially Private Speaker Anonymization
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We remove speaker information from these
features by introducing
differentially private feature extractors

based on an autoencoder and an ASR system
trained using noise layers.

47 ~ Differentially Private Speaker Anonymization

DP pitch extractor: a fully convolutional
autoencoder with a noise layer

- _

Private
speech

- Pitch Pitch embeddmg | pitch embedding
E—

DP

48 -~ Differentially Private Speaker Anonymization
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We train our DP autoencoder on public
data to preserve the global dynamics

Ul ~Lap( “

. £@)+7 -

o T

49 ~ Differentially Private Speaker Anonymization

Our DP pitch extractor reduces speaker
information present in pitch

100

>
)
@
>
‘=
a
[
0
=
Q.
S
[}
—
[}
=
o}
o

Original €¢=100 &=10

—

Stronger analytical DP guarantees

50 ~ Differentially Private Speaker Anonymization
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Training DP BN extractor on public data
to maximize ASR performance

_ Centered
Public Laplacian
dataset distribution

Public

speech Noise

Perturbed

BN
SN Normaliser Normaliser Triphone
extractor classifior

51 -~ Differentially Private Speaker Anonymization

Deploy DP BN extractor on private data

!z Centered
Laplacian
- distribution

Private
speech

Noise

DP
BN BN

BN . .
Normaliser Normaliser

extractor
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More accurate ASR

Our privacy-preserving BN features can
be shared to perform ASR training!

100

80

60

40

20

Better empirical privacy

O — BN BN BN BN
Original £ =100 Original £ =100

O I

Stronger analytical DP guarantees Stronger analytical DP guarantees

53 -~ Differentially Private Speaker Anonymization

Differentially Private Speaker Anonymization

Method Formal privacy guarantees Empirical privacy Utility
(unlinkability, max=1) (acc. of ASR)
Existing anonymization - 0.35 94.64%

Ours DP (e = 1 for pitch and BN) 0.70 92.16%

Introduces formal DP privacy guarantees
Doubles the empirical privacy protection

Has negligible effect on the utility

54 ~ Differentially Private Speaker Anonymization
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55 ~ Creative beond'TikTok: Investigating Adolescents Social Privacy
Management on TikTok
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https://petsymposium.org/2023/files/papers/issue2/popets-2023-0049.pdf
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SoK: Differentially Private
Publication of Trajectory
Data

- __ 5 P UNIL | Université de Lausanne
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