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Cybersecurity Assurance Specification for Drone
Part 1: Cybersecurity Maturity Inspection for Drone Maker

Part 2: Product Cybersecurity Testing
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ISO/IEC 27001: “Information security management systems”.

NIST 800-171A: “Assessing Security Requirements for Controlled Unclassified
Information”.

IEC 62443-4-1: “product security development life-cycle requirements”.

IEC 62443-2-1: “Establishing an industrial automation and control system security
program”.

SEMI E187: “Specification for Cybersecurity of Fab Equipment”.

UL 2900-1: “Standard for Software Cybersecurity for Network-Connectable Products”,
Part 1: General Requirements.

ANSI/CTA -2088.1: “Baseline Cybersecurity for Small Unmanned Aerial Systems”.
FAT U A FRER € TTAICSTR-0022 v1.0:2021 4 5 e 3328 3 % 17335 4 51
SHFRHRFERESE TFARRR FEARAE ST 450

ITU-T X.1521: “Cybersecurity Information Exchange Vulnerability/State Exchange
Common Vulnerability Scoring System (CVSS) .

Code of Federal Regulations: “§ 89.320 Minimum performance requirements for remote
identification broadcast modules”.

ETSI TS 103 701 V1.1.1 (2021-08): “CYBER; Cyber Security for Consumer Internet of
Things: Conformance Assessment of Baseline Requirements”.

NIST FIPS 197: “Advanced Encryption Standard (AES)”.

NIST SP 800-38A: “Recommendation for Block Cipher Modes of Operation: Methods and
Techniques”.

NIST SP 800-90A Rev. 1: “Recommendation for Random Number Generation Using
Deterministic Random Bit Generators™.

NIST FIPS 180-4: “Secure Hash Standard (SHS)”.
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(2) WARZEW{ATHLTE 7 ARIET AR AP B o

(B) Eir A SRR IS AP b BRTED R bR 2t
‘—j' ?7}_'_ o
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(4) FoBLATRHA AT o FER 0 W 7/ TR OB F & NIST SP 800-
140Crl, CMVP Approved Security Functions #7+% ¥ 2. & > ¥ s ©

(6) FoMLATHA R > FLAT 3t

(6) P {LATH AR > ALt 5 dre £ 2 ¢ ahemail T4 o

(7) ForMWLATHRA S S RATE T AME 240 PRE 2 IPFAL -

B) FoWLATHA R » i E 5 dry 240 PPRE L2 URL F#L -

5543 ¥ %

(1) srREd AT o

(2) PRLATHETEZARAIEITIMNE LD &> ¥ 4e B/FH 24 NIST SP 800-
140Cr1, CMVP Approved Security Functions #7127 2. % > # & ©

() Mz Az mE L BN B AL ABTAR

(4) vHLIESBETERPEEHE BRI NBERAEZL S48 & 40cf

3
o
B

B R ARRT AR o
(B) FoWMLATRA S B > AT T a¥7r 4 2 ¢ dhemail TAL o
(6) Tz EAAMET EMPN % H a2 FIRE L P A

(7) B2 A2 B AN 2GRS 0 3 e 240 PIRE L URL T4 -
555 ML ATF 23

5551 @ p
B AR LATHEY X 2EE 0 FPRELEL T XA ETR Y BEL LA
z 7; Bfd o
55.5.2 Rl %
(1) *Z2dFHFH1 L2 HIAPRBEFHFH# o
(2 “HFRLEE:  RARFIRBNAEORBEE > LI P L HFAZE K
(3) #plzire (& Fd %y ) BB E » I A7
(4) RIESTATFIRBEREF 2 3¢ > RAARMTRIEZ 3¢ L FH* £ 2§ -

23



TELECOM TECHNOLOGY CENTER

@ AR E RO TTC-SEC-DRONE-001 v1.0 2022
(5) =t pxds L AT
(6) *{ATRIRBFFBE HEHF  FRIITFIRBERE T R HEHE G
BHEFN ¢ REFEE o) RN BRES -
(7) #iFe Qe @S He > % 22> mAFEERY Rt o Rilie

LIREVER -

(2) oz S AT EE 2 0 0% 2 LA Y SRR B

B) FULAMPIME2ZBHE BNV ET AR R T F2UFE2F L5 o

561 %BHE3EAEFE (EREP)

5.6.1.1 RIZER &
FEFR B F € BE3E L 1TH NIA TR
5.6.1.2 B>
(1) Ry R T #& &2 R 48 ~ Netlist 22 layout 2 2% 342 2 ~ FivR4 2 S 2 2
RIFRBE LRI 2 @8 -
(2) Z+HAMERA G LT & 2 fPEH -
56.1.3 FEH &%
(1) R4 4e BiBARY - 7 F 80 B4 o

(2) =Pl * 2 %AGFE E £ NIST 4p B 528 -
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5.6.2 &1 »sc¥ (FEPRIFEP )

5.6.2.1 &P e
FE 2 Rl & &R~ s B ik
5.6.2.2 BlE 2
(1) EypR T # B2 R 4o8 ~ Netlist 22 layout 22K 342 2 ~ F T4 2 $dc > 2 2
Bl RBE X P25 o
(2 ZaHHAME R G LT A4 P o
5.6.2.3 FEH %
(1) =PIy BRI FEFFE »~ 5 o

(2) =Py * 2 REFEE RS & NIST Ap b R4 -
56.3 AES+4c %7 5/2 (EREP )

5.6.3.1 Rl@ A h
Fx % AES 128, 192, 256 ** % &+ %45 &~ ( Electronic codebook, ECB ) $i-3% ¥7 & 75 % H.
i % (Cipher-block chaining, CBC) #23% 2. % &% & /2 I /x|t o

5.6.3.2 BliE 2
iz NIST SP 197 % SP 800-38A 4p b 4% & (F % & ©

56.3.3 FpH &%

i
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5.6.4 RSA2048 e % B2 (GERIEP )

56.4.1 B3R h
F& 1% RSA 2048 with SigGen 9.31 on sha-224, 256, 384, 512 % &5 % 5 i* & Fift o
5.6.4.2 i

iz NIST PUB 180-4 :& (7% %

=

5.6.4.3 EH %

Rl

BB RN E P E TR RS -

m;

565 rEElt§t#cA 2 B (Deterministic Random Bit Generator, DRBG) (if
RIFEP)

5.6.5.1 RzEP

#2 % DRBG with Hash_ DRBG on sha-224, 256, 384, 512 2_ it g4
5.6.5.2 PzED 2

i# 5 NIST SP 800-90A R4 it 17 % 7% ©
5.6.5.3 FpHF%

BRBETHRIDEFPEFTREIFTRES -
56.6 staxz it #icd 2 ¥ (Non-deterministic Random Bit Generators, NRBG )
(ERIAZP )

56.6.1 il eh

FEi NRBG 2 2 Ejt & (Entropy) # & #4 -
5.6.6.2 Rl 2

i 5 NIST 800-90B/C it {7 %%
56.6.3 A%

R

R iad

P THRANES B LEF %R T RS o
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W A% 2 (TLS) *E 7 g3 2 R 4

A.1 TLSv1.2

(1) TLS_ECDHE ECDSA WITH AES256 GCM_SHA384
(2) TLS ECDHE RSA WITH AES256 GCM SHA384
(3) TLS ECDHE ECDSA WITH CHACHA20 POLY1305
(4) TLS ECDHE RSA WITH CHACHA20 POLY1305
(5) TLS ECDHE ECDSA WITH AES128 GCM SHA256
(6) TLS ECDHE RSA WITH AES128 GCM SHA256
(7) TLS ECDHE ECDSA WITH AES256 SHA384

(8) TLS ECDHE RSA WITH AES256 SHA384

(9) TLS ECDHE ECDSA WITH AES128 SHA256

(10) TLS ECDHE RSA WITH AES128 SHA256

A.2 TLSvl.3

(1) TLS_AES 128 GCM _SHA256
(2) TLS_AES 256 GCM SHA384
(3) TLS_CHACHA20 POLY1305 SHA256
(4) TLS_AES 128 CCM _SHA256

(5) TLS_AES_128 CCM 8 SHA256
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